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Internet Exchange Preprocessor Unit Performs
Various Site Operations, Provides System Security

The existence of computer viruses is not the administrator. The Preprocessor is
the only problem that burden Internet capable of creating multiple threads for
mail users. Unsolicited e-mail (also fast and reliable virus scanning. Once
known asspan) also imposes a number the anti-virus module detects a virus, it
of disadvantages to e-mail users. It con- will either bounce the mail, archive the
tributes to the delay in the delivery of mail to a pre-defined quarantine loca-
legitimate e-mail and consumes a con- tion/folder or delete the mail, depending
siderable amount of space. There is alsoon the configuration of the system
the problem regarding the presence of administrator.

inbound and outbound e-mail with

This Month’s Tip:
Subscribing to/Unsubscrib
ing from the Available Mail-
ing Lists via the Internef
Exchange Free Lists Page

offensive content and information leaks.

The proliferation of these problems
forces most organizations to look for

The first step undertaken by the anti-
virus module after receiving an e-mail
message isnessage attachment decod-
ing. It makes use of decoding proce-

secure messaging systems that performdures that are based on the encoding
site specific operations, such as virus methods applied in the attachment. The
scanning, spam control and disclaimer anti-virus module is capable of decod-
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generation, among othersinternet
Exchange Messaging Server version
4.1is equipped with a Preprocessor
Unit (seeFigure 1 on page 2 specially
designed to perform said operations. A
list of related references, including
introductory information, regarding the
Preprocessor Unit is found on page 8.

The Preprocessor Unit, which runs the
anti-spam and anti-virus plug-in mod-
ules, is equipped with a Channel Action
Matrix to provide the system adminis-
trator with a flexible tool in configuring

which channels/connectors should be
run for a particular message. Another
feature of the Preprocessor Unit is the
Auto Text Insertion engine that pro-
vides the capability to insert disclaimers

ing and performing simultaneous virus
scanning on MIME and non-MIME
attachments.

The anti-virus module supports the fol-
lowing encoding methods:

« BASE64

¢ Quoted-Printable

e 7 bit

* 8 bit

« UUENCODE

¢ BinHex

« AppleSingle

« AppleDouble

¢ Non-MIME encoded UUEN-
CODE/BinHex

¢ Embedded UUENCODE/Bin-
Hex in MIME text item.

into messages that passes through the

Internet Exchange.

SYSTEM COMPONENTS
Anti-virus Module

After decoding the attachment, the anti-
virus module invokes third-party anti-
virus software The anti-virus module
has an open interface, which enables it

The Preprocessor embodies a plug-in to support multiple anti-virus softwares.
anti-virus module which receives the This feature provides the system admin-
message, decodes the message attachstrator the ability to use more than one
ment and invokes a third-party anti- anti-virus package thus, increasing the
virus program chosen and defined by virus detection capability of the system.
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Figure 1: Preprocessor System Architecture

The Preprocessor anti-virus module supports the followingChannel Action Matrix

anti-virus software: The Channel Action Matrix provides the system administrator
with a flexible tool for configuring which modules the Prepro-

¢ F-PROT Anti-Virus cessor Unit should run for a particular message and exactly

*« SOPHOS Anti-Virus under what conditions it should be run. The Preprocessor

« McAfee Virus Scan engine consists of several modules: AntiVirus, SpamArchive,

SpamDelete, SpamBounce, LoopDetection and Autolnsertion.
The anti-virus module of Internet Exchange carrimeinde-  The system administrator can select from these modules when

pendently on a remote machine in a distributed environmenfouting messages to or from the Intemnet into the Internet
via a RPC (Remote Procedure Call) mechanism. This featurXchange. After a specific Preprocessor module has been
is useful on a high traffic system where it is more desirable tgelected, the different channels and connectors in the Channel
run the anti-virus module on a dedicated remote maching?ction Matrix will run the specific Preprocessor module for
reducing CPU and file I/O loading on the Preprocessor systenthe messages to be routed in the Internet Exchange.

Anti-spam Module Auto Text Insertion Engine

The anti-spam module is designed to protect the integrity of "€ Auto Text Insertion Engine provides the capability to
the entire messaging system against unsolicited junk e-mailNSert disclaimer messages into messages that passes through
This module enables the system administrator to create a list §f€ Internet Exchange. Using this feature, messages created by
banned or unwelcome IP address(es) using a configurable GUYySers Will automatically include a disclaimer stating the confi-
(Graphical User Interface). It is also capable of verifying thedentiality of the message and limiting the liability of the com-
corresponding name of an IP address during the initial stage &1y that maintains the mail system where the message
the SMTP session via reverse DNS lookup to filter out forgecfiginated. The system administrator can add different dis-
names, blocking out potential spammers even before they cdidimer messages based on the message source channel. With
enter the system. The module has the ability to reject sparifiS feature, it is possible for messages generated in the
messages using SMTP error codes. The anti-spam modufi¢:Mail environment to have different disclaimer from those

supports RBL (Real-Time Blackhole List) for optimum anti- that came from the Lotus Notes environment. The engine
spam protection. allows the system administrator to use plain text and/or HTML

file for insertion process. It also supports non-MIME and

Once a message has been detected and tagged as spam b)MIlME message structure types.

anti-spam module, any of the following actions can be applied:
KEY FEATURES

Enhanced Queue Management Utility

Internet Exchange provides an enhanced Queue Management

. . . utility for the system administrator to view pending mes-
Move the mail to the designated SPAM directory sages that has not yet been processed by the corresponding

* Bounce the mail to the original envelope sender channel (DL, BSMTPOUT, Notes, ccMail, Local, SMTPC).
¢ Include a signature text in a file for the bounced mes-

sage The system administrator may sort the pending messages for a
particular channel according to one of the following criteria:

¢ Send notification to postmaster
* Delete the mail
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Priority, Senderand Size.The messages can also be searcheaddress isusername@domain.corand your alias name is
according toSender's Addressr Recipient's AddressWhen  username@mail.domain.coM/hen a message is sent to user-
the sorting/searching criteria is specified, the queue managerame@mail.domain.com, the Preprocessor will route the mes-
ment utility searches all the messages for the specified criteri@age to username@domain.com.

The results are displayed on a new page, which shows all the

messages that matched the criteria. The system admlnlstra CONFIGURING THE PREPROCESSOR UNIT
may either view the headers of the message, delete/bounce 2]

message or re-set the queue. The system administrator can configure the different Prepro-
_ _ cessor controls via thgystem Administrator Web Interfade.
Domain Forwarding go to the System Administrator Web Interface, the system

The Domain Forwarding feature provides the necessary inforadministrator must click on th&ystem Administratolink
mation about the different domain/channel mappings for &rom theinternet Exchange Main Web Interfacéfter click-
domain-based mail routing. A sample entry of the Domaining the System Administrator link, the system administrator
Forwarding is shown below. will be asked to type in his username and password for proper
authentication. Once he is successfully logged in,Sy&tem
Administrator Main Web Interfacalisplaying the various
icons of the Internet Exchange components on the Top Menu
will appear. The system administrator must click on Fine-
processolicon to display the different Preprocessor controls.
Using the sample above, once messages enter the Preprocessor

module it determines if there is a Domain Forwarding definedBy using the web interface, the system administrator can per-
for the domain name in the recipient address. If the Domairiorm the following functions:

Forwarding is defined, the Preprocessor will forward the mail

message to the defined BSMTP channel. The BSMTP Encoder « view the number of pending messages

will encode the mail messages using the domain address (e.g. * configure the domain forwarding

smallcorp.com) and then re-submit them to the Message < view module list

Switch for further routing and delivery to the address defined « configure the channel action matrix

Domain Channel Channel Identifier
smallcorp.com  BSMTPOUT smallcorp@domain.com
othernet.org BSMTPOUT othernet@domain.com

in the Channel Identifier (e.g. smallcorp@domain.com). « configure the anti-virus and anti-spam modules
« configure the auto text insertion engine
In the above example, all messages destined for small- < configure the loop detection

corp.com will be forwarded to the BSMTP channel with the e build alias table
BSMTP identifier’s addressmallcorp@domain.comwhile
messages destined for othernet.org will be routedther- Queue Status

net@domain.com The Queue Status link displays the different Input Channels
with corresponding pending messages. The system administra-
Loop Detection tor may select a specific Input Channel (e.g. SMTPC) to view

The Loop Detection feature enables the system administratats details. Once a specific channel is selected, the new screen
to configure the different parameters for defining the rules ofwill display the sender’s domain and the number of pending
message loops in the Internet Exchange. The system adminisiessages.

trator may specify the maximum number of received lines

(that show the FQDN of the MTA machine) allowed in an To read the messages of the particular domain, select the check
incoming message. Only lines containing the MTA FQDN arebox beside the particular message that you would like to view.
counted. If this number exceeds, the message will be bounce@hoose from the pull-down menu your preferred sorting crite-

If set, any looping messages will be bounced to the local postia: Priority, Senderor Size Click on theShow Messagdsut-
master instead of being returned to the remote sender. ton.

Build Alias Table The system administrator may also search for a particular mes-
The Build Alias Table feature enables the system administratassage using thé&ender's Addressr Recipient's AddressTo
to extract all mail aliases from the LDAP-enabled Directorysearch according to Sender’s Address or Recipient’'s Address,
Server into a separate database. After extracting all maiénter the recipient or sender’s address of the particular mes-
aliases, the Preprocessor module will update an internal dataage (e.gusername@domain.cgnand click on theSearch
base that holds all the e-mail aliases available in the Directorybutton.
This database is required by the Preprocessor to recognize
recipients who use an alias name. Configuration

The Configuration link enables the system administrator to set
An alias is like a multiple identity of a user. You can createthe following parameters:
your mail alias in the Directory Server configuration page

using a different e-mail address. Let's say your original e-mail ~ * Local Domains . )
Refer to the Internet domain names recognized by the
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Internet Exchange as local. Local refers to the recipi-
ent's domain name (e.g. domain.com) that is listed in
the local domain listing under the Preprocessor set-
tings. The Preprocessor performs LDAP lookup on any
local recipient to find out the corresponding connector.
If the domain name does not exist in the domain list-
ing, the Preprocessor will route the message to the
default non-local channel, which is the SMTPC, to
complete the routing. Local Domains also refer to the
domains that the MTA take the responsibility for han-
dling their messages. The MTA will either do the final
delivery to the recipient or bounce the message if the
message is undeliverable.

A domain name may begin with an asterisk (*) to
denote all sub-domains, not including the main
domain. For example, the entry *.domain.com will
match entries that contains the local domain name as
domain.com (e.g. machinename.domain.com). The
MTA will accept the mail for all the domains listed
even if the recipient may not have an entry in the
LDAP directory. To configure the system to accept all
mail for the primary domain plus all sub-domains, two
entries are required (i.e., domain.com and
*.domain.com).

Default Local Delivery Channel
Defines the channel processor that will handle non-
mappable local recipients.

Example: username@domain.com is local because
“domain.com” is defined in the local domains list. If
username@domain.com does not have an entry in the
Directory Server, the Preprocessor will route the mes-
sage to the default local delivery channel, which can be
local, ccMail or Notes. If the default channel finds out
that recipient does not exist in any of these channels,
the message will be bounced. If the MTA receives a
message for a local recipient who does not have an
LDAP entry, the MTA will deliver the message to the
default local delivery channel. If the recipient has an
LDAP entry but does not have any connectors defined,
the MTA will deliver the message to the default local
delivery channel.

At present, only Notes, ccMail and SMTPC connectors
can process messages for recipients who does not have
LDAP entries. For the Notes and ccMail connectors, it
is necessary to have the “unlimited user” license to
enable the default mapping functionality.

Internet Delivery Channel

Refers to the channel (e.g. SMTPC) used by the Pre-
processor to deliver a message to the Internet.
Although the entry is configurable, Internet Exchange

makes use of the SMTPC channel as the default Inter-
net delivery channel. It is recommended not to change
the default setting.

* Message Queue Server

Refers to the NetBIOS name of the machine where the
MQ (Message Queue) is located. The MQ Server can
reside on any NetBIOS compatible host, but the entry
should correspond to the NetBIOS name of this server.
The NetBIOS name must be the same as the Internet
host name. It is possible to configure Microsoft Win-
dows to have two different names for NetBIOS and the
Internet name, but this will not work for the system
designated as the MQ Server.

Message Queue Server Access Mask

Refers to a list of IP addresses describing the systems
which are permitted to access the Preprocessor queues.
Each entry can either consist of a single dotted IP
address (e.g. 192.55.89.10), a range of IP addresses
(e.g. 192.55.89.10-192.55.89.12), or an IP address with
a mask (e.g. 192.55.89.00/28). The Preprocessor will
log an error in the system log file, without listing the IP
address, if an application tries to access the channels/
queues.

Message Queue Local Directory

Refers to the directory path (e.g. c:\msgqueue) where
the message queue databases and the sub-directories
for the message files are installed. This directory is
used by all connectors running on the same system.

Message Queue Remote Access Directory

Refers to the directory path (e.g. \\Stationl\msgqueue)
where the message queue can be accessed remotely.
This directory is used by all connectors which are not
running on the same system as the MQ Server.

Example: If the MQ Server was running on a machine
named Stationl, a connector on machine named Sta-
tion 2 could access the queued messages using this
directory prefix.

The system will not operate correctly across a network
if the entries MQ Local Directory and MQ Remote
Access Directory are not pointing to the same direc-
tory. If all the connectors, Preprocessor and the MQ
Server are running on the same system, this directory
will not be used.

¢ Message Queue Server Account Name

Refers to an account name (e.g. Account Name) used
to access the MQ Server. It also serves as the authenti-
cation information to be able to acccess the MQ
Remote Access Directory.

If the remote connector could not access the MQ
Remote Access Directory, which uses a UNC (Univer-
sal Naming Convention) entry, then the entry provided
is not properly stored in the MQ databases. If this entry
is not filled up, the connector will use the credentials as
previously configured on the current system to access
the remote directory.
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* Message Queue Server Password "domain.com". For example, the domain name of the FQDN
Refers to the password used for the MQ Server accourttostname.domain.coim domain.com The Channelindicates
name. The password must be at least four charactethe different Input/Output Channels, which are listed in the file
long. The password will appear as a row of asterisksqueue.cfg' of the system. These Channels are created upon

(****) for security reasons. installation of the system. All of the messages in these Chan-
o nels are listed in the status page as one entry.CiHannel
* Notification Messages Sent To Identifier specifies the address of the channel you have

Allows the system administrator to enter the e-mail ggjected from the Queue Selection List.
address of the person whom he would like to be able to
receive such notification messages. Module List

This link displays the various Preprocessor modules, such as

« Notify Postmaster on Corrupt Messages . .
f.y 1P 9 . the AntiVirus, SpamArchive, SpamDelete, SpamBounce,
Provides the system administrator an option whether ) . . .
) . o LoopDetection and Autolnsertion. This page also displays the
he would like to receive notificaton messages on cor-

rupted messages or not. To be able to receive the notiffull pathname of the module, module version number and brief

. . description of each module. Each module name is linked to its
cation messages on corrupted messages, tick on the

check box otherwise, leave the field blank. carresponding Channel Action Matrix.

Click on theUpdatebutton to change the current set- To configure the Channel Action Matrix for each module

tings. name, click a specific module name. A new screen will display
the Channel Action Matrix for that module in table format (see
Domain Forwarding Figure 2). The table lists the names of the Input Channels (i.e.,

This link allows the system administrator to define a domainSMTPD, BSMTPIN, DSN, DLOUT, WEBCLIENT) on the

forwarding mapping. If the Domain Forwarding is defined, theleft-hand side, and the names of all the Output Channels (i.e.,
Preprocessor will forward the mail message to the defined OCAL, SMTPC, BSMTPOUT, DL) on the top. Tick the

channel. A sample entry of the Domain Forwarding is showrcheck box of the corresponding entry in the Channel Action
on page 3. Matrix. A check mark indicates that the Preprocessor module

will execute the specific function. For example, as shown in

To add a new domain mapping, click on fdew button. A" Figure 2, the anti-virus module will scan the messages coming
new screen will appear where you will be required to enter thérom the Input Channel (e.g. SMTPD) destined for the Output

values for the following parameters: Channel (e.g. LOCAL) for possible viruses.
« Domain
¢ Channel Anti-virus plug-in Configuration
« Channel Identifier This link enables the system administrator to view the differ-

ent anti-virus profiles as well as create, edit or delete the dif-
The Domaincan be the second, third, fourth part of a FQDNferent profiles (sedrigure 3 on page §. This page also
(Fully Qualified Domain Name) to which the defined domain presents several options on what to do with infected and suspi-
forwarding rule will apply. The format should be similar to cious messages.

lews. Updates

,xiM A Internet ExchangeMEssaging Serverai
{ A
\ /’

S - #7165 1 o g O

Preprocessor . .
Controls Channel Action Matrix

Support

AntiVirus

LOCAL SMTPC BSMTPOUT DL
SMTPD 2 - O =
BSMTPIN = r [ r
DSN r r [ r
DLOUT r r [ r
WEBCLIENT r r [ r

Update | Reset | | Help

Figure 2: Channel Action Matrix configuration screen
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Preprocessor
Controls _ "
Available profile(s)

Profile-1

Show | Mew | Edit| Delete
Options
Action on infected mail messages: Delete >
Action on suspiciols mail messages Ignore ¥
Send notification to postmaster? »
Send notification to sender? 1

Sawve Options
Help

Figure 3: Anti-virus configuration screen

To view the anti-virus profiles, select a profile from theail-
able Profile(s)list box. Click on theShowbutton and the anti-
virus profile attributes will be displayed.

To create a new anti-virus profile, click on tNewbutton. A
new screen will be displayed. Enter thieus scanner type,
program path, commandline parameters, no error codes, error
codesanddetected virus codea the appropriate fields. Click
on theAddbutton to install the new anti-virus profile.

To edit your existing anti-virus profile, select an existing pro-
file and click on theEdit button. A new screen for modifying
the attributes of that profile will appear. Again enter the appro-
priate values on the specified fields and then click orStnee
button to implement the new settings.

To delete an existing anti-virus profile, select the profile and
click on theDeletebutton.

Anti-spam Module

The anti-spam configuration is in two-column table format
(seeFigure 4 on page 7. The left column contains the Spam-
mer Address/Domain Restriction parameters, while the right
column contains the IP Address Access Control parameters.

You can activate the parametersSpammer Address/Domain
Restrictioncolumn by ticking the check box of the following:

¢ MAIL FROM during SMTP connection
If enabled, SMTPD will scan any spammer address or
domain during the “MAIL FROM” session; and will
return a 553 error to the remote sendmail host if a
match is found.

e From
If enabled, the anti-spam module will scan any spam-
mer's address or domain in the “From” header.

3

Reply-To
If enabled, the anti-spam module will scan any spam-
mer's address or domain in the “Reply-to” header.

Resent-from
If enabled, the anti-spam module will scan any spam-
mer's address or domain in the “Resent-from” header.

Sender
If enabled, the anti-spam module will scan any spam-
mer's address or domain in the “Sender” header.

Return-path
If enabled, the anti-spam module will scan any spam-
mer's address or domain in the “Return-path” header.

Reject Domain without MX/A Record

The system administrator may choose to reject mail
messages if the domain does not contain a MX or A
record either Temporary or Permament

Enable RBL Lookup

If this option is enabled, SMTPD will try to find and
match find an IP address in the RBL, which is a list of
IP addresses that are known to send spam mail, be
friendly to spammers, and/or totally open to mail relay-

ing.

The anti-spam module also allows the system adminis-
trator to specify whether to reject spam messages with
a Permanent or TemporaBMTP Error Code If the
Permanentadio button is selected, the messages will
be rejected by SMTPD with a Permanent SMTP error
code, and will usually be bounced back to the original
sender by the peer MTA. On the other hand, ifTie-
porary radio button is selected, the messages will be
rejected by SMTPD with a Temporary SMTP error
code and will usually be queued up and re-tried by the
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Preprocessor
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Anti-Spam configuration

Spammer Address/Domain Restriction

IP Address Access Control

Check Sparmmer Address/Domain in:
I "MAIL FROM" during SMTP session
I From

I Rephy-to

I Resent-from

I Sender

I Return-path

Reject with SMTF Error Code

@ Permanent © Temporary

Spammer Address
Spammer Domain

[T Enable Reverse DNS Lookup
T Reject non resolvable IP
Reject with SMTP Error Cade

@ Permanent O Temporary

T Reject non match hostidomain
Reject with SMTP Error Code

@ Permanent © Temporary

& Allowy Incorning SMTP connection by Default
€ Deny Incoming SMTP connection by Default
Reject with SMTP Error Code
@ Permanent © Temporary

I Reject Domain without MX/A Record
Reject with SMTP Error Code
@& Permanent © Temporary

SMTP Cannection Contral

& Allow Mail Relaying by Default
© Deny Mail Relaying by Default
Reject with SMTP Error Cade

I Enable RBL Lookup

Rejectwith SMTP Error Code

@& Permanent © Temporary
FBL Detabase |

& Permanent O Temporary

il Relay Control

Submit | Reset | Help

Figure 4: Anti-spam configuration screen

peer MTA later on to the recipients. All the parameters in thB®? Address Access Controblumn
can be configured by also ticking the check box of the follow-

The Spammer Addresbutton, once clicked, displays the e- ing:

mail addresses of potential spammers. To add a new e-mail
address to the list, click on tidewbutton. A new screen for
adding spammer addresses will appear. Enter the e-mail
address of the spammer on the blank field and click oAdlde
button. To delete an e-mail address from the list, select that
particular address and click on theletebutton.

The Spammer Domaibutton, once clicked, enables the sys-
tem administrator to add, delete and edit the peer domain
attributes. To add a new spammer domain, click orNta
button. A new screen for creating a peer domain and configur-
ing its various options (i.e., Domain Name, SMTP Connec-
tion, SMTPC Profile, Native Attachment Encoding, among
others) will be displayed. Enter the appropriate values for each
parameter and then, click on tAddbutton to implement the
settings of the new peer domain. To view an existing peer
domain, select an entry from the list box. Click on Sfeow
button and a new screen for modifying the peer domain's vari-
ous attributes will appear. To edit an existing peer domain,
select an entry from the list box. Click on tBdit button. A

new screen for modifying the peer domain's various options
will appear. To remove an existing peer domain, select an
entry from the list box and click on tizeletebutton.

The RBL Databasebutton, once clicked, enables the system
administrator to view the list of the databases used by Internet
Exchange to match IP addresses with those of potential spam-
mers. Each database in the list contains blacklisted IP
addresses. To add a new RBL database file to the list, click on
theNewbutton. A new screen will appear. To delete any of the
RBL database files, select the file and click onEredetebut-

ton.

« Enable Reverse DNS lookup

By activating this option, reverse DNS lookup during
the SMTP session is enabled. During the HELO/EHLO
session, the SMTP client identifies itself to the SMTP
server (SMTPD) through the HELO/EHLO parameter.
The SMTP server verifies if the domain name corre-
sponds to the IP address of the SMTP client host by
performing Reverse DNS lookup.

* Reject Non-Resolvable IP
When enabled, SMTPD rejects the connection if the
incoming IP address is non-resolvable, which means
that the DNS server/mail relay host cannot resolve the
IP address.

* Reject Non-Match Host/Domain
When enabled, SMTPD matches the resolved domain
name with the one declared by SMTP client. If the two
do not match, the connection is denied. It is also used
to compare the reverse address look-up values and
does not continue to check for possible CNAME
entries.

« Allow/Deny Incoming SMTP connection by default
If the “Allow Incoming” option is selected, SMTPD
accepts every IP address except for those mentioned in
the Deny IP address list. On the other hand, if “Deny
Incoming” option is selected, every IP address except
for those mentioned in the Allow IP address list is
rejected.

¢ Allow/Deny Mail Relaying by default
If “Allow Mail Relaying” option is selected, SMTPD
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allows mail relaying for all IP addresses except for
those mentioned in the Deny IP address list. On the
other hand, if “Deny Mail Relaying” is selected, every

IP address except for those mentioned in the Allow IP

« Text file
The path to the *.txt file that contains the disclaimer to
be attached to outgoing messages (e.g. c:\autoin-
sert\disclaimer.txt).

address list is prohibited for mail relaying.

e HTML file
The system administrator is provided with the option to
use an HTML file as a disclaimer for outgoing mes-
sages. This is the full path specification of a single
HTML file to be used (e.g. c:\autoinsert\dis-
claimer.html).

The SMTP Connection Contrdjutton, once clicked, enables
the system administrator to view the list of IP address range of
potential spammers. Potential spammers are prevented from
establishing SMTP connection with Internet Exchange. Click-
ing the New button will allow you to add a new IP address
range. A new screen will be displayed. Enter the IP address
range and click on thAdd button to include that particular IP To store the auto insertion settings, click on 8avebutton.
address range in the list of banned IP addresses. To remove &a edit the auto insertion files, click on talit button. To
existing entry, select a particular entry and click onDieéete  delete the auto insertion settings, click on Eredetebutton.
button.
Building Alias Table
The Mail Relay Controlbutton, once clicked, enables the sys- This link allows the system administrator to extract all mail
tem administrator to list down the IP address(es) that araliases available in the Directory Server and build a separate
allowed to perform mail relay. database, which is required by the Preprocessor to recognize
recipients using an alias name. To extract all aliases, click on
Configure Loop Detection the Build Alias Tablebutton. This will enforce the Preproces-
This link enables the system administrator to configure the difsor module to update an internal database that holds all the e-
ferent parameters for defining the rules of message loops in theail alias available in the Directory.
Internet Exchange.

¢ Maximum trips
Specifies the maximum number of received lines (that
show the FQDN of the MTA machine) allowed in an
incoming message. Only lines containing the MTA
FQDN are counted. If this number exceeds, the mes
sage will be bounced. This option is useful in prevent-
ing message loops.

For more information about the Preprocessor, please
go to the following references:

* http://www.ima.com/pdf/fadminman2.pdf
(Messaging Server Administrator’'s Guide)

* http://www.ima.com/fag/msgsrv/av/setup.html
(Internet Exchange Messaging Server Anti-virus Mod-

* Looping items to postmaster
If set, any looping messages will be bounced to the
local postmaster instead of being returned to the
remote sender. This is often useful in preventing infi-
nite mail looping.

Click on theSubmitbutton to implement the new set-
tings.

ule Configuration)

« http://www.ima.com/fag/msgsrv/av/advanced.html

(Configuring the Anti-virus Module To Run On lIts
Own Machine)

« http://www.ima.com/product/v4/antivirus/index.html

(The Internet Exchange Anti-virus Module)

* http://www.ima.com/pdf/ienews/vol2no12.pdf

(Internet Exchange Anti-virus Module Supports Virus
Engines Inoculated for the Coming Millenium)

Configuring Auto Insertion .
This link allows the system administrator to create a new Autc
Insertion setting. To create new settings, click onNee/but-

ton. A new screen will be displayed where you should ente
the values for the following fields: .

http://www.ima.com/pdf/ienews/vol2no5.pdf/

(The Internet Exchange Messaging Server Preproces-
sor: A sure fire protection against computer viruses and
junk/spam mail)
http://www.ima.com/product/v4/antispam/index.html

* Source Channel
A disclaimer will automatically be attached by the
Auto Insertion Engine to messages coming from this
channel.

(The Internet Exchange Anti-spam Module)

* http://www.ima.com/pdf/ienews/vol3no5.pdf

(Preprocessor Auto Text Insertion Engine Inserts Dis-
claimer to Text and HTML Messages)




Highlight of the Month

Configuring the Internet Exchange Messaging Server to
Work with IMAP4-capable Clients

IMAP (Internet Message Access Protocol) is a method ofkingle e-mail account. To create a shared account, click the
accessing electronic mail that are stored on a (possibly sharethdd Shared” button. A new screen will appear where you
mail server. It permits a "client" e-mail program to accessshould create an e-mail address for the shared account. Select
stored remote message as if they were local. For example, #ie users that you want to include in the shared account. Click
mail stored on an IMAP server can be manipulated from an the “Add” button to create a local channel/connector for
desktop computer at home, a workstation in the office and ¢he IMAP4 account.
notebook computer while traveling, without the need to trans-
fer messages or files back and forth between these computerblow, you are ready to configure your IMAP4-capable clients
to work with Internet Exchange 4.1.
IMAP provides support foonling, offline and disconnected
access modes. It also supports concurrent updates and acc€mfiguring the IMAP4-capable Clients
to shared mailboxes. IMAP’s capability does not only includeTo configure the different IMAP4-capable clients to work with
the ability to name and access different incoming and archivéhe Internet Exchange, follow the steps listed below.
message folders, but it also has the ability to list, create, delete
and re-name the different folders. Creating an IMAP account in Outlook Express (v.4/v.5)
1. Open the Outlook Express.
The Internet Exchange Messaging Server 4.supports the
IMAP4 to allow you to access your mail from the IMAP4 2. Go toToolspull-down menu and seledccounts Thelnter-
Server using IMAP4-capable clients, such as Microsoft Out- N€t Accountscreen will appear.
look Express, Ngtscape Communicator _and Pegasus _Malé. Click on theAdd button then, seledWail.
among others. Using IMAP4, you can manipulate your mail on
the server without having to download them to a local hard
disk. You can also create multi-level mailboxes as well a1 Type your Display Name (i.e., John Doe) and click on  the
shared mailboxes on the server that can be viewed concur- Nextbutton.
rently, easily re-named, moved or deleted across multiple
operating systems. 5. Enter the e-mail address that you created in the Internet
Exchange Message Store. Click on Nextbutton.

The Internet
Connection Wizardcreen will appear.

Pre-configuration Procedure:

Before you can configure the different IMAP4-capable clients
to work with the Internet Exchange, you must install the Inter-
net Exchange software in your system. After installing the
software, you need to configure the different Internet
Exchange components (i.e., Preprocessor, Directory Serve\;,_ In theaccount namdield, type in the e-mail address that
among others). For a detailed instruction on configuring the you created in the Message Store and the associated pass-
different Internet Exchange components, please dattf// word in thepasswordfield. Click on theNextbutton. A dia-
www.ima.com/pdf/adminman2.pdf. log box stating that you have successfully entered all the
information required to set up your account will appear.
Click on theFinish button. Thelnternet Accountscreen
displaying the account you created will appear.

6. Choose IMAP server from the pull-down menu for the
incoming mail server. Type the FQDN of your incoming
and outgoing mail server on its respective field. Click on the

Nextbutton.

After configuring the different Internet Exchange components,
follow the procedure below:

1. On the top menu of the Internet Exchange Main Wels8. Click on theClosebutton. A dialog box will appear where
Interface, click on the Message Store icon. The Main you will be asked to download folders from mail server.
Message Store web interface will appear. Click on Yesbutton. The different folders of your IMAP

account will be shown. Highlight the shared folders and

click on theShowbutton to make them visible in Outlook

Express’ main window. Then, click on tle button.

2. Create a new user by clicking on theéd Userbutton.
Fill up the necessary fields with information and then
click on theAddbutton. This will automatically create

a local channel/connector for the IMAP4 account. Creating an IMAP account in Eudora (v. 4.X)

o 1. Open the Eudora Mail Client.
Note: The system administrator may also create a shared

account. Using a shared account, the system administratop. Go to Tools pull-down menu and sele®ptions The
can manage users, groups and other shared data with just a Optionsscreen will appear. You will be required to provide

— — — —




information on the following parameters:

¢ Real name

¢ Return address

¢ Incoming Mail Server

¢ Login Name

« Outgoing SMTP Server

3. On left-hand side of the screen, click on lil@oming Mail
icon. Select IMAP for yousserver configuration Then,
click on theOK button. A password box will appear. Enter
your password.

4. On the Eudora main page, the <Dominant> is the newly
created account's server. The shared folder(s) will also be

shown if you have created a shared account on the Internet

Exchange Message Store.

Creating an IMAP account in Pegasus Mail (v. 3.x)
1. Open the Pegasus Mail

2. Go toToolspull-down menu and seledlAP profiles. The
IMAP Profileswindow will appear. Click on th&lew but-
ton. A new screen will appear. You will be required to pro-
vide information on the following parameters:

« Profile name

« IMAP Server address
e Server port

e Login name

* Password

3. After you have filled up the necessary information, click on
the OK button. TheManage IMAP Profilescreen display-

Continued from page 11
2. Start the LDAP Server manually

3. Open MS-DOS prompt and go to C:\ProgramFiles\
IMA\Internet Exchange 4 folder

4. Run thedbupdate -rommand

5. Re-start Internet Exchange

If there are still stuck messages in the SMTPC Queue folder a
ter doing the procedure mentioned above, you may have f
manually force the delivery of the stuck messages by going t
the SMTPC Queue Status web administration interface. To g
to the SMTPC Queue Status page. Click the SMTPC icon o
the Top Menu of the Internet Exchange Main Web Interface
The SMTPC Main Web Interface will appear. On the left-hand
side of the screen, click the Queue Status link. The SMTP(
Queue Status page will apper. Once here, select all the mess:
es and then click on tHerocess Messagédsitton.

4.

2.

3.

ing your existing IMAP Profiles will appear.

To download your messages from IMAP server, click on the
Connectbutton or just double click the newly created IMAP
username.

Creating an IMAP account in Netscape Messenger (v4.x)
1.

Open the Netscape Messenger

Go toEdit pull-down menu and sele®references The
Preferencesvindow will appear. Double click thMail &
Newsgroupsfolder and selecMail Servers You will be
required to provide information on the following parame-
ters:

* Incoming Mail Server
« Outgoing mail (SMTP) server
« Outgoing mail server username

Click on theAdd button. TheMail Server General Proper-
tieswill appear. You will be required to provide information
on the following parameters:

e Server name
« Server Type (Choose the IMAP server)
e Username

After providing the information, click thAdvancedolder.
Uncheck the "Show only subscribed folders" to view the
Sharedfolders and check the "server supports folders that
contain sub-folders and messages" option. Then, click on
the OK button.
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Questions & Answers

Q: | am using the vacation utility of
Internet Exchange Messaging Server
4.1. | created a message filter and
defined this filter to reply with a
vacation message to incoming mes-
sages from my hotmail account. |
used my hotmail account to send a
test message and | successfully
received a vacation message in
response. Minutes later, using the
same hotmail account, | sent another
test message, but was not able to
receive another vacation message.
Am | missing something?

A: The Mailsort Vacation Utility by
default, is configured to send a vacation

message to a specific sender once

within seven days. Thus, if the vacation
utility already replied to your hotmail

account, it will not send any more mes-
sages to the same hotmail account until

after seven days. This is the reason Whyhad no effect. When | re-started the

on your second trial, you no longer
received a response from the vacation
utility. If you wish, you may modify the
default interval of seven days to your
choice of time interval (e.g. 1 day) in
the [LocalMail] section of the
IEMTAL.INI file. To modify the time
interval, simply change the default set-
ting from "Replyinterval=7" to "Reply-
Interval=1".

Q: Our Corporate Audit Department
run several security scanning tools to
examine our SMTP mail gateway.
The tools identified two problems:

1. SMTP allows VRFY
command

2. SMTP allows EXPN remote
command

remote

What does VRFY/EXPN command
mean? How are we going to disable
these commands?

A: The VRFY (verify user) command
allows a remote host to confirm whether
a particular user exists in a certain post

office, while the EXPN (expand mailing

list) command allows a remote host to
confirm whether a certain mailing list

exists in a certain post office. To disable
these commands, go to Internet
Exchange system administrator web
configuration screen. Click on the

SMTPD icon on top of the configura-

tion screen. The SMTPD Control screen
will appear. Select the SMTPD Options
link. From the SMTPD Options screen,
tick the check box of the following:

¢ Disable VRFY command
¢ Disable EXPN command

Q: We have approximately 1,500
messages stuck in the C:\Program
Files\IMA\Internet Exchange
4.1\Msgqueue\smtpc folder. Deleting
the *.btr files and all *.ccmail files

Internet Exchange, the messages
were still in the queue folder. The

"Queue Status" page on the Prepro-

cessor web interface does not reflect
any messages, when there are hun-
dreds of messages in the actual
SMTPC queue folder. How do we

solve this problem?

A: To reflect the number of pending
messages to the SMTPC Queue Statud
page of the Preprocessor web inter-
face, follow the procedure below:

1. Shutdown all the Internet Ex-
change Modules

Continued on page 10 -->

"The Internet is like a giant
jellyfish. You can not ste on
it. You can not go around it.
You have to get through it."
-John Evans

This Month’s Tip

Subscribing to/Unsub-
scribing from the Avalil-
able Mailing Lists via
the Internet Exchange
Free Lists Page

The Free Lists Web Administra-
tion Interface of the Internet
Exchange 4.1 allows the end use
to subscribe to or unsubscribe fro
the open mailing lists available o
the Messaging Server.

To access the list of open mailing
lists, click theFree Listslink from
the Main Web Administration
Interface A screen displaying the
list of open mailing lists, with
short description as provided b
the system administrator, will
appear. To subscribe/unsubscrib
to the list, click the link of a partic-
ular mailing list address (e.g.
jazz@ima.com). The Mailing List
Subscription Form will appear. To
subscribe to the preferred mailing
list, enter your e-mail address o
the input text box. Select the mod
of delivery either immediate or
digest. In immediate mode, whe
messages are posted to a maili
list, the DL Manager sends the
immediately to the mailing list's
subcribers. In the digest mode
posted messages are allowed
accumulate in the local archive o
the member(s) who selected thi
mode and are sent to the subscrib
based on a pre-determined sche
ule set by the list owner/syste
administrator as requested by th
subscriber. Then, click on tigub-
mit button. The subscription
request will then be forwarded tg
the DL Manager. A confirmation
message is then sent to the ne
member informing him that his
subscription request has bee
approved. Upon receipt of the con
firmation message from the sub
scriber, the subscriber will be
automatically added to the
requested list.




