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PREFACE

This is the Internet Exchange Messaging Server (IEMS) version 7
User’s Guide that comes with your software. This Guide has been written to
help you configure and use IEMS on your Linux or Windows based network.

This manual is but one part of the entire IEMS 7 documentation set. ltis
assumed the software has already been successfully installed. The IEMS 7
documentation set is made up of the following volumes:

* Internet Exchange Messaging Server 7 Principles of Operation
* Internet Exchange Messaging Server 7 Site Planning Guide

* Internet Exchange Messaging Server 7 Installation Guide

* Internet Exchange Messaging Server 7 Administrator’'s Manual
* Internet Exchange Messaging Server 7 cc:Mail Connector

* Internet Exchange Messaging Server 7 Lotus Notes Connector
* Internet Exchange Messaging Server 7 User’s Guide

+ Internet Exchange Messaging Server 7 Programmers Manual

All IEMS documentation can be found either on the IEMS 7 CDROM, or
downloaded from the IMA web site (http://www.ima.com/documents/).

Each chapter in this manual provides an module overview, and then detailed
information regarding the configuration and operation of each module. The
manual is organized into the following chapters:

Chapter 1, Introduction

Chapter 2, Web Mail Client

Chapter 3, Distribution List Configuration

Chapter 4, Distribution List Subscription

Chapter 5, Distribution List Archives

Appendix A, Introduction to Outlook 98 / 2000 Free / Busy Features
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PREFACE

CONVENTIONS USED IN THIS MANUAL

Conventions  The conventions used in this manual are designed to help you learn IEMS 6
Used In This easily and efficiently.

Manual Directory Path (e.g. c:\IMACert.imc) are printed in italic, arial font.

File names (e.g. Setup.exe) are printed in bold, arial font.

Menu choices (drop-down or pull-down list, links, columns,
parameters, fields) are presented in bold, arial black font

(e.g. Host Table filename).

Button commands (e.g. Add) are presented in bold, italic, arial font.
Screen Page (e.g. User Details page) are put in quote.

Keyboard Keys are presented in this manner: ENTER; DELETE

Anything you are asked to type are presented in courier new font
(e.g. jdoe@ima.com).

6 INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE



CHAPTER 1

Introduction

IEMS end user tools available to the end user include the Web Mail Client,
individual Directory editing tools, MailSort, Password maintenance, and oth-
ers. For sites running the Professional Enterprise (PE) edition of IEMS,
options to view available mailing lists and/or subscribe to or unsubscribe
from distribution lists, Web Folders, and advanced Anti-Spam controls are
available.

With the exception of the Distribution List related configurations, all user
account related configuration is performed through the Web Mail Client. This
includes configuration of the personal address book, signatures, password
maintenance, list subscription (SE/PE editions), and Microsoft Outlook com-
patible Free/Busy access control list maintenance (PE edition).

When accessing the main IEMS page, users will be greeted with the following
screen (PE Edition):

W Tnternational Messaging Associates

System Administration
‘Web Mail Client Login

Distribution List Configuration

5@
@

Distribution List Subscription

B Distribution List Archives

Copyright @ 2003 International Messaging Assaociates

Figure 1: IEMS Home Page

3-User and SE Edition users will be presented a similar screen to above, with
the exception that the Distribution List related options are absent.

All selections require the user to authenticate themselves with an account
name and password. Regular users are not usually permitted into the Sys-
tem Administration area, as this is used by the site administrator in configur-
ing and maintaining the entire system.

INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE 7



CHAPTER 1 INTRODUCTION

The Web Mail Client, where most individual configuration can be found, as
well as the Distribution List related options are described in detail in the fol-
lowing chapters.

8 INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE



CHAPTER 2

Message and
Mailbox
Operations

Web Mail Client

In addition to being able to access their email using standard IMAP/POP
email clients (Outlook Express, Netscape Communicator, Pegasus, etc), the
Web Mail Client allows users to access their Message Store mail. Users may
compose messages, reply to received messages, or forward messages via
the Web Mail Client using any web browser. However, they must undergo
the proper authentication procedure. To do so, click the Web Mail Login but-
ton on the main web administration interface. The “Web Mail Login” screen
(see Figure 2 on page 9) appears. Type the username and password in the
respective text boxes as provided. Click the Proceed button. This action (see
Figure 3 on page 10) displays the “Inbox” summary screen if log in was suc-
cessful. Otherwise, it displays an error message

m Tnternational Messaging Associales

Web Mail Login
Username [

Password
Proceed

1

nter your e-mail address, (e.q.

ohn@ima.com) in the User name input text
0%,
ter yo

moem

2. Enter your password [case sensitive),
3. Click the Proceed buttan to validate your
uuuuuuuuuu t

Copyright @ 2003 Intemstions| Mesesqing Associstes

Figure 2: Web Mail Login

The Web Mail Client user interface is divided into two parts. The main menu
and output window. The output window displays the screen corresponding
to the command selected in the main menu.

The main menu is found in the left most part of the screen and contains three
sections - Main, Options, and Mailing List (PE edition only). The Main
selection box is used for message composition, web folders, spam filters, and
mailbox maintenance. The Options section is used to maintain the users
account, and allows the user to edit their profile, signature, password, mail-
sort options, and for PE edition users provides the ability to edit the Free/
Busy access controls. The Mailing List selection box is present on the PE
edition, and provides controls for managing distribution list subscriptions.

Accessing any of the existing folders via the Inbox, Outbox and Folders but-
tons displays a “Folder” message list screen. This screen lists all messages

INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE 9



CHAPTER 2 WEB MAIL CLIENT

MESSAGE AND MAILBOX OPERATIONS

stored in the selected folder in a table with six columns. Each row holds a
message. The first column contains the check box for the message. The sec-
ond column labeled INFO contains status information related to the mes-
sage.

If a message has not been read, its INFO column contains yellow closed
envelope. The third column labeled FROM holds the email address of the
message sender. The fourth column holds the DATE and time when the mes-
sage was received. The fifth column contains the SUBJECT of the message.
The last column holds the size of the message in kilobytes.

Messages can be sorted by any of the fields present in the display. The INFO
field sorts messages by the time they are received. The other columns can
display messages based upon their respective fields. To sort on any column,
simply click on the column heading. The currently selected sorting method
can be seen by a small triangle next to the active column. The direction of
this triangle, or arrow, determines the sorting order. For instance, if the arrow
points downward next to the INFO column, then messages are sorted by date
received, with the most recent at the top. To change the sorting order, simply
click on the direction arrow.

Viewing the Message List in the Inbox Folder

The Inbox button, by default, stores all incoming messages. To view the
INBOX message list, click the Inbox button on the left menu frame. This dis-
plays the “Inbox” message list screen (see Figure 3 on page 10).

M Intermational Messaging Associales

News Updates Support About Version 7

erver
‘Web Mail Client

in
Inhox inbox : homer@jade. net 3 Message(s), 1 Unread
— Refrash
Compoze
Outb
Du ﬂw ‘ Delete I Delete Permanently l GoTao l Copy To l tove To § Copy/Move Selected Mail To Other Folder || HeIpI
rafls
Info 7 From Date Subject Size
| Toash | FE2  Marge Simpson 6/14/2003 10:44 Ned Flanders stopped by 0.6 K
| Fuders | .  padSimpson 6/14/2003 10:09 Caal Picture 76K
| _Spamfiter | ., padsimpson B/14/2003 09:37 Weekend Project 07K
% Cheel All- Clear All - Search
ress Giool
™ onkoare ] Delete l Delete Permanently I GoTo I Capy To I Move Ta ICupyﬂMuve Selected Mail Ta O‘hngD‘dErjI Help
Logout

Figure 3: Inbox Message List

Viewing the Message List in a User-defined Folder

The Outbox button contains a copy of all the sent messages. To view the
sent messages, click the Outbox button on the left menu frame. This
instructs the output window to displays the “Outbox” message listscreen (see
Figure 4 on page 11).

10 INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE
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MESSAGE AND MAILBOX OPERATIONS

‘Updates Suppart About Version 7
—— | KAV
i Web Mail Client i
Inbox outhox : homer@jade.net 3 Message(s), 0 Unread
Compose
W ‘ Delets I Delete Permanantly I GoTo I Copy To I Mowve To Icgpnygvg Selected hMail To Other FU'dgrjI Ha\pl
T Dmie | Info %/ To e Subject Size
(mi=} Bart Simpson B/ 4/2003 13:05 Re: Cool Ficture 06K
% ¢y BatSimpson 6/14/2003 13:04 Re: Weekend Project 09K
ﬁ ¢ Marge Simpsen 6/14/2003 11:09 frd: Cool Picture 757K
parn Filter
Wb falder | Check All - Clear All - Search
m Delete I Delete Permanently I GoTo I Copy To I tove To lcgpy/ng Selected Mail To omngD\de,jl Help
Bookrmark
Logout

Figure 4: Outbox Message List

Viewing the Message List in the Outbox Folder

The Folders button displays summary information for all available folders
contained in the user’s account. Specific information, such as the number of

unread and read messages, size and commands available can be viewed on
this screen (see Figure 5 on page 11).

International Messaging Associates ‘Updates Support About Version 7

ii’eb Maﬂ blieiat ;

Inbox Folders
Compose
Outboy Create MNew Folder
Drafts Existing falders # of message Size Cammand
Trash Bart's School Antics 0 {0 Unread) 0K Bename Delete
Eolders Eriends 0 {0 Unread) 0K Bename Delete
Sparn Filter Plant Meltdown Incident 0 {0 Unread) 0K Bename Delete
Web folder inbox 1 (0 Unread) 0K
Address Book outhox 0 {0 Unread) 0K
Bookmark

% Create Mew Folder
0you

Figure 5: Folders Page

Click the link of the selected folder (e.g. Bart's School Antics) to display its
message list screen (see Figure 6 on page 11).

Support About Version 7
Web Mail Client ;
Inbox Bart's School Antics : homengdjade. net 2 Messags(s), 0 Unread
Compose
Dulbox ‘ Delete I Delets Permanenthy I GoTo I Copy Tar I Move To | Copy/Move Selected Mail To Other Folder = || Ha\pl
Drafis Info " From Subject Size
— M Bart Simpson 6/14i2003 09:37 ineekend Project 07K
% Mgy BartSimpson 6/14/2003 10:08 Cool Picture 756K
olders
Spam Filter Check All - Clear All - Search
Wieh folder Delete I Delete Permanertly I GoTo I Copy To I tMove To f Copy/Move Selscted Mail To OthErFde’ﬂlﬂl
Address Book
Bookmark
Logout

Figure 6: Example Message List For a User Defined Folder
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MESSAGE AND MAILBOX OPERATIONS

Opening and Reading a Message

To open and read a message, go to the selected message list page of the
folder (e.g. Inbox). Open the message by clicking its sender’s link located
under the From column (e.g. bart@boracay.jade.net). This action displays
the message contents, such as the message sender, subject, body and file
attachments (see Figure 7 on page 12).

M Tniermational Mes

Delete Delete Permanently

Elock sender
Mark this as a spam message

| Eoders | From "Biart Simpson" <bari@jade nets
Sparm Filter To "Homer Simpson" <homer@jade. net>
Weh falder Date Sat, 14 Jun 2003 09:37:13 -0400
Subject Weekend Project

Address Book
Eookmark
Logout

Show all headers
Show message source

Hey Dad -

Is it still Ok with you if we go down to the Power Plant to scavage for nuclear
material for my school project? | think that they have pretty much fargotten

Signature the meltdown you caused a few weeks ago, so everything should be ok
Password

Mailson - bart

Schedules - el

Mailing List Zeply 1o 0 Al Delete Delete Permanently
List of Lists
Subsctribe
Unsubscribe

Figure 7: Reading a Message

Note: Only one message can be viewed at a time.

Viewing a Message Attachment

Video files, documents, spreadsheets and pictures and others can be sent
via email as file attachments. On the screen showing the message content
(see Figure 7 on page 12), each of the attached files has its flename pre-
sented as a link. To open an attached file, click its corresponding link (e.g.
attach.doc). Depending on the browser and file type, the file will either be
displayed directly by the browser or the browser will display a “File Down-
load” message box. In the case of Internet Explorer, the “File Download”
message box will prompt the user to select whether to open the file attach-
ment (launching a local application) or save it on disk (see Figure 8 on page
13). To open the attachment using a local application (file viewer, etc), click
the radio button of the Open the File at its current location. Selecting Save
this File to disk saves the file on disk for storing and later viewing. An alter-
nate method of saving a file in the case of Internet Explorer is to right click on
the attachment link, and then specify the action to take on the file (save to
disk).

12 INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE
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Updates Support About Version 7

Web Maﬂ blieﬁt

Inbax Folder:inbox
Compose
Qutbox Delete Delete Permanently
Drafts T
[ 1aen | ock sender
Jiash Mark this as a spam message
| folders | From “Bart Simpson” <hari@jads net>
Sparn Filter To “Homer Simpson® <homen@jads.net
Wb folder Date Sat, 14 Jun 2003 10:09:25 -0400
| Addrecs Dok | Subject Cool Picture
— Show all headers
Dookmark Show message source
Logout

Hey Dad,

)
Options . ,
Praflle | thought you might want to see this one. Wow!

Signature - bart
Password
Iailsort Content-type: Image/JPEG
Schedules Mame: picture+2 jpg
—_— Save this file to WWeb folder

Mailing Lis
List of Lists
Subscribe

Unsubseribe Heln

=-Go hack

Figure 8: Viewing a Message Attachment

For accounts that have web folders enabled, attachments can also be saved
directly to the users web folder storage area. Simply click on the Save this
file to Web folder to bring up the web folder file save screen (see Figure 9
on page 13).

Inhaox Select a folder below and click OK button to save this file"
C pictures2.jpg
~bose to your wehfolder
Outbosx
Draft /
rafls My Online Documents
Trash My Online Pictures
Folders
Sparn Filter
Wb falder OK| Cancel | Help
Address Book
Eookmark
Logout

Figure 9: Web Folder File Save

Forwarding Messages

The Forward link (see Figure 8 on page 13) allows users to forward a mes-
sage to another person. Clicking this link displays the “Forward” screen (see
Figure 10 on page 14). Type the email address for each recipient in the To
box. Separate each address with a semicolon (;). Optionally, names and
addresses can be looked up in either the user’s private address book or a glo-
bal address book (please see “Address Book” on page 33 for more informa-
tion).

INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE 13
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14

After entering the recipients addresses, additional forwarding text can be
placed along with the forwarded message by entering text in the space given
before the “Forwarded Message” label. The forwarded message is not
shown at this time, but will be automatically attached to the new message.
Afterwards, click the Send button.

m Tnternational Mess.

Inbox Forward
Compose . .
Outbox From  "Homer Simpson" <homer@jade. net>
Drafts To Marge Simpson  <margeljade.net> =]
Trash =
Folders Ce I =
Sparn Filter H
Wsh folder Bee | =
Address Book B
Bionkmark Address book
Logout
_— Subject |de: Cool Picture
Profile
— Your son Bart sent me this really cool picture. I hope you like it as much as
Signature e did!
Pagsword
Mailsort / Homer|
Schedules
Mailing Lis =
List of Lists Attached fila(s) | Uploaded attachment(s) Attach file %I
Subscribe
| Unsubscribe | copyihis messags to Outhox @ Send || Saveasdraft | Help

Figure 10: Forwarding a Message

Reply / Reply All

Users have the option to reply to the message sender or to the sender and
all its recipients. To reply to the message sender only, click the Reply link
(see Figure 8 on page 13). Users may also reply to the sender and all the
recipients by clicking the Reply All link if a response is needed for a number
of people listed in the From, To and Cc fields. After composing a response,
click the Send button. This action displays the “Reply” screen (see Figure 11
on page 15) where users may type additional addresses in the To, Cc, Bcc
fields. Users may also update the Subject field.

INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE
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w International Messaging Associales

Inbox Reply

W irum Homer Simpson” <homen@jade.net>
o

"Marge Simpson” <margeljade.net>

Ce |

Spam Filter

Web folder Bee I
Address Book

Bookmark Address book

Logout
Subject IRE Med Flanders stopped by

S | ()

Options My dear wife, -
Profile
Signature
Password
Ilailsort
Schedules | 00000 [TTTTTTTmmmmmmmmoo oo Original message------————————————m

Dear Hower,
List of Lists

Attached file(s)] Uploaded attachment(s) x|  Attachfile Delete
Subscribe
| Unsubscribe | Copy this message to Outhox W _Send Save as draft Help

OK - I'll stop by to see him toworrow.

/ Homer

il List

Figure 11: Replying to a Message

Message Deletion

To dispose of unwanted mail messages within a folder, an entry can be
deleted by marking the check box and clicking the Delete button (see Figure
7 on page 12). Users may also delete the message after reading by marking
the check boxes of messages for deletion in the folder display, and clicking
the Delete button (see Figure 12 on page 15).

International Mess.
: Web Mail Client ;
Inbox inboy : homer@jade. net 3 Message(s), 0 Unread
—_ Refresh
Cormpose
Qutbox
BT ‘ Delets I Delete Permanently I GoTo I Copy To I tove To W Copy/hiove Selected Mail To Other Folder || Halpl
Info 7 From Date Subject Size
Trash (= Marge Simpson B/1412003 10:44 Ned Flanders stopped by 06K
| Folders | Mgy Batsimpson B/1412003 10:08 Caol Picture 766 K
| _SpamPiter | .o patsimpson 611412003 09:37 Weekend Praject 07K
Axgh f”ge’ - Check All- Clear All - Search
ress Fioo
™ Bookrmark | Delete l Delete Permanently I GoTo l Copy To l Mowve To lc.jpy,'Mgve Selected Mail To OtherFD\derjI Help
Logout

Figure 12: Deleting Messages

Note: Multiple deletion is allowed.

Deleted messages are moved into the users Trash folder. This folder will be
periodically emptied by the system. However messages are retained here
for a short time in case a user changes their mind about message deletion.
To bypass this step, and to make deletion immediate, select the Delete Per-
manently button.

INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE 15
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Message Composition

To compose a message, click the Compose button. This option displays the
“New Message” screen (see Figure 13 on page 16). In the To field, type the
email address of recipients. Separate each address with a comma or semi-
colon. Users may also send a copy of the message to other recipients by
entering their respective email addresses in the Cc and Bcc fields.
Addresses entered in the Bcc fields will not be seen by the message recipi-
ents specified in the To and Cc fields. Recipient addresses for any of the
above fields can also be selected from the user’s private address book or the
global address by selecting the Address Book button (please see “Address
Book” on page 33 for more information). Type the subject in the Subject
field. In the large text box, compose the body of the message. Click the Send
button when done composing the message.

International Messaging Associates Home News Updates Support About Version
fate: erver—— f 7
A e = ‘Web Mail Client

Inbox New message
Compose . .
Outhox From  "Bart Simpson” <bart@@jade.net>
Drafis To Homer Simpson <homer@jade.nets =
Trash E
Folders Ce I ]
Sparn Filter |
Wsh foldsr Bee | =
Address Book E
| Bookmark | Address book
Logout
- Subjectl
[ Cstions | =
Profile
Signature
Pagsword
Mailsort
Schedules
Mailing List |
List of Lists Attached file(s) | Uploaded attachment(s) =| _Aftachfile | Dslste
Subscribe
| Unsubscribe | gopy this message to Outbox B _Send | Saveasdraft | Help

Figure 13: Composing and Sending a Message

Note: To save a copy of message in the OUTBOX folder, mark the check-
box of “Copy this message to Outbox”.

Sending File Attachments

Files can be attached to new messages by either selecting them from files
located on the users workstation, or from the users web folder area (if
enabled). To attach a file to a new message, after composing the message
(see Figure 13 on page 16), click the Attach File button. This command dis-
plays the “Attach File” screen (see Figure 14 on page 17).

16 INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE
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Intemational Messaging Associales Home News Updates Support About Version 7
[nter Server == i
A o — Web Mail Client

Inboy Attach file
Compose
Quthio File to attach: Browse..

Drafis Click the upload button and wait for your file to
appear in the attachment list below

Upload

| SpamFiter | Uploaded attachment(s)
WWeb falder
Address Book Mﬂl
Eookmark
ogout

—

Figure 14: Attach File Page

Any combination of local and web files can be specified. To select a local file,
specify the full directory path and name (e.g. C:\directorypath\attach.doc) of
the file to be attached to the message in the File to attach box. The Browse
button may also be used to locate the path where the file to be attached is
stored. Click the Upload button to upload the file to the web mail server.
Once done the file will be included in the Uploaded attachments drop-down
list.

Web folder files can be selected in the attach file from web folder list of
files. To attach a file from a web folder, select the desired file from the list of
available web folder files, and the click on the Attach selected file(s) button.
This marks the files for inclusion, and adds the selection(s) to the Uploaded
attachments drop-down list.

When finished selecting file attachments, click the Complete button. This
action brings back the “New Message” screen (see Figure 13 on page 16).
Click the Send button to send the message with attachments.

Deleting Uploaded File Attachments

To delete uploaded file attachments on the “New Message” screen (see Fig-
ure 13 on page 16), simply select the uploaded file from the Uploaded
Attachments drop-down list and click the Delete button.

Copying and Moving Messages to Another Folder

Copying and moving messages involve two folders: the source and des-
tination folders. The messages to be copied/moved from the source folder
are transferred to the destination folder.

To copy one or more messages from one folder to another, first select the
messages to be copied by marking their respective check boxes. Then,
choose the destination folder from the Copy/Move Selected Mail To Other
Folder drop-down list. Click the Copy To button.

This command creates duplicate copies of the messages selected from the
source folder and stores these duplicates in the destination folder. After this
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procedure, the message list page of the source folder remains unchanged,
while the message page of the destination folder reflects the addition of
the copied messages. The procedure above also applies in moving mes-
sages to another folder, but users must click the Move To button instead of
the Copy To button.

Web Mail Client

nbox inbox : homer@jade. net 3 Message(s), 1 Unread
Refresh
Compose
Outh
7[);;; ‘ Delate I Delete Permanently I Go To I Copy To I Move To ICnpy/ana Salected Mail To Othaan\derjl HEIpI
Info %7 Erom Date Subject Size
Trash &4 Marge Simpson 14/2003 10044 Med Flanders stopped by 06k
| Folders | &3  BarlSimpson B/14/2003 10:09 Cool Picture 756 K
| Spamfiter | —,.  pansimpson B/14/2003 09:37 Weekend Project 07K
% Check All- Cloar All - Search
ress S0l
W Delete I Delete Parmanenthy I GoTo I Copy To I hMove Tao ICDpyﬂMDvE Selected Mail To omerFo\ugrjl Help
Logout

Figure 15: Copying and Moving Messages to Another Folder

Note: To copy or move all messages in the current folder to another
folder, click the Check All link.

New Folder Creation

Users may organize their messages according to subject, sender, among
others by creating one or more folders.

To do this, click the Folders button on the left menu frame. This option dis-
plays the “Folders” screen (see Figure 5 on page 11). Click the Create New
Folder button. The “Create New Folder” screen (see Figure 16 on page 18)
appears. Enter the folder name to be created in the text box provided. Click
the Confirm button. This creates a new folder to be created and brings back

the “Folders” screen, which displays existing folders, including the newly cre-
ated folder.

W Iniemational Messaging Assoctaies

Inbox Create New Folder

Enter the new folder name below
Outhox and click "Canfirm” to create

Trash Confirm ﬂl

Spam Filter
Web folder
Address Book
Bookmark
Logout

Figure 16: Creating a New Folder

18 INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE



WEB MAIL CLIENT CHAPTER 2

MESSAGE AND MAILBOX OPERATIONS

Renaming Folders

To rename a folder, click the Rename link of the folder to be modified on the
“Folders” screen (see Figure 5 on page 11). This command displays the
“Rename Folder” screen. Type a new name for the selected folder in the text
box provided (see Figure 17 on page 19). Click the OK button to apply the
new name. This action displays the “Folders” screen with the renamed folder.

W International Messaging Associates

Inbox Rename folder

Home News Updates Support About Version 7
PIVer 4

Web Mail Cﬁent

Old Folder Mame: "Bart's School Antics”
New Folder Nnme:l

e

Spam Filter
Web folder
Address Book
Bookmark

Logout

Figure 17: Renaming a Folder

Deleting Folders

A folder can easily be deleted using the Delete link. To delete a folder, go to

the “Folders” screen (see Figure 5 on page 11) and then click the Delete link
of the folder users remove.

Searching for Messages

As the number of messages retained in the message store rises, it can
become increasingly difficult to find a message or group of messages. To aid
users in finding hard to find messages in one or more folders, a search facility
has been added to all folder screens. Located at the bottom of each folder

screen is a Search link. Clicking on this search link brings up the Find Mes-
sage screen (see Figure 18).

International Messaging Associales ~News Updates Support About Version 7
£ erver vl
i = Web Mail Client i

Find message

Inbosx Laok in: inbox had
Composs More search options »
Outhox
[ Dmits | © From
Trash © T I
Folders C gubject

Spam Filter

ab folder © Date ™ after |14 x| |06 x| .[2003 =
Address Book I~ Before |14 x| |06 | 2003 =

Bookmark

w Search | Help

Figure 18: Find Message Screen
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The Find Message screen is made up of two sections - where to look for mes-
sages, and what to look for. To tell the system where to look for message,
select the appropriate folder or folders from the drop-down selection boxes
under Look in. The top box selects a folder to search. If you need to search
a single folder, just select it in this selection box. If you need to search mul-
tiple sub-folders, the parent folder is selected in the upper box, and then
Include sub-folders should be selected in the bottom box. If you want to
search all folders, select Search all folders in the bottom box (any selection
in the upper box will be ignored in this setting).

Message searches are based on information found in any of the following
message fields: To, From, Subject, and Date. To determine which field to
search on, select the appropriate button next to the list of fields. If the search
is on information found in a To, From, or Subject header, type a string to
search against in the box next to the field names. If searching by Date, indi-
cate a range of dates in the date fields to the right of the Date selection box.

When done selecting where and what to search for, click on the Search but-
ton to start the search. If the resulting search returns messages in a single
folder, a folder screen will be displayed, containing the found message
entries. If the search results in messages spread across multiple folders, a
list of folders will be displayed (see Figure 19). Selecting any given folder
name will bring up a folder screen for that folder with the selected messages
listed.

Web Mail Client

_ The following folders contain messages that match the searching criteria, click the folder name to view the search result

Inbosx Bart's School Antics
inbox

Help

Spam Filter

Web folder
Address Book

Bookmark

Logout

Figure 19: Multiple Folder Search Results

Viewing Message Headers

To view the contents of the message header, click the Show Message
Header link on the “View Message” screen (see Figure 7 on page 12). The
“View Message Header” appears (see Figure 20 on page 21).
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Received: fromw Internst Exchange Messaging Server Web Mail Client by lavender.testlab.net J

(Version 6.0) id 1Z4; Wed, & Mar 2002 20:12:44 +0300

Mime-version: 1.0

Message-id: <124Babc.com>

Date: Wed, & MNar 2002 20:12:44 +0300

From: "Bart Simpson®” <bartsfabc.com>

To: johnBsbhc.com

Subject: product dewvelopment

Content-type: text/plain; charset="iso-8859-1"

Content-transfer—-sncoding: 7BIT

Help

[- |

Web Folders

Figure 20: Viewing Message Headers

Viewing Message Source

Before viewing the original message, the Web Mail Client displays the mes-
sage headers for easy identification of mail.

To view the contents of the message source, click the Show Message
Source link on the “View Message” screen (see Figure 7 on page 12). The
“Show Message Source” screen (see Figure 21 on page 21) appears.

Received: frow Internet Exchange Messaging Server Web Mail Client by lavender.testlab.net
(Version 6.0) id 124; Ued, 6 Mar 2002 20:12:44 +0800

Mirme-version: 1.0

Message-id: <l124fabc.com>

Date: Wed, & Mar 2002 20:12:44 +0S00

Frow: "Bart Simpson” <barts@abe.cors

To: johnfabec.com

Subject: product development

Content—type: text/plain; charset="iso-8859-1"

Content-transfer-encoding: 7BIT

Help |

Figure 21: Viewing Message Source

Web folders allow the user to store files on the IEMS server so that they can
be accessed at any time and any place with a web browser. Web folder
access is integrated with the Web mail client. Email attachments can also be
directly saved to Web folders. In addition, regular files stored in web folders
can be easily retrieved and attached to messages.

The Web folder manager is used to manage online files and folders. To
access the Web Folder manager, select the Web folder button in the main
selection area. The following screen will be displayed:
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International Messaging Associates e News Updates Support About Version 7
£i erver—— i
i Web Mail Client
Lacation:
Inbox Mame Date Size
Compose [T 3 My Online Documents Sat Jun 14 09:38:03 2003 0
Qutbox [T 3.My Online Pictures Sat Jun 14 13:20:09 2003 5851 KB
Drafts
I Tmsh | Create I Upload | Fiename File/Folder Delete File/Folder | Helpl
Eolders
Spam Filter
Wieb folder
Address Book
Bookmark
Logout

Figure 22: Web Folder Manager

The Web folder manager displays the name, date and size of each folder or
file item in your Web folder. To access a sub-folder, just click on the name
of that folder. Click the 'Back’ button to go back to previous directory. When
you select a file, your web browser may either start an application to open the
file for you, or directly display the file in the browser window. If you are using
either Internet Explorer or Netscape communicator, you can right click on the
file name to save the file in your local computer.

New Folder Creation

Folders can be created anywhere in the users web folder storage area. Two
folders are initially created at the time the account is established: My Online
Documents and My Online Pictures. New folders can be created along
side of these, or as subdirectories of these or other folders.

To create a new folder, go to the directory where you wish to create a new
folder. When in the desired directory / folder, click the Create button. The
following screen will be shown:

M International Messaging Associales

Lacation: /

Inbox Please enter new folder name here

| Qutbox | Create | Cancel | Help

Sparm Filter
WWeb falder
Address Book
Eookmark
Logaut

Figure 23: Web Folder Creation

Simply enter the name of the folder you wish to create, and click on the Cre-
ate button to create the new folder.

INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE



WEB MAIL CLIENT

CHAPTER 2

SPAM FILTERS

Spam Filters

Uploading Files

To upload a new file, first move to the directory which you wish the file to be
stored. Once the folder that you wish to receive the file is being displayed,
click the Upload button. This will bring up a display very similar to the Web
Folder Creation screen. In the Upload this file window, type the name of the
file you wish to upload. Alternatively, this can be searched for by clicking on
the Browse button. Once the file has been identified, click on the Send file
button to upload to your web folder directory.

File / Folder Renaming

To rename a folder or a file, first select the check box of the file or folder that
you wish to rename. Then click the Rename file/folder button. This brings
up the File / Folder rename screen. In the window with the label Please
enter new file name here: type the new name for the file or folder selected.
When done click on the Rename button to apply the name change.

Files / Folder Deletion

To delete folders or files, first select the check box(es) of the file(s) or
folder(s) that you wish to delete. Then click the Delete file/folder button.
Once you have clicked the delete button, the selected files and/or folders will
be permanently removed from disk . Non-empty folders will not be deleted.

Spam Filtering Overview

IEMS 7 introduces a new integrated Anti-Spam approach to message recep-
tion and delivery. The MTA Pass-Through technology employed by IEMS 7
allows end users (message store accounts), individual distribution list main-
tainers, and connector modules to define their own security profiles indepen-
dent of the rest of the system. At the same time the messaging system
administrator can still define an overall global security policy, where some
anti-spam measures will be handled directly by the MTA (such as reliable
DNS-BL identified traffic). Other measures which may be desired by part of
the user community, such as DNS-BL's with known high false positive rates
can then be passed through to the users for consultation on a case by case
basis.

In most conventional messaging systems, security measures are employed
on a system wide basis, making the choice of tools, such as DNS-BL's, criti-
cal. IEMS MTA Pass-Through technology changes this by allowing the
administrator to be able to use many more countermeasures, enabling only
those that have been proven to be universally effective at the MTA, or global
level, and letting users pick and choose what additional measures they may
or may not wish to apply to their individual message traffic.
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Site Blacklists
SMTP Connection Controls
Virus Scanning

System SMTP Authentication

Level _
Message Incoming
Analysis DNS-BL Processing Messages

—

Message Header Analysis

Message Content Analysis Pass-Through
Processors
Whitelists
/‘ \ MTA
Normal Message Spam Pass-Through
Flow ' Tagged Messages
MTA Pass-Through Checks To
User Message
Message Bayesian Filter Store
Analysis
MailSort
Local Mail Delivery

Figure 24: IEMS Pass-Through Architecture

System administrators are often caught in the middle of conflicting sets of
requirements. On one hand, it is their responsibility to protect their organiza-
tion and systems from outside (and sometimes inside) attacks from virus
infected messages as well as spam. At the same time, they serve the users
of these systems.

Traditional spam fighting techniques are performed by the MTA based upon
policies set by the administrator. These global policies normally are set to
ensure the maximum protection for the organization with minimal impact on
the end user. In the case of spam detection and handling, the definition of
what constitutes spam can vary widely from community to community, as well
as from user to user within a single organization. Sales and marketing related
messages may be very welcome in a sales group, while not being tolerated
in a nearby engineering group. Advertisements pitching lower mortgage
rates may be undesirable by most but a small group of people looking to pur-
chase a new home. Viagra advertisements and other personal enhancement
types of advertisements may not be at home for any users, especially if the
site caters to the young or corporate users.
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To assist the IEMS administrator in providing for both system security as well
as keeping the collateral damage associated with improper spam detection
and handling to an absolute minimum, several new tools can be applied.
These can be applied on a system wide basis (global) and/or on an individual
basis. Some tools such as virus scanning, certain SMTP connection controls,
site-wide blacklists, and SMTP Authentication affect an entire site and are
global in scope.

User Anti-Spam
Controls

Bayesian Filtering
Engine

MailSort Engine

Web Message Quota Agent
Folders Storage

Web Mail
Client

IMAP4 Server POP3 Server

IMAP4 - capable clients POP3 - capable clients

Figure 25: Local Mail Services

Others such as Bayesian Filtering and mail sorting based upon pattern
matching are tools end users can apply. Other tools such as DNS Blacklists
(DNS-BL), header analysis, and message content analysis occur within the
MTA, however can be acted upon either as directed by a system security pol-
icy, or end user security policy. The ability for end users to be able to set secu-
rity policies on actions normally only associated with system activities is
made possible by the IEMS MTA Pass-Through features. These allow for the
optional tagging of suspect messages by the MTA. The local mail delivery
agent (working on behalf of the user) can then act upon these tagged mes-
sages later. This allows for both much more aggressive checking at the MTA
level, as well as far more control of what messages are rejected at the user
level (see Figure 24 above).

MTA Pass-Through

IEMS 7 Pass-Through technology allows the system administrator to be able
to perform MTA level checks on messages, and then to optionally defer any
action until being handled by an agent controlled by the end user. These
agents are typically output channel processors, such as the Local Mail Deliv-
ery Agent, the Distribution List Processor, and others. As not all output chan-
nels are capable of handling deferred actions (such as the cc:Mail and Notes
connector modules), the administrator can define default actions to be per-
formed on a channel by channel basis, which will then be carried out by the
preprocessor.
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Local Services

Local services make up the modules and services not associated with mes-
sage transport across the Internet (SMTP) or MTA switching. These include
Distribution Lists, Message Storage and retrieval, user directed Anti-Spam
measures, Web folders (storage), private address books, and Microsoft Out-
look compatible calendaring / scheduling features. Messages are delivered
into the local environment through the Distribution List manager and the
Local Mail Delivery Agent (LMDA)

‘ MTA / Preprocessor ‘
Messages i

LMDA
Local Mail Delivery Agent

File to User <
Spam Folder

Per-User Anti-Spam Controls
Discard i

Message

Bayesian Filtering Engine

Store
Discard

Bounce g—
File to User Spam /
Suspicious Folder

MailSort Engine

Figure 26: LMDA Architecture

The Local Mail Delivery Agent (LMDA) and the Distribution List Engine per-
form actions on behalf of their respective users (Message Store, and Distri-
bution Lists). Both of these channel processors can be configured on a per
DNS-BL basis as to what actions to perform. The LMDA components are
shown in Figure 26. In addition to MTA Pass-Through processing, the LMDA
can configured to perform Bayesian messaging filtering on behalf of the user.
This filtering technique utilizes per-user message databases made up of user
identified spam as the basis for its message blocking. Users, using either the
Web Mail Client, or any IMAP client can place received SPAM into a special
folder where the system can later process and update the individual Baye-
sian Filter databases. After an initial learning phase, accuracy rates for
Bayesian filters can exceed 98%.

The combination of SMTP controls, Content Filters, Bayesian Filters, DNS-
BL's, and the extension of these controls to the end users allows for an
extremely flexible protection system, designed to block the maximum number
of problem messages.
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Bayesian Filter

The Internet Exchanging Messaging Server provides an interface for system
administrator to hook a "Bayesian filter" into the Local Mail Delivery Module
(LMDA). Bayesian filters are statistical processes used to identify a spam
mail message. For details about the operating principals of the Bayesian fil-
ter, please consult the article A Plan For Spam written by Paul Graham
(http://www.paulgraham.com/spam.html), and Better Bayesian Filtering
(http://www.paulgraham.com/better.html).

Bayesian Filter Learning Engine

Bayesian filtering is a statistical process that requires some training in order
to obtain accurate results on spam message detection. In IEMS a program
named "bayesianlearn" is provided for this purpose. When the bayesianlearn
program starts, it performs the following tasks for each message store user:

» For each message in the good message folder it calls the Bayesian fil-
ter training engine to remove the message from the spam mail data-
base and then adds it to the good mail database.

» For each message in the spam message folder it calls the Bayesian fil-
ter training engine to remove the message from the good mail data-
base and then adds it to the spam mail database.

Message Reception

Messages that make it as far as the Bayesian filtering stage, and that pass
the initial Bayesian filtering check are assumed by the system to be good,
and non-spam. When this happens, the message is submitted to the training
engine and added to the good database before being handed off to MailSort
for final delivery. The word and frequency values in the good database are
updated to reflect another good message received. If the message was
determined to be spam, the message is submitted to the learning engine and
the spam databases updated accordingly.

This system is designed to learn over time what a particular user considers
good and what they consider spam. The good and spam databases will dif-
fer from user to user as their opinion of what is appropriate and not differs.
When IEMS is first installed, there will be no record of good or bad messages,
hence the system will treat all messages as being good in the absence of
data to the contrary (the spam database).

When a user finds that a spam mail ends up in the inbox, he should move the
message to the spam learning folder. The same applies for false positives (if
any) that go incorrectly to the "my-spam" folder. When bayesianlearn starts
up, it processes each message in the spam learn folder. For each message,
it first removes it from the good database and adds the signature to the spam
database. For good learn folder, it does the reverse.

IMPORTANT: To train the engine properly, ALL spam messages must be
moved to the spam learning folder. The reason for this is that the system has
already assumed that the received messages are good and updated the fre-
quency count accordingly. If multiple identical spam messages are received,
then the frequency count will be adjusted taking this into consideration. In
order to correct this, each message must be subtracted from the good data-
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base in addition to addition to the spam database. For example a user
receives two spam message (A and B) that appear similar. He only moves
one of them (Say B) to the spam learning folder. When bayesianlearn runs,
it removes only B from the good database and adds it to the spam database.

Now, when message C which is the variant of A and B arrives, both good and
spam database contain similar information of this spam pattern. Therefore,
due to the bayesian design, the message C will be classified as good and
added to the good database again. Thus, the engine is not properly trained.

For this case, we need to make sure that all spam messages, no matter if
they look similar or not, are moved to the spam learn folder such that the
message patterns are properly removed from the good database. It is also
important to realize that the training of the bayesian engine takes time to
learn. The accuracy rates are extremely high (in excess of 98% for properly
trained databases), however it can take time to get enough spam data into
the user databases.

One approach that can be used to offset spam in the inbox while undergoing
initial Bayesian training, is to enable MTA Pass-Through on the DNS-BL and
content filtering, and redirect these messages to the users system spam
folder. These messages will not go through the Bayesian learning, however
messages that are determined to be spam in the system spam folder (already
pre-sorted by the system) can be added to the Bayesian learning folder for
training.

Configuration

To configure your spam settings, click on the Spam Filter button in the main
menu area. A screen similar to the following will be shown:

International Messaging Associales ﬁm Updates Support About Version 7
Web Mail Client
Spam Filter Configurations
White list Edit
Action on systern defined & lgnare
Spam message 8
 Discard
" Bounce - Descriptions in the bounce message
Please stop sending spam message to me
¢ File to folder systerm-spam
System black list configurations |
Action on Spam message 5
captured by Bavesian filter & Disable
¢ Discard
" Add ¥-Spam-Status header
" Change subject line o= SPAM MAIL REPORTED BY BAYESIAN FILTER

 Bounce - Descriptions in the bounce message

Flease stop sending spam message to me,
" File to folder

Spam message my-spam
Undetermined message undetermined

Bayesian filter l— St
- art learming engine now
learning engine configurations Gond (nun spam) message folder|non-spam 4 eng |
Spam message folder spam Start learning engine now |
Save | Help

Figure 27: Spam Filter Configuration
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The exact layout of the screen above will depend if you are running IEMS
Standard Enterprise (SE) Edition or Professional Enterprise (PE) Edition,
and what MTA Pass-Through configurations are enabled by the system
administrator. For IEMS SE, none of the MTA Pass-Through options will be
available, as they are not present on this version (PE Edition only).

The screen is laid out in three sections - user whitelists (all versions), MTA
Pass-Through handling (PE Edition with administrator enabled controls), and
Bayesian Filter configuration (all versions).

User Whitelists

There can be times where it is not desirable to apply spam filtering to mes-
sages. Examples include messages from friends, family, and close business
associates. Messages from trusted sources such as these are usually desir-
able regardless of content. IEMS allows for the configuration of user
whitelists, containing the email addresses of trusted senders where normal
anti-spam filtering should not be applied. To configure user whitelists, click
on the Edit button next to the White List tag on the top of the screen. The
following screen will be displayed:

Tnternational Messaging Associales Home News Updates Support ADOUE Version
£l g Server = !
] = Web Mail Client

Inbox White list configurations
Compose
Outhox 1. Sender email address/idomain
Drafis Da not run spam filter when the message was sentfrom these email addressies)
Trash
Folders
Spam Filter Remove
Wab folder Add this address to the white list
Address Book I Add
Bookmark
Logout 2. Sender IP address
Conot run spam filter when the message was sent from these IP address(es)
Options
Profile
Signature Remaove
Password Add this IP address to the white list
MWailsort | Add

Schedules Back to Spam fiter configurations |ﬂ|

List of Lists
Subscribe

Unsuhscribe

Figure 28: User White List Configuration

The White List Configuration is presented in two sections - Sender Email
Address Configuration, and Sender IP Address Configuration. Both can be
used and configured independently of the other.

To add the sender email address to the list of allowed senders, type the
address under the Add this address to whitelist entry and then click the Add
button. If you want to specify a domain, you can use the wildcard "*" charac-
ter when entering the address. For example:

*@company.com

will white list all sender from the domain company.com.

INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE 29



CHAPTER 2

WEB MAIL CLIENT

SPAM FILTERS

30

To remove a sender, select the address from the address list and click the
Remove button.

To add the sender IP (network) address, type the IP address under the Add
this IP address to whitelist entry and then click the Add button. If you want to
specify a range of IP address, you can use dash "-" character. For example:

192.168.0.0-192.168.0.255
will white list all IP address from 192.168.0.0 to 192.168.0.255.

To remove a sender IP, select the IP address from the address list and click
the Remove button.

MTA Pass-Through Handling

Spam detection procedures that are applied within the MTA can optionally
have action deferred until such time as an agent for the user (Local Mail
Delivery) has control of the message. These MTA Pass-Through actions are
defined in the second section of the Spam Filter configuration page. This
section is identified by the label Action on system defined Spam message
(See Figure 29).

Action on system defined

Spam message & lgnore

© Discard
 Bounce - Descriptions inthe bounce message

Please stop sending spam message to me

" File to folder systerm-spam

System black list configurations |

Figure 29: MTA Pass-Through Configuration

A message can be marked as Spam by the Internet Exchange Message
Server SpamAssassin plugin module, or reported by the DNS-BL lookups at
SMTP connection time. When such a spam tagged message is received,
you can configure your profile to perform one of the following actions:

Ignore - Ignore the spam message and continue normal delivery.

Discard - Discard the message such that your mailing list member will
not receive this message.

Bounce - Bounce the message back to the sender.

File - File the message into a specific folder.
When bouncing a message, the text of the message sent back to the sender
can be configured in the box below the Bounce selection. When automati-
cally filing a spam tagged message, the folder to store such messages needs
to be identified in the File to folder input box.
When there is one or more DNS-BL host defined in the system, the System

black list configurations button will be displayed. Click this button to con-
figure specific actions to perform on a per DNS-BL tagged message basis
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(see Figure 30). In this page, you can define action against spam message
marked by certain DNS-BL host.

Tnternational Messaging Associates Home News Updates SUPPOr ABOLT Version 7
[ g Server = b
! = Web Mail Client

Inhox DHS Black list

Compose
Outbox hl.spamcop.net

relays.osirusoft.com

Drafts relays.ardb.org
Trash spews.relays.osirusoft.com
Folders

Spam Filter

Weh folder

Address Book

Eiookmark

Logout Edit Back to Spam filter canfigurations | Help

Figure 30: User DNS Black List Configuration

When there is one or more DNS-BL host defined in the system, this configu-
ration page will be available. You can different actions against each DNS-BL
host in your server to refine your spam filter behavior. To configure, first
select a DNS-BL host name and then click the Edit button. For each DNS-BL
host, you can select one of the following actions:

Ignore - Ignore the spam message and continue normal delivery.

Discard - Discard the message such that your mailing list member will
not receive this message.

Bounce - Bounce the message back to the sender.
File - File the message into a specific folder.

When bouncing a message, the text of the message sent back to the sender
can be configured in the box below the Bounce selection. When automati-
cally filing a spam tagged message, the folder to store such messages needs
to be identified in the File to folder input box.

Bayesian Filter Configuration

Bayesian Filtering is used to apply user specific rules against incoming mes-
sages. The Bayesian filter can be trained by the user to understand the types
of messages that are undesirable on an individual basis. See the preceding
section for a more in-depth discussion.

The Bayesian Filter configuration can be identified by the portion of the Spam
Filter page shown in Figure 31. This section will only be displayed if the sys-
tem administrator has enabled Bayesian filtering.
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canturet oy bovosan ey @ Disable
 Discard
 Add ®-Sparm-Status header
© Change subjectline e SPAM MAIL REPORTED BY BAYESIAN FILTER
 Bounce - Descriptions inthe bounce message
Please stop sending spam message to me
© File to folder
Spam message lmyspam—
Undetermined message IW
Ez\ﬁiﬂ;"ew;rqe configurations 32%¢ (nen spam) message folder W Start lsarning engins now |
Spam message folder spam Start learning engine now |
Save ﬂl

Figure 31: Bayesian Filter Configuration

The Bayesian filter works by compiling characteristics of messages that each
user tells it is spam. When mail is received that is not desired, the user needs
to move this to the spam learning folder. This can be done manually when
using IMAP configured mail clients, or by selecting Mark this as a spam
message from within the IEMS Web Mail Client view message screen. The
system will periodically check the contents of this folder for new messages
and update the user Bayesian filter database.

When messages are received, the Bayesian filter consults the user Bayesian
filter database and compares the incoming message against information
stored in the database. The filter uses a statistical process to determine the
probability that an incoming message should be considered spam for a par-
ticular user. Messages identified as spam are acted upon based upon the
users Bayesian Filter configuration as follows:

Disable - Don't run Bayesian filter
Discard - The message will be dropped.

Add X-Spam-Status header - A special header "X-Spam-Status:
YES" will be added to the message. If you are using POP3
based email client that can define rule to filter message con-
tains this "X" header, you can use this option and setup a rule
to filter the spam message to a different local folder on your
client system. If your filter does not support the "X" header
field, you should consider to use the Change Subject Line
option instead.

Change Subject line - Change the message Subject line to a sen-
tence defined by you. If you are using POP3 based email cli-
ent, you can set up filtering rule to file message with this
subject line to a different local folder.

Bounce - Bounce the message back to the sender, you can define a
short description that will be included in the return message.

File to folder - You can file the Spam message to a different folder in
the server. You can define two folders here, one for storing
spam message and the other for storing undetermined mes-
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sage (message that neither look good or as spam). If you are
using IMAP based client, you should consider to use this
option.

Bayesian filter learning engine configurations

The Bayesian filter needs training before it can accurately detect a spam
message. Initially, you may get false negative or false positive results from
the Bayesian filter (Note: false negative means a spam message was incor-
rectly labelled as a good message; false positive means a good message
was incorrectly labelled as a spam message).

Two folders need to be defined for the Bayesian Filter engine, one for storing
received spam messages and the other to store messages that have incor-
rectly been identified as spam (good messages). On the server, there will be
a training program that runs periodically to update your good and spam mes-
sage list. The more sample message you have in these folders, the more
accurate the result can be obtained by the Bayesian filter.

You can click the "Update Database Now" button to train your Bayesain filter
immediately. Depending on the number of messages in the good and spam
message folders, this process may takes seconds to minutes to complete.

When composing messages, users can either manually specify recipient
addresses, or consult a private address book, or one or more global address
books. Personal address books are unique to each user, and are not shar-
able. Global address books are shared resources, either within an organiza-
tion, or globally accessible. Private address books are maintained by each
individual user, while global address books are maintained by system admin-
istrators.

Global Address Books

There are two types of global address books accessible by Web Mail Client
users - the local IEMS directory and external LDAP-enabled directories.
Access to the local IEMS directory is automatically available to all IEMS
users. Access to remote LDAP-enabled directories must be configured by
the IEMS administrator.

The IEMS administrator can configure the global LDAP directory servers by
adding entries to the IEMS configuration file (/etc/iems.conf under Linux, and
iemta.ini under Windows). Different directory servers can be configured for
each language supported. The configuration file entry is located under the
[WebClient] section and the format is:

locale-localhostN=fqdn_of Idap_server

where locale refers to the language supported (i.e. en-us, zh-cn, or zh-hk). N
is the sequence number for the LDAP server. For example:
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en-us-ldaphost1=Idap.bigfoot.com
en-us-ldaphost2=Idapbiz.infospace.com
en-us-ldaphost3=Idap.infospace.com
en-us-ldaphost4=Idap.whowhere.com
en-us-ldaphost5=directory.verisign.com

Personal Address Book

The personal address book is used by Web Mail Client users to keep track of
the names and addresses of people they communicate with. This informa-
tion can then be easily referenced when composing or replying to messages.

M Tnternational Messaging Associates News Updates Suppart About Version 7

Personal address book

Compose
Cutbox Email address
Drafts
Trash r Marge Simpson margei@jade.net
Folders r Bart Simpson bart@jade.net
Spam Filter r Charlie Brown chrown(@jade.net
Weh folder . _ _
ndd Eook Group name Email addressies)
% Mo group entry in address book
ookmar
Logout To modify a user entry, click the link under the "Name" column
m Add new entry Add group Delete selected entries
Profile
Signature Find People in Global address book x

Password Full narme: |
Mailsort OR
First name:

[
Last name: |
I

Email address

sis
™ Subecrbe | Search | Help

Unsubscribe

Figure 32: Personal Address Book

To access the personal address book, click the Address Book button in the
main menu. This option displays the “Personal Address Book” screen (see
Figure 32 on page 34). The names and addresses of personal contacts can
be seen from here. New entries can be added either manually, or from the
results of searching global address books.

Adding New Address Book Entries

To add a new address entry to your personal address book, click on the Add
new entry button from the main address book page. The following page will
be displayed for entry of the new entry:
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Spam Filter
Wieb folder
Address Book
Bookmark

Logout

Options
Profile
Signature
Password
Ilailsort
Schedules

List

of Lis
Subscribe
Unsubscribe

Web Ma1l ;'.Ilient

Personal address book

General
First name Last name
Mick name Email address
Spouse's
name
Birthday Anniversary

Home
Street | Fostal code
Phone l— Fax l—
Mabile l— Web page
phone

Business
Company Jub title
Departrment Office
Street | Fostal code
Phane Fax
Pager Web page

Others
I address

Motes

Add to my address book

| Cancel | He\pl

Figure 33: Adding New Address Book Entries

Simply enter the name and email address of the new contact in the provided

areas and click the Add to my address book button when done.

Deleting Existing Address Book Entries
To delete an existing entry from your personal address boot, first select the
address(es) you want to remove by clicking on the checkbox aside the entry.
Multiple selection of address entries is allowed. Then click on the button

Delete selected entries to remove the selected addresses.

Editing Existing Address Book Entries

To edit an existing entry in your personal address book, click on the “Name”
field of the entry. A page similar to the following will be presented:
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i Web Mail Client
Inbio Personal address book
Compose
 oubox | General
M omis | First name [charia Last name Brawn
Trash Mick name Email address |cbrown@|ade net
| [Lolders | Spouse's
Spam Filter name
Wb folder Birthday Anniversary
Address Book Home
| Bookrmark | Street | Pastal code
Logout
E— Phone Fax
Options Mobile Web page [
[ Butle | phone
Signature Business
Password Company Jab title
Mailsort Department Office
Schedul
[ schecles | Street | Pastal code
Mailing List Phone — Fax l—
List of Lists Pager l— Web page [
Subscribe
Unsubseribe Others
I address
Motes
|
| |
Save changes to my address book
Cancel | Help

Figure 34: Editing An Existing Address Book Entry

When finished with the changes, click on the Save changes to my address
book button to make the changes permanent.

Searching Local and Global Directories
To search for people from local or global directories, enter the name or the
email address in the corresponding fields and click on the Search button to
start the search. In our example below, we are searching for all people with
the name of Simpson in the local directory:
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Compose
Outhox
Drafls
Trash
Folders
Spam Filter
Web folder
Address Book
Bookmark

Logout

Profile
Signature
Password
Mailsort
Schedules

List of Lists
Subscribe

Unsuhscribe

7

Personal address hook

Name

Marge Simpson
Bart Simpson
Charlie Birown

aman

Group name

Email address

margef@jade. net
bart@jade. net
chrown@jade. nel

Email addr

Mo group entry in a

To modify a user entry, click the link under the "Mame" colurmn

Add new entry

Add group

Find People in Global address book »
Full name: |
OR
First name |
Last name: |S|mpson
Ermail address: |"@|ade net

t

5}
dress book

Delete selected entries

Figure 35: Searching the Local Directory (1)

The results of this search revealed three local directory entries:

Sparn Filter
Wi'eb folder
Address Book
Bookmark
Logout

Iniernational Messaging Associales

Search results

[Name
r Bart Simpson
r Haomer Simpson
r Marge Simpson

Add selected entries to my addre:

55 hook |

Return to my address boak

| Help

Ermail
bant@]
hormer@jade. net
rnarge@jade. net

Figure 36: Searching the Local Directory (2)

To add an entry to your personal address book, click on the checkbox aside
from the entry or entries to be added. Multiple selection of entries is allowed.
Click on the Add selected entries to my address book button complete the

operation.
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Using the Address Book When Composing Messages

When composing, replying, or forwarding a message, if you wish to select
addresses from your personal or global address books, click on the Address
Book button (see Figure 13 on page 16). A screen similar to the following
will be shown:

International Messaging Assaciales News Updates Support About Version 7
f Wer=—=o M
i Web Mail Client

Inbox Personal address book

Marge Simpson <marge@jade.net>
Bart Simpson <barnt@jade.net>
Charlie Brown <chrown(@jade.net>

Folders -To |_

Spam Filter
Wb folder >Ce |_

Address Book

Bookmark E |_

I Oubox | Person

Logout

Options Find People in Global address book »
Prafils Full name: |

Signature OR

Password First name:

[
Last name: |
|

Email address

Search
Complete | Help

Subscribe

Unsuhscribe

Figure 37: Address Book: Entry Selection

To select entries from the personal address book, simply click on the desired
entries, and then on the corresponding ->To, ->Cc, or ->Bcc buttons. To add
entries from a global directory, enter the search criteria in the Name and
Email address fields and click on the Search button. After receiving the
search results, recipients can be selected and added to the To:, Cc: and Bcc:
fields in the same manner as personal address book entries. When done
selecting recipient addresses, click on the Complete button to return to the
message composition screen with your new selections.
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Sig natures  Standard signatures can be automatically appended to all messages sent by
the Web Mail Client. One or more signatures can be created and stored in
the system, for later inclusion when composing messages. To create or edit
an existing signature or signatures, click on the Signature button in the main
menu area. If this is the first time you have run this, you will need to then
click on the Add Signature button to continue. The following screen will be

shown:
International Messaging Associates Home News Updates Support About Version 7
fnter erver == i
i Web Mail Client
Inbox Add Signature
Cornp!
| ooroece | Enter the name of this signature
Qutbox
Diraft
T::af? Signature =
Folders
Eookmark
Logout
| fomile | |
Signature
=T Save | Help
| Password |
Iailsart
Schedules

Figure 38: Adding / Changing Signature

To add a new signature, click on the Add Signature button. To change an
existing signature, select the signature to change in the Available signa-
tures selection box and then click on the Modify Signature button.

When adding a new signature, the screen will prompt for the name of the sig-
nature. This name is used to identify the signature when composing new
messages. The first or oldest signature configured will become the default in
the message composition screen. When modifying an existing signature, the
signature name will be shown at the top of the screen. To add or change your
signature, add/edit the text of your signature in the text area. When done,
click on the Save button to save your new signature. This text will then be
appended to all mail sent using the Web Mail Client.

To remove a signature from the system, select the signature to delete from
the list of Available signatures, and then click on the Delete Signature but-
ton.
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Password
Maintenance

Bookmarks

To change your Web Mail Client password, click on the Password button in
the main menu area. The following screen will be displayed:

International M News Updates Support About Version 7
ater T=—aa ¥
] Web Mail Client
Inbox Update Password
Compose
Qutbox
Drafts
Trash User Mame barti@jade. net
Folders
Sparm Filter I
Wyeb folder
Address Book I
Eookmark
Update | Reset _Help

Figure 39: Changing User Password

To change your password, enter the new password in the New Password and
Confirm Password fields, and then click on the Update button to save.

Most modern web browsers provide the ability to store information about
favorite sites across the Internet. These are referred to as bookmarks, and
are usually built into the browser and stored on the local workstation. The
IEMS Web Mail client also provides bookmark capability where favorite web
sites or FTP URL’s can be stored. The use of IEMS bookmarks has the
advantage that the storage is on the network and independent of any
browser. In addition, bookmark information can then be accessed from any
PC that has access to the IEMS server.

To access your bookmarks, or to create new bookmarks, click on the Book-

mark button in the main menu area. The Bookmark Display screen will be
shown (see Figure 40).

—
w Tnternational Messaging Associales Updates Support About Version 7

Compose ew Siteg
Outhox Fun Stuff

Mote: Click the entry on the description colurnn to modify to delete the bookmark

Folders Add new bookmark item | Help
Spam Filter
Web folder
Address Book
Bookmark

Logout

Figure 40: Bookmark Display
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For each bookmark, you can assign a short description to the URL and group
the URLs into different categories for easy management. The Bookmark dis-

play is sorted by Categories, which are user defined. Each bookmark con-
tains a URL as well as a textual description.

To create a new bookmark, click on the Add new bookmark item button on
the main bookmark screen. The following screen will be displayed:

International Messaging Associates Home News Updates Support About Version 7
[nter gServer ¥
] Web Mail Client

Add a new bookmark
Inbos Category Mews Sites >

Mew categary

e i)

Trash Descriptions
Eolders Save | Cancel | Help
Spam Filter
Wieb folder
Address Book
Bookmark
Logout

Figure 41: Add Bookmark

As bookmarks are sorted by Category, a category must be associated with
each new bookmark. Simply pick from an existing category in the Category
box, or enter the name of a new category you wish to create in the New Cat-
egory box. After supplying the URL and Description information in the
remaining boxes, click on the Save button to store your new bookmark and
return to the main bookmark page.

To read bookmarks under certain category, just click the name of the cate-
gory in the 'Category' column. To visit a bookmark, just click on the link on
the URL column. If you want to change the description or category of a book-
mark item, simply select the link in the 'Description’ column.

INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE 41



CHAPTER 2

WEB MAIL CLIENT

USER PROFILE

42

User Profile

Information regarding each IEMS user is stored in the local directory. This
information can include the following: First Name, Last Name, Telephone
Number, Address, and Email Address. Most of these fields are set by the
local system administrator and cannot be changed by the user. The Tele-
phone Number and Address fields however are available for edit by each
user.

To view your profile information, click on the Profile button in the menu area.
A screen similar to the following is displayed:

Tntemational Messaging Associates Fome News Updates Suppart ADOLE Version 7
! Web Mail Client

Inbox View User

Compose

Qutbox

Drafts art

Trash Ul Simpson

Folders l—
Sparm Filter
Web folder =

Address Book

Eookmark =l

Logout

bar@jace net
Goback | Edit Help

Signature

Password

Iailsart
Schedules

Figure 42: Updating User Profile
To edit either the Telephone Number and/or Address fields, click on the Edit

button to get to the “Edit User” page. After entering the necessary changes,
click on the Update button to save the changes in the IEMS directory.
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Mailsort The Web Mail Client user interface allows Message Store users to define
rules so that their mail can be directed to pre-selected mailboxes or folders
other than their Inbox, or selectively forward messages to other addresses.
Users may define when to process incoming mail at message delivery time
based on certain attributes (i.e., message sender, recipient or subject).
Rules defined here are applied to all messages received by the user’s
account, regardless of access method (WMC, IMAP, or POP3)

The Mailsort filtering utility allows users to create rules that will define the
behavior of the Local Mail Delivery Agent (LMDA) towards their incoming
messages. Users can create rules that tell the LMDA how to sort their mail
or how to filter out unwanted message, like spam.

Creating Filter Rules

To configure the Message Store’s Mailsort utility, click the Mailsort button
found in the main menu area. If no existing filter rules have been defined, the
“Mailsort Start” screen will be displayed. Click the New button. The “Mailsort
New Filter” screen should now appear (see Figure 44 on page 44).

Intemational Messaging Associates Home News Updates Support About Version 7
7 erver =]
] = Web Mail Client

Inibo Mailsort Start

s | Filter Ufility

Spam Filter N filter

Wieb folder
Address Book MNew

Bookmark ﬂl

Logout

Figure 43: Mailsort Start

Select a header field (From:, To:, Cc:, Bcc:, Subject:) from the header
drop-down menu. The header field selected would be the basis for filtering
the messages. The Mailsort utility scans this field for a pattern specified,
which may be a word, phrase or email address.

In the text box opposite the header field drop-down menu, specify the pattern
that the Mailsort utility will search for. Mark the radio button of the action
(move to, copy to, forward to, send vacation message, reject) that the
Mailsort utility will apply upon encountering messages that meet the defined
pattern or criteria. To configure the filtering action, select either Yes or No.
Selecting Yes instructs Mailsort to filter messages from the first rule up to the
last filter rule. This means that once a filter is matched, the Mailsort
engine will continue to process the succeeding filter rules. Selecting No
disables certain filters and tells Mailsort to stop the filtering process once a
filter is matched. Click the OK button for the filter rule to take effect.
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| Spam flter | with the chossn headsr of the measags.

Wieb folder

Address Book
Bookmark

The "move to" action will deliver the mesasage fo the selected mailbox in the list The "copy
to" aciion will delivar the message o ihe Inbox mailbox and selected maiibox in the lisi. The
“"forward" action will send the meszages {0 the email address or email addresses

( separated by comma ) enfered. The "send vacation message" will send the vacalion
message yol creafed. The "refect” action will not deliver the message at all.

Chick OK button to save the changes or Cancel button to go back fo the liat
Password

| Malson | New Filter:
Schedules
— iF [From =] contains [spamme.com
M S © maoveto lm
List of Lists
—— ol Inb i
Subscribe Th copy o oo
Unsubseribe BN © farvward
© send vacation message
@ reject
Filter ContinuouslyYes: © No &

Cancal ﬂl

Figure 44: Mailsort New Filter

Using the example given above, the Mailsort engine will scan the header
From: field of incoming messages to search for the string “spamme.com”,
which is entered in the contains text box. Once this pattern is matched, the
Mailsort engine will tell the LMDA to reject messages that meet the defined
criteria.

Once an initial filter is created, the “Mailsort Filter Information” screen (see
Figure 45 on page 45) appears instead of the “Mailsort Start” screen. This
screen displays the initial rule together with its Add, Exit, Vacation Mes-
sage, Edit, Delete and Help buttons. The Move Up and Move Down but-
tons appear only if there is a minimum of three filtering rules listed.
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Inhox Mailsort Filter Information

Trash Filter Ufility

Filter infarmafion balow is vasd to filfer incoming meassages. All incoming messages will be

| Spam Filler fillered using the first filler statement up {o the lasi filfer siatement

Weh folder

—Aid;’eiﬁ B”k”k To add new filter staternenl(s), click on the Add button. To change any of the filter statemenis,
ookmart

click on the Edit button beside the filtsr stafernant. To delete any of the filtar atafementsa, click
| Logout | on ihe Delete buiion beside the filfer siatement. To change ihe posifioning of any of the filier

statamenis, click on the Move Up or Move Down bufion. To composze vacalion message,
m click on ihe Vacation Message buifon

Profile
Signature
| Password | Al Wacation Message
Mailzort
Schedules
Edit | Delete
Filter 1is not set to filter continuously —IQ
List of Lists If Frorm contains sparnme.com
Subscribe Then reject.
Unsubscribe
Add Vacation Message

Figure 45: Mailsort Filter Information

Adding Filter Rules

To add a filter rule, click the Add button from the “Mailsort Filter Information”
screen (see Figure 45 on page 45). The “Mailsort Add Filter” screen (see Fig-
ure 46 on page 46) contains similar information as the “Mailsort Start” screen.
Since adding a filter rule is the same as creating a filter rule, simply follow the
procedure given in “Creating a Filter Rule” on page 43. The new rule will be
added in the filter file and displayed in the “Mailsort Filter Information” screen
with its respective command buttons.
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M International Messaging Associales

Inbox Mailsort Add Filter
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with the chosen header of the massage

Sparm Filter
WWeb falder
Address Book
Eookmark

The "move to" action will delivar the message to the selected maithox in the list. The "copy
to" aclion will deliver the message {o the Inbox mailbox and selected mailbox in the list. The
"forward" action will send the meszage to the email address or email addresses

({ separated by comma ) enfered. The "send vacation message" will send ihe vacaiion
measage you created. The "reject” action will not deliver the massage af all

Signature Click OK buffon {0 save the changses or Cancel buffon fo go back to ihe list.
Bassword
SM:”;”"‘ Add Filter:
chegules
F [Fram =] contains |
h S & move to
List of Lists
] o Inbox  »
Subscribe T Fopy o oo
Unsubscribe BN forward
© send vacation message
© reject

Filter Continuously:Yes, © Mo, &

Cancel Help

Figure 46: Adding Filter Rules

Deleting Filter Rules

Users can remove filtering rules that are no longer needed, or rules mistak-
enly created by clicking the Delete button beside the Edit button of every filter
rule listed in the “Mailsort Filter Information” screen (see Figure 45 on page
45).

Editing Existing Filter Rules

Information contained in existing filter rules can be changed or updated using
the “Mailsort Filter Information” screen (see Figure 45 on page 45). Users
with existing filter rules are automatically brought to this window upon logging
on to Mailsort.

To display and edit a filter block, click the Edit button for that particular filter
block. This action displays the “Mailsort Edit Filter” screen (see Figure 47 on
page 47).

On the Edit page, users can update one filter data at a time. Please see “Cre-
ating a Filter Rule” on page 43.
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| oignature | Incoming measages will be fiitarad using the first filtar staternent up to the last filtar staferment If
Basswiord ihe filter continuously oplion is on. If noi, succeeding filler siatements after the filter stalernent

Mailsart that matched, wili not be check anvmars. To Filter continuously saiact Yes If nof selact No.
Schedules

Click OK buffon {0 save the changses or Cancel buffon fo go back to ihe list.

Mailing List
List of Lists Edit Filter
Subscribe
M Unsubocrbe | If m contains IW
© move to Inbox =
© copyto Inbox =
Then ¢ forward —
© send vacation message
@ reject
Filter Continuously:Yes, © Mo, &

ﬁl Cancel Help

Figure 47: Editing an Existing Filter Rule

Positioning Filter Rules

The order by which the filtering rules are listed in the “Mailsort Filter Informa-
tion” screen is crucial to the filtering process because the LMDA applies
these rules according to how they are positioned. Users can position these
rules by clicking the Move Up or Move Down buttons of these rules in the
“Mailsort Filter Information” screen (see Figure 45 on page 45).

Automatic Vacation Messages

The Mailsort vacation utility allows users to send automatic replies to incom-
ing messages. This feature is especially useful when on leave or are not able
to reply to messages for an extended period of time. This option is available
on the screens for creating or editing filter blocks.

To activate the vacation utility, click the Vacation Message button from the
“Mailsort Filter Information” screen (see Figure 45 on page 45). The “Mailsort
Vacation Message” screen (see Figure 48 on page 48) appears. Type the
message subject and compose the body of the (vacation) message that
needs to be sent out. This message will be used when replying to incoming
messages. Click the Save button.
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Schedules

il

News Updates Support About Version 7
rver

International Messaging Associates NE €
i Web Mail Client ;

Inbox Mailsort Vacation Message

T Tmsh | Filtar Uity

| Spam Fiter | pam Filter Suhject
Web folder

Address Book |Ban Simpson is on vacation
Bookrmark
| Logout | Message:

Options I'm sorry that I cennot attend to your email as I ~|
Profile am avay with my family on holiday for a week. I

— will reply to your message after my return next
Signature reck.

Password

Mailsort - Bart
Schedules

Mailing List -
List of Lists
Subscribe
Unsubscribe

Cancel Delete Help

Figure 48: Creating a Vacation Message

Then, go to the “Mailsort Filter Information” screen and click the Add button.
The “Mailsort Add Filter” screen (see Figure 46 on page 46) appears. Select
the To: header from the If pull-down menu. Enter email address in the con-
tains field. Click the Send Vacation Message option and select Yes from
the Filter Continuously option. Click the OK button.

Note: The vacation utility by default is configured to send a vacation mes-
sage to a specific sender once within seven days. If the vacation
utility already sent a vacation message to a particular sender, and
receives messages again from that sender, it will no longer send a
vacation message to that sender until after seven days. The vaca-
tion utility will not generate a vacation message for messages
generated by standard distribution lists.

The Professional Enterprise Edition of IEMS provides backend server sup-
port for the Microsoft Outlook 98 / 2000 calendaring and scheduling features.
In particular, a public file server is provided for the publishing of Internet Free/
Busy (IFO) information. Outlook users can share calendaring information
between themselves, and schedule meetings via Internet email.

Microsoft Outlook Internet Free / Busy Feature

The Internet Free/Busy (IFO) feature of Outlook 98 / 2000 (Internet Mail Only
mode) allows users to see when others are free or busy in order to efficiently
schedule meetings. Users publish their busy/free information to an IEMS
shared file server. Each user’s schedule information is published at a unique
URL specific to the individual. Users can then share the information at this
location with all users, or any specific users determined by each user.
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Access to busy/free information is controlled through the configuration infor-
mation supplied by each user to the IEMS file server.

IEMS Free/Busy Server

Individual Free/Busy information is published from Outlook to an IEMS Free/
Busy Server. This server is implemented as a specialized FTP server resid-
ing on the IEMS host. All access to information on the IEMS server must be
authenticated by providing login information (done through the individual
Outlook configurations).  This login information is authenticated against
account information stored in the IEMS Directory. Once authenticated, users
can update their schedules, or access other’s schedules, provided they have
appropriate access rights. For more information on IEMS support for Out-
look compatible calendaring and scheduling, please see Appendix A - “Intro-
duction to Outlook 98/2000 Free/Busy Features” on page 75.

Users control access rights to their free/busy schedules through the Web
Mail Client. Using this simple interface, users can easily create and maintain
access control lists of users permitted to view the free/busy schedule infor-
mation.

Tnternalional Messaging Assoclales Tome News Updates SUpport ABOLUE Version 7
[nte g server =
; Web Mail Client
Inhox View Permitted Users
Compose
Quthox
Drafts User: bart@jade.net
Spam Filter “@jade net
Weh folder ’bi
T chrown@snoopy.com
Eiookmark
[ logow | Go Back Edit| Help
Profile
| Signaturs |
Password
Mailzort
[Schedules

Figure 49: View Permitted Users

To configure the Free/Busy schedule access controls, click on the Sched-
ules button in the menu area (Professional Enterprise edition only). This
brings up the “View Permitted Users” display (see Figure 49 on page 49).
This screen displays a list of users (email addresses) who are permitted to
access the free/busy schedule information for logged in user. The wildcard
characters *’ and ‘?’ are permitted in the addresses. In our example for
Homer Simpson, all users in the domain jade.net are allowed access. In
addition, the user cbrown@snoopy.com is also allowed access to Homer’s
free/busy schedule.

To add or otherwise modify the permitted users access control list, click the
Edit button. This brings up the “Edit Permitted Users” display (see Figure
50 on page 50).
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Distribution
Lists

Sparm Filter
WWeb falder
Address Book
Eookmark
ogou

:

Signature
Password
Iailsart
Schedules

Sts
Subscribe
Unsubscribe

International Messaging Associ

Edit Permitted Users

User: bart@jade.net

Permitted Users to Add: (Permitted Users to Add)

=l
|
Permitted Users to Delete:
*(@jade.net
chrown{@snoopy.com
Submit | Reset | Help

Figure 50: Edit Permitted Users

After selecting users to either add (Permitted Users to Add text box), or
delete (Permitted Users to Delete text box), click the Submit button to save

the changes.

Distribution Lists, otherwise known as electronic Mailing Lists, are available
with the Professional Enterprise (PE) edition of IEMS. Using the Web Mail
Client, users can view what lists are available in the local IEMS system, as
well as manage their subscriptions.

Available Mailing Lists

To see what lists are locally available, click on the List of Lists button in the
menu area. If any list are configured, the “Available Mailing Lists” screen is
displayed (see Figure 51 on page 51).
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DISTRIBUTION LISTS

777-‘7;—7 el Vession 7

Server DAY |
Web Mail Client

b Available Mailing Lists
Compose
Qutbox
Drafts
 Trash | « simpsons@jade.net - subscribed
Folders The Simpson Family List
[ Spam Filter | . jazz@jade.net
Wb folder Jazz Music Lovers
| Address Book | « buddies@jade.net - subscribed

Bookmark

Homer's Buddies
« powerpuff@jade.net
Options PowerPuff Girls Llist
Profile

Logout

Signature
Password
Mailsort
Schedules I

Subscribe

Unsuhscribe

Figure 51: Available Mailing Lists

Each lists present in the system is listed, together with its email address and
description. The list also indicates if a given list is currently subscribed to. By
clicking on any of the addresses for existing lists, the corresponding sum-
mary information for that list is displayed (see Figure 52 on page 52).

For lists that are currently unsubscribed to, the user has the option in the
“Mailing List Summary” page to subscribe to the list. If the list is currently
subscribed to, the user can unsubscribe here. After selecting the desired
operation (Subscribe - immediate delivery, Subscribe - digest delivery, or
Unsubscribe), click the Submit button.

Distribution List Manager Confirmation Messages

When subscribing to a new list, or unsubscribing from an existing list, the Dis-
tribution List Manager will send a confirmation message back to the user.
This message is to validate the identity of the requestor and to ensure that
bogus subscriptions are not entered into the system. When the confirmation
message is received, simply reply to the message with the single work “OK”
in the body of the replied message. When received by the Distribution List
Manager, the user will then be subscribed or unsubscribed per the original
request.
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Sparn Filter
Weh folder
Address Book
Eookmark

Logout

Profile

Signature

Pagsword
Mailsort

Schedules

List of Lists
Subscribe
Unsubscribe

International Messaging Associates

Mailing List Summary

Subscription Status:

© Subscribe (Immediate delivery)
© Subscribe (Digest delivery)

& Unsubscribe

List Name: simpsonst@jade nat
Short Description:The Simpson Family List

Long Description:
Long description not available

Back | Submit Help

Figure 52: Mailing List Summary

Subscribe  Wwhen subscribing to more than one mailing list, it can be simpler for Web Mail
Client users to go directly to the 'Subscription Form” page. This can be

brought up by clicking on the Subscribe button in the menu area. A page
similar to the following is then displayed:

Spam Filter
Wieb folder
Address Book
Bookmark
Logout

Profile
Signature
Password

Ilailsort
Schedules

Unsubseribe

Home News Updates SUpport. About Version 7

Web Mail Client

Subscription Form

To subscribe, select a delivery mode, indicate the lists desired, then click on the submit
button.

& Immediate Delivery
 Digest Delivery

[T jaz@jade.net - Jazz Music Lovers
T powerpuffi@jade.net - PowerPuff Girls Llist

Back Subrnit Help

Figure 53: Subscription Form

Instead of listing all mailing lists on the system as in the previous section, this
page only lists those lists which are not subscribed to. To subscribe to one
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or more lists, simply click the checkbox next to the desired list or lists and
then select the Submit button. Be sure to indicate the subscription delivery
mode. The default is Immediate Delivery, however for high volume lists
Digest Delivery, where daily traffic is accumulated in a single message may
be more desirable.

When the subscription request is processed by the Distribution List Manager,
a confirmation message is sent back to the user to complete the process
(See “Distribution List Manager Confirmation Messages” on page 51.)

Unsubscribe when unsubscribing to more than one mailing list, it can be simpler for Web
Mail Client users to go directly to the 'Unsubscribe From Lists” page. This
can be brought up by clicking on the Unsubscribe button in the menu area.
A page similar to the following is then displayed:

M Tnternational Messaging Associates

Home News Updates Suppart ABOUE Version

Server vyl
‘Web Mail Client

Inbox Unsubscribe From Lists

Compose
Qutboy
Diraft
T::ﬁ; To unsubscribe, simply mark the appropriate list, then click on the submit button.
Folders

% \!Eirf [T simpsons@jade.net - The Simpson Family List
ddress Book | [T buddies@jade.net - Homer's Buddies
Bookmark ¥ powerpuffijade.net - PowerPuff Girls Llist

Logout

Back Help

Signature

Password

Iailsart
Schedules

Mailing List

List of Lists
Subscribe
Unsubscribe

Figure 54: Unsubscribe From Lists

To unsubscribe from one or more lists, simply click the checkbox next to the
desired list or lists and then select the Submit button. When the subscription
request is processed by the Distribution List Manager, a confirmation mes-
sage is sent back to the user to complete the process (See “Distribution List
Manager Confirmation Messages” on page 51.)
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Login /
Logout

When finished using the Web Mail Client, it is advisable to log the session
out. This is to prevent other users being able to use the same PC and gain
access to your email. Login sessions do have timers associated with them,
which will eventually time out and force re-login, this does not prevent access
a short time after finishing a session.

To logout your session, click on the Logout button in the main menu area.
The “IEMS Logout Page” is then displayed allowing the client system to login
again as another user (see Figure 55 on page 54).

Fome News Updates Support About Version

Server M
= Web Mail Client

Thank you for using Web Mail Client. You have
logged out successfully.

Login as another user.
Usemame |

Password
Proceed

1. Enter your e-mail sddress, (2.9
john@irma.com) in the User name input text
ba.

2, Enker your password (case sensitive).

3. cClick the Proceed button to validate yaur

user account,

Copyright @ 2003 Internationsl Messaai

Figure 55: IEMS Logout Page
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Configuration

The Professional Enterprise (PE) edition of IEMS provides full distribution list
support. Lists can be maintained by the system administrator or by any list
member. List maintenance is accomplished by selecting Distribution List
Configuration on the main IEMS home page.

SErver ————— | FALYE
~ Professional Enterprise Edition

@

System Administration
‘Web Mail Client Login

Distribution List Configuration

20

Distribution List Subscription

e Distribution List Archives

Copyright @ 2003 International Messaging Assaociates

Figure 56: Main IEMS Home Page

Before any list maintenance can be accomplished, the list maintainer must
login. The login page (see Figure 57 on page 56) is the first page displayed.
The administrator must enter the distribution list name (simpsons@jade.net
in our example), and the list maintenance password. After supplying the
necessary information, click the Log On button to gain access.

Note: Distribution lists are initially setup with the full email address of the
list maintainer as the password. It is strongly recommended that
this default password be changed at the earliest possible time after
list creation to ensure proper list security.
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Home News Updates Support About Version 7

w Tnternational Messaging Associales

~— Professional Enterprise E

AVl
dition

Authentication Information

To access end-user contrals, complels the fieids below and click on the Log On Hutlf

Username or Distribution List Name:

Your Password:

I
LogOn | Reset Help

Figure 57: Distribution List Configuration Login

After successful login, the main Distribution List Controls page will be dis-
played (see Figure 58 on page 56).

Professional Enterprise Edition

Distribution
Lists
Configure Mailing List

i Distribution List

Edit Subscriber List Manager
Descriptive Information

Update Password

Logout

Figure 58: Distribution List Controls
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Configure The list owner or system administrator may modify an existing mailing list by
Mai"ng List clicking the Configure Mailing List button on the left menu frame.

Tnternational Messaging Associates

—— | Ay 1
~ Professional Enterprise Edition

Modify Mailing List Settings

Confiqure Mailing List

Modify Spam filter buddies@jade. net

settings
Edit Subscriber List

e "
Update Password General Attributes

Homer's Buddies

Logout | ‘Enahle Archiving ‘(-' Yes O Mo
| ‘When receiving Invalid Posting [Bounce tothe original sender =]
Mailing List Control
| ‘A\Inw posting from non list member? ‘ & Yes © No
| ‘Enahle Auto Subscription? ‘ & Yes © No
| ‘Defau\thstmg Permission ‘(-‘ Allow € Block
| ‘F\'emmve Return-Receipt-To Header? ‘ & Yes © No
Message Digest
| ‘Use MIME Digest ‘ & Yes O No
| ‘Maximum Message Digest Size ‘|D =l ke
| ‘D\gestGeneratiun Time at ‘ 00 =00 =
ol i (e
Daily € Vieskly Manthly
on: lm On: |1st x| Day of the
) honth
Update | Help

Figure 59: Modify Mailing List Settings

This displays the “Modify Mailing List Settings” (see Figure 59 on page 57)
for updating and editing the mailing list’s attributes. List maintainers may edit
any of the following fields:

Enable Archiving

Selecting Yes will save messages in the archive folder under the DLMgr
sub-directory. Messages will not be saved in the archive folder under the
DLMgr sub-directory if the option is set to No. The default is Yes.

When receiving invalid posting

Choose from the pull-down menu the action to be taken - bounce to the orig-
inal sender, forward to the list owner, bounce and forward, or discard when
there is an invalid posting to the list. The default is bounce to the original
sender.

Bounce to the Original Sender

Will bounce back the message to the original sender when there is an invalid
posting to the list. Forward to the list owner will pass the message to the
list owner of the particular mailing list. Bounce and Forward will bounce
back the message to the original sender and at the same time forward the
message to the list owner of the particular mailing list. The Discard option
will delete the message.
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Allow posting from non-list member?
Selecting Yes will allow posting from non-list members. Selecting No will
restrict posting to list members only. The default is Yes.

Enable Auto Subscription

When the Distribution List Manager receives a subscription request, it first
checks the Enable Auto Subscription attribute of the list the sender is
trying to subscribe to. If set to Yes, the Distribution List Manager activates
automatic subscription. A confirmation message is then sent to the prospec-
tive subscriber informing him that he must reply to the confirmation message
with the word “OK” before he is successfully added to the mailing list. If
set to No, the Distribution List Manager passes the subscription request to
the list owner. The list owner will then decide if he will add the potential sub-
scriber to the list or not. The default is Yes.

Default Posting Permission

Set the posting permission either to Allow or Block all postings to list. The
default is Allow. The Allow permission allows the list member to post mes-
sages to the list. The Block permission prohibits the list member to post mes-
sages to the list to which he is a member.

Remove the Return-Receipt-To Header

Messages that are sent through a distribution list may have a return receipt
or delivery notification request attached. If these go through the distribution
list and make it to the subscribers of the list, return notifications may be sent
back to the original sender. If the list is closed, or if the identities of the sub-
scribers are sensitive or confidential, then allowing these requests
through to the subscribers of a distribution list creates a security risk.

Set the header option either Yes or No. The default is Yes. Setting this value
to Yes will remove all Return Receipt and/or DSN requests before they reach
the list subscribers.

Use MIME Digest

Distribution lists that generate digests (a collection of list messages compiled
into a single message) have the option of using MIME or non-MIME digest
formats. MIME-formatted digests attach each submitted message as a sep-
arate message type attachment, while non-MIME digests append the content
of each message as plain text in the digest.

For lists where either the recipients are using older non-MIME compliant
readers, or if the nature of the list is entirely text-based, non-MIME digests
can be used. For all other applications, especially where structured mes-
sages, including HTML and other rich text formats are used, or if attachments
are common, the MIME digest type is recommended.

Set the MIME digest either Yes or No. The default is Yes.
Maximum Message Digest Size
The maximum size of the message digest. The default is 0, which means no

limit. If the message digest size is given a value other than zero and it
exceeds the limit, the message will be divided into several smaller messages.

INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE



DISTRIBUTION LIST CONFIGURATION CHAPTER 3

EDIT SUBSCRIBER LIST

Edit
Subscriber
List

Digest Generation at

Set the digest generation options "Daily, Weekly, and Monthly” to generate
digest message. The system administrator can also specify the day, hour,
and minute when the message digest shall be generated.

Click the Update button to save the modifications made.

The list owner or system administrator may add or delete subscribers from a
list by clicking the Edit Subscriber List button on the left menu frame. This
action displays the “List of Subscribers” screen (see Figure 61 on page 61).

To add subscriber(s), type the email address of the subscriber(s) in the
Subscribers to Add field. Select a delivery method by marking the Immedi-
ate or Digest radio button.

In immediate mode, when messages are posted to a mailing list, the Distri-
bution List Manager sends them immediately to the mailing list's sub-
scribers. The immediate mode is the default setting. If a subscriber wants his
account to be in the digest mode, he must send a request to the list owner or
system administrator. In the digest mode, posted messages are allowed to
accumulate in the local archive of the member(s) who selected this mode and
are sent to the subscriber based on a predetermined schedule set by the list
owner or system administrator as requested by the subscriber. The delivery
schedule is based on several parameters configured by the list owner or sys-
tem administrator, such as the day and time of delivery and the maximum
number of messages that can be stored as configured in the archive.

The list owner or system administrator may delete members from mailing lists
to their subscription. The members who are removed will not be able to
receive message postings from the other members of the mailing list. To
delete subscribers, select the email address of the subscribers in the
Subscribers to Delete field and click the Submit button.
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~Profes:

sional Enterprise Edition i

Distribution

Lists

Configure Mailing List
Modify Spam filrer

settings buddies@jade.net

Edit Subscriber List

List of Subscribers

Homer's Buddies
Descriptive Information

Update Password Edit Current Subscribers:
Logout Vigw Current Subscribers

Current Number of subscribers: 2

Subscribers to Add:
@ lmmediate ¢ Digest

Subscribers to Delete:

homer@jade net
bart@jade net

Back | Submit [ Reset | Help

Figure 60: Adding or Deleting Subscribers

Note: Multiple deletion of members is allowed. To delete multiple mem-
bers, enter the email address to be deleted separated by a
comma, semicolon, or space after each mailing addresses.

Viewing Current Subscribers

To view the list of current subscribers, click the View Current Subscribers
link on the “List of Subscribers” screen (see Figure 61 on page 61). This
action displays the list of current subscribers. Links that corresponds to the
posting permission of the user are given on this page. The list owner or sys-
tem administrator may either block or unblock the settings of the sub-
scriber(s). Clicking the Block link beside the Delivery Mode column marks
the subscriber as blocked. This means that the subscriber is not allowed to
post messages to the list. Clicking the Unblock link removes the blocked set-
ting of the subscriber. This means the subscriber is allowed to post mes-
sages to the list.

Each mailing list address is linked to the “Mailing List Member” screen. Click

the mailing list address under the Subscriber column to edit the profile
(email address and delivery mode) of the subscriber.
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Tnlernational Messaging Associates T upp
= - Bohyl
~ Professional Enterprise Edition ;

List of Subscribers

Distribution

Lists

Configure Mailing List
Modify Spam filter

e buddies@jade.net

Edit Subscriber List

Descriptive Information Homer's Buddies

Update Password
List of Subscribers:

Logout
Edit Current Subscribers

Current subscribers:

Delveryoze | |

Subscriber

homeri@jade net Immediate Block
bart@jade net Irmmediate Block
Help

Figure 61: Viewing Subscribers

Spam Filter  For systems with MTA Pass-Through enabled, distribution lists can also uti-

Configuration lize this information on a list by list basis. All spam pass-through controls
made available to local mail users, with the exception of auto-filing to pre-

defined folders, is supported for distribution lists.

To configure the spam settings for the current distribution list, click on the
Modify Spam filter settings button in the main menu area. The Spam Filter
Configurations screen will be displayed (see Figure 62).

International Messaging Associates

= L EAYE
~ Professional Enterprise Edition

Distribution
Lists
re Mailing List

S ity buddies@jade.net

settings

Edit Subscriber List
Descriptive Information White List ﬂl

Spam Filter Configurations

Action on systern defined ©
Spam message

Logout ¢ Discard

©  Bounce - Descriptions in the bounce message

Update Password Ignaore

System black list configurations

Sawve | Help

Figure 62: Spam Filter Configurations
The screen is laid out in two sections - DL whitelists and MTA Pass-Through

handling.
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DL Whitelists

There can be times where it is not desirable to apply spam filtering to mes-
sages. Examples include messages from friends, family, and close business
associates. Messages from trusted sources such as these are usually desir-
able regardless of content. IEMS allows for the configuration of DL whitelists,
containing the email addresses of trusted senders where normal anti-spam
filtering should not be applied. To configure DL whitelists, click on the Edit
button next to the White List tag on the top of the screen. The following
screen will be displayed:

International Messaging Associates Home News Updates Support About Version 7
Distribution - © ©
. White list configurations
Lists
Configure Mailing List
Modify Spam filtar buddies@jade.net
settings
Edit Subscriber List
D tive Infi t
Sserptive Information 1. Sender email address/domain
Update Password Da not run spam filter when the message was sent from these IP address(es)
Logout
Remove
Add this address to the white list
| A
2. Sender |P address
Da not run spam filter when the message was sent from these IP address(es)
’7 Remaove
Add this IP address to the white list
| Add
Back to Spam filtter configurations | Help

Figure 63: DL White List Configuration

The White List Configuration is presented in two sections - Sender Email
Address Configuration, and Sender IP Address Configuration. Both can be
used and configured independently of the other.

To add the sender email address to the list of allowed senders, type the
address under the Add this address to whitelist entry and then click the Add
button. If you want to specify a domain, you can use the wildcard "*" charac-
ter when entering the address. For example:

*@company.com

will white list all sender from the domain company.com.

To remove a sender, select the address from the address list and click the
Remove button.

To add the sender IP (network) address, type the IP address under the Add

this IP address to whitelist entry and then click the Add button. If you want to
specify a range of IP address, you can use dash "-" character. For example:
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192.168.0.0-192.168.0.255

will white list all IP address from 192.168.0.0 to 192.168.0.255.

To remove a sender IP, select the IP address from the address list and click
the Remove button.

MTA Pass-Through Handling

Spam detection procedures that are applied within the MTA can optionally
have action deferred until such time as an agent for the user (Distribution List
Manager) has control of the message. These MTA Pass-Through actions
are defined in the second section of the Spam Filter configuration page. This
section is identified by the label Action on system defined Spam message
(See Figure 64).

Action an systemn defined

I3
Spam message Ignore

€ Discard
©  Bounce - Descriptions in the bounce message

System black list configurations

Save | Help

Figure 64: DL MTA Pass-Through Configuration

A message can be marked as Spam by the Internet Exchange Message
Server SpamAssassin plugin module, or reported by the DNS-BL lookups at
SMTP connection time. When such a spam tagged message is received,
you can configure the list profile to perform one of the following actions:

Ignore - Ignore the spam message and continue normal delivery.

Discard - Discard the message such that your mailing list member will
not receive this message.

Bounce - Bounce the message back to the sender.

When bouncing a message, the text of the message sent back to the sender
can be configured in the box below the Bounce selection.

When there is one or more DNS-BL host defined in the system, the System
black list configurations button will be displayed. Click this button to con-
figure specific actions to perform on a per DNS-BL tagged message basis
(see Figure 65). In this page, you can define action against spam message
marked by certain DNS-BL host.
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SPAM FILTER CONFIGURATION

Tnlernational Messaging Associales News About Version 7

Distribution
Lists
Configure Mailing List

Modify Spam filter buddies@jade.net

settings
Edit Subscriber List

System black list configurations

DNS hlack list

hl.spamcop.net
relays.osirusoftcom
relays.ordb.org
spews.relays.osirusoftcom

Descriptive Information

Update Password

Logout

Edit Back to Spam filter configurations | Help

Figure 65: DL DNS Black List Configuration
When there is one or more DNS-BL host defined in the system, this configu-
ration page will be available. You can different actions against each DNS-BL
host in your server to refine your spam filter behavior. To configure, first
select a DNS-BL host name and then click the Edit button. For each DNS-BL
host, you can select one of the following actions:
Ignore - Ignore the spam message and continue normal delivery.

Discard - Discard the message such that your mailing list member will
not receive this message.

Bounce - Bounce the message back to the sender.

When bouncing a message, the text of the message sent back to the sender
can be configured in the box below the Bounce selection.
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DESCRIPTIVE INFORMATION

Descriptive The list owner or system administrator is allowed to provide a short or long

Information description of the mailing list by clicking the Descriptive Information button
on the left menu frame. The “Descriptive Information” screen (see Figure 66
on page 65) appears. The system administrator may also create a welcome
or farewell message for the mailing list members. The welcome message is
sent to those members who were automatically added via automatic sub-
scriptions. The farewell message is sent to those members who were
removed from the mailing list via automatic unsubscriptions.

Tnternational Messaging Associates

Distribution

Lists

Configure Mailing List
Modify Spam filter

settings buddies@jade.net
Edit Subscriber List Short Description:
|Homer'5 Buddies

Long Description:

Descriptive Information

Update Password

Logout ﬂ
|
Welcome Message:
=l
|
Farewell Message:
=l
|

Save | Reset | Help

Figure 66: Creating Descriptive Information
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66

Update
Password

The Distribution list owners and system administrators may update their
password to secure the mailing list settings.

To update the list owner’s password, click the Update Password button on
the left menu frame. The “Update Password” screen (see Figure 67 on
page 66) appears. Indicate the new password in the New Password and

Confirm Password fields. Click the Update button to save the new list owner
password.

Distribution
Lists
Canfigure Mailing List

Modify Sparm filter
t
Edit Ssuis:;ﬁ:er List To updale your password, complele the fields below and click an the Updale bulfon

List Owner Update Password

Descriptive Information
i Enter New Password:

Retype New Password:

I
Update | Reset | Help

{ndate Password

Logout

Figure 67: Updating list owner password
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Open Mailing
Lists

Mailing List
Subscription

Distribution List
Subscription

The Professional Enterprise (PE) edition of IEMS provides full distribution list
support. Lists can be subscribed to by either users of the local system, or
remote users. Remote (non-local) users can manage distribution list sub-
scriptions by selecting the Distribution List Subscription on the main IEMS
home page.

w Tnternational Messaging Associates

= @ ’ System Administration
=5 >

i e——— L EAYE
~ Professional Enterprise Edition

Web Mail Client Login
Distribution List Configuration
Distribution List Subscription

Distribution List Archives

Copyright & 2003 International Messaging Associates

Figure 68: Main IEMS Home Page

Upon selecting the Distribution List Subscription button on the main IEMS
page, you will be presented with a list of currently open mailing lists on the
system (see Figure 69 on page 68). Each entry includes the email address
of the list, and its short description.

To subscribe to a new list, or to maintain an existing subscription, simply click
on the email address of the desired list. This will bring up the “Mailing List
Subscription Form” (see Figure 70 on page 68).

Subscribing

If you are trying to subscribe to a new list, click the desired delivery mode
(Immediate or Digest), and enter your email address in the supplied field.
Then click on the Submit button to enter your subscription request.
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MAILING LIST SUBSCRIPTION

Tnternational Messaging Associales Home News L Support. AboU Version 7
] — Professional Enterprise Edition ;

Open Mailing Lists

To subscribelunsubscribe , click on the list name

« simpsons@jade.net- The Simpson Family List
« jazz@jade.net- Jazz Music Lovers

« buddies@jade.net- Homer's Buddies

« powerpuff@jade.net- PowerPuff Girls Llist

Help

Figure 69: Open Mailing Lists
Unsubscribing
If you are trying to unsubscribe from the list, simply enter your email address

in Your E-mail address field, and click on the Submit button to enter your
request.

w Tnicmalional Messaging Associales

Mailing List Subscription Form

Fome News Updates Support AboutVerson 7|

~—Professional Enterprise Edition

List Name: simpsons@jade.net
Short Description: The Simpson Family List

Long Description:
Long description nat available.

Digest Schedule: Daily at 00:00

Your E-mail address: |
& Immediate Delivery
© Digest Delivery
© Unsubscribe

Back | Submit | Help

Figure 70: Mailing List Subscription Form

Request Confirmation

The Distribution List Manager will be notified of either your subscription or
unsubscription request, and a confirmation message will be sent to the
address specified. To confirm the requested action, simply reply to the con-
firmation message with “OK” as the message text.
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Distribution List Archives

Distribution List Archives (available under the Professional Enterprise (PE)
edition of IEMS) allow users to view previous messages posted to IEMS mail-
ing lists. Messages may be sorted by date, subject or author. The archives
permit list members and non-members to access the archives of open sub-
scription lists, and allows closed subscription list members to access the
archives of these lists.

Note: Only archived messages with Enable Archiving attribute that is set
fo Yes as defined by the list owner or system administrator
are displayed in the “Distribution List Archives” screen.

To access the Distribution List Archives, go to the main interface of IEMS
and click the Distribution List Archives button. This action displays the
“Distribution List Archives” screen (see Figure 71 on page 69). Select and
highlight a mailing list from the drop-down list and click the Submit button.

Distribution List Archives

Please select the specific mailing list: | simpsons@jade.net »
Submit | Help

Figure 71: Distribution List Archive page

After selecting a specific mailing list archive (e.g. mailinglist1@ima.com), the
Distribution List Manager displays the main page of the archived message if
the selected list is an open subscription list (see Figure 72 on page 70). The
screen provides links to the different index pages.

Note: If the selected mailing list is a closed subscription list, the login
screen appears (see Figure 77 on page 73).
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VIEWING MESSAGES SORTED BY DATE

Tntermational Messaging Assoclates Tiome News Updates SUppOT ABOUE Version 7

- —— — = L 4 £3
— ~ Professional Enterprise Edition

simpsons@jade.net Archives

View the list archive:

« sorted by date
+ sorted by author
« sorted by thread

Search the list archive:

Retrieve all messages that matches the condition:

[ Authar =] cantains |

Start search Help

v Case insensitive search

To subscribe to the simpsons, send a message to simpsons-request@jade net with the single word subscribe in the body of
the message. To unsubscribe from the list, use the same address with the single word unsubscribe in the body of the
message

Figure 72: Mailing List Archive

Viewing To display messages sorted by date, click the Sort by date link (see Figure
72 on page 70). The “Archive by Date” screen (see Figure 73 on page 70)

Messages
Sorted by appears displaying the messages in the selected archive arranged by date

received.
Date

dition

simpsonsijade.net

Archive by Date

[Date Index] [Author Index] [Thread Index]
Sat, 14 Jun 2003

s |s anybody here? - Homer Simpson

Sun, 15 Jun 2003

« fwd Re: |s anybody here? - Bart Simpson

o Re: s anybody here? - Marge Simpson

s Re: s anybody here? - Homer Simpson

o fid: Ned Flanders stopped by - Homer Simpson
« Re: fwd: Med Flanders stopped by - Bart Simpson

Help

Figure 73: Sorting by date
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VIEWING MESSAGES SORTED BY THREAD

Viewing To display messages sorted by thread, click the Sort by Thread link (see Fig-
Messages ure 72 on page 70). The “Archive by Thread” screen shows the messages in
the archive arranged according to subject thread. (see Figure 74 on page

Sorted by

71).
Thread

M Tntemnational Messaging Associates

simpsonsijade.net

Home News Updates Support About Version 7
erver

Professional Enterprise Edition ;

Archive by Thread

Date Index] [Author Index] [Thread Index]

o |5 anybody here? - Homer Simpson, Sat, 14 Jun 2003 17:31:39 -0400
o Re: |5 anybody here? - Marge Simpson, Sun, 15 Jun 2003 06:59:40 -0400
o Re: |5 anybody here? - Homer Simpson, Sun, 15 Jun 2003 07:00:43 -0400
o fricd: Re: |5 anybody here? - Barf Simpson, Sun, 15 Jun 2003 06:57:20 -0400
o fwicd: Med Flanders stopped by - Homer Simpaon, Sun, 15 Jun 2003 07:01:40 -0400
o Re: fwd: Med Flanders stopped by - Barf Simpson, Sun, 15 Jun 2003 07:03:04 -0400

Help

Figure 74: Sorting by Thread

Viewing To display messages sorted by author, click the Sort by Author link (see Fig-
Messages ure 72 on page 70). The “Archive by Author” screen appears displaying the
archived messages sorted by author (see Figure 75 on page 71).
Sorted by g y ( g pag )

Author M

simpsons@jade.net

Flome News. Updates. Support About Versian 7
erver

— Professional Enterprise Edition

Archive by Author

Date Index] [Author Index] [Thread Index

Homer Simpson

o |3 anybody here? - Sat, 14 Jun 2003 17:31:38 -0400
« Re: |s anybody here? - Sun, 15 Jun 2003 07:00:43 -0400
o fwd: Ned Flanders stopped by - Sun, 15 Jun 2003 07:01:40 -0400

Bart Simpson

o fwd: Re: |5 anybody here? - Sun, 15 Jun 2003 08:57:20 -0400
« Re: |s anybody here? - Sun, 15 Jun 2003 06:56 36 -0400
« Re: fivd: Ned Flanders stopped by - Sun, 15 Jun 2003 07:03:04 -0400

Marge Simpson

« Re! |5 anybody here? - Sun, 15 Jun 20032 06:58:40 -0400
« [Med Flanders stopped by - Sat, 14 Jun 2003 10:44:15 -0400

Help

Figure 75: Sorted by Author
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SEARCHING FOR AN ARCHIVED MESSAGE

Searching for

72

an Archived
Message

Archived
Message

Functions are available to search for messages according to any of the fol-
lowing criteria: Author, Subject, and Date. On the selected mailing list’s
(e.g. mailinglist1@ima.com) screen, at the “search the list archive” block (see
Figure 72 on page 70), select a search criteria (i.e., author, subject and date)
from the drop-down list.

In the Contains text box, enter a word, phrase or email address that
the Distribution List Manager must search for in the selected header.

If users wish the comparison of the header field and pattern be case insensi-
tive, mark the check box beside Case insensitive, otherwise leave it
unmarked. To initiate search, click the Start Search button.

Archived messages can be viewed by clicking the subject link. The screen
displays three links, namely: Date Index, Author Index and Thread Index.
Clicking any of the links displays the appropriate page. The following header
information will also appear:

To
Subject
From
Date

The message body is displayed after the header information.

Updates Support About Version 7

i

erver = 0 7
~ Professional Enterprise Edition

[Date Index] [Author Index] [Thread Index]

Re: fwd: Ned Flanders stopped by

To: simpsons@jade net

Subfect Re: fwd: Ned Flanders stopped by
From: "Bart Simpson” <barti@jade net=
Date: Sun, 15 Jun 2003 07:03:04 -0400

Dad,

He stopped by to ses what you are going to do sbout his cat that you ran over
in the driveway the other day.

-- Bart

Hey Bart buddy -
Can you see vhat Flanders is up to this cime?
Thanks !

/ Homer

« Previous message: Homer Simpson. fwd: MNed Flanders stopped b

Help

Figure 76: Viewing an archived message
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USER LOGIN

User Login

Access to the archive of a closed subscription mode list is exclusive to its
members. Thus, it is necessary for the Distribution List Archive to verify if the
user is a member of the closed list. To view the archive of a closed subscrip-
tion list, the user will be asked to enter his email address and password on
the “Login” screen (see Figure 77 on page 73). The Distribution List Archive
will check if the email address entered is truly a member of the list. Once ver-
ified, the Distribution List Archive will determine if the user is defined in the
Directory Services or not. If the user is defined, the Distribution List Archives
displays the archive of a closed mailing list. If the user is not defined, this
implies that the user is a remote user. All remote users must undergo regis-
tration before the authentication procedure.

The Distribution List Archive handles remote users by verifying if the remote
user is a member of the mailing list. Once verified, the Distribution List
Archive will check if the user is registered to view the mailing list archive. If
the email address and password matches an entry from the remote.txt file,
the Distribution List Archive will display the archive of the mailing list. Other-
wise, an error will appear.

i

LOGIN

News Updates Support About Version 7

Enterprise Edition ;

Please type in your e-mail address and password.

If you are a local domain user or registerad member, please enter your E-mail Address
and Password below

Othenwise, click the Register button below.
USER LOGIN

Complete the fields below and click Login

E-mail
Address

Password I

Login

NEW USER REGISTRATION

To gain access to the jazze@jade net archives, click on the Register button

NQTE: This is exclusive to the members of jazzi@jade.net mailing list.

Register

Figure 77: Authentication/Registration page
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USER REGISTRATION

User
Registration

Changing the
Password for

74

Remote
Members

For remote users to gain access to the archive, they must first register. To
register, click the Register button on the “Login” screen. This displays the
registration form where the user must enter his email address and password.
This process will verify if the email address entered is truly a member of the
list. To verify the authenticity of the request, the Distribution List Archive will
generate an email, which will be sent to the “request” account of the mailing
list. A sample message can be found below:

To: outdoors-request@mactan.ima.com
From: kurt@mactan.ima.com
Subject:

Archive Registration (XXXXXXXX)
User: kurt@mactan.ima.com
Password: password

Where:

User is the email address of the member
Password is the password of the member

Archive Registration will randomly contain numbers generated by the Distri-
bution List Archive. This is important because the Distribution List Manager
engine will only process archive registration messages that contain these
numbers. This ensures that all the archive registrations will be done on the
web, while manually created messages are to be ignored by the Distribution
List Manager engine.

Upon receiving this request, the Distribution List engine will have to get the
email address and password to verify the authenticity of the message by cre-
ating a reply email just like the subscription request. If the user replies to the
confirmation email sent by the engine then, the engine itself will add the user-
name and password to the remote.txt file. The file will be stored under the
Archive folder of the mailing list.s home directory, and will contain the email
addresses of all the users subscribed to the mailing list and corresponding
password. The password will be hashed before it is stored in the said file. The
contents of the file will be:

User1@ima.com; password
User2@ima.com; password
Usern@ima.com; password

Registered members of a closed mailing list may change or update their
archive password by clicking the Change Password button on the “Dis-
tribution List Archives” screen. This command displays the “Change Pass-
word” screen. To change the password, type new password, and click the
Update button to save the new password.
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APPENDIX A

Outlook
Configuration

Introduction to Outiook 98/
2000 Free/Busy Features

The Professional Enterprise Edition of IEMS 7 provides backend server sup-
port for the Microsoft Outlook 98 / 2000 calendaring and scheduling features.
In particular, IEMS 7 provides a public file server for the publishing of Internet
Free/Busy (IFB) information. Outlook users can share calendaring informa-
tion between themselves, and schedule meetings via Internet email.

Microsoft Outlook Internet Free / Busy Feature

The Internet Free/Busy (IFO) feature of Outlook 98 / 2000 (Internet Mail Only
mode) allows users to see when others are free or busy in order to efficiently
schedule meetings. Users publish their busy/free information to an IEMS
shared file server. Each user’s schedule information is published at a unique
URL specific to the individual. Users can then share the information at this
location with all users, or any specific users determined by each user.
Access to busy/free information is controlled through the configuration infor-
mation supplied by each user to the IEMS file server.

IEMS 7 Free/Busy Server

Individual Free/Busy information is published from Outlook to an IEMS Free/
Busy Server. This server is implemented as a specialized FTP server resid-
ing on the IEMS host. All access to information on the IEMS server must be
authenticated by providing login information (done through the individual
Outlook configurations).  This login information is authenticated against
account information stored in the IEMS Directory. Once authenticated, users
can update their schedules, or access other’s schedules, provided they have
appropriate access rights.

Users control access rights to their free/busy schedules through the IEMS 6
Web Mail Client. Using this simple interface, users can easily create and
maintain access control lists of users permitted to view the free/busy sched-
ule information.

To use the Calendaring and Scheduling capabilities of the Outlook clients,
both the Outlook client as well as the IEMS Free/Busy server need to be con-
figured. To configure Outlook, the Free/Busy options need to be properly
setup. To do this, first bring up the Options screen by selecting Tools and
then Options from the menu bar (see Figure 78 on page 76).
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76

@& Inbox - Microsoft Dutlook

JEi\e Edt ¥iew Favorites | Taols Actions Help

e - Send/Receive

L4 H %Sendmsg&ive | @F\_ﬂd i Organize | [

& X

Address Book...  Chrl+Shift+B

Outlook Shorteuts | HER]516)

(llid (55 Rules Wizard...
@ Empty "Deleted Items" Folder

I'm here hoping to refine my saxophone playing skills.

-Lisa

My Shartcuts

Other Shortcuts

i) irmation to jazz-request@boracay. jade. net (Fwd) Mon 4/22j02 6:00 AM
B Accaurts... b jazz-request@boracay.jade.net {fwd) Mon 4/22/02 6:00 AM
B4 Customize. .. zz-owner@boracay.jade.net {fud) Mon 4/22/02 5:50 &AM
] Mon 4/22/02 5:50 AM
= | pm Sun 4/21;02 1:02 AM
B “arge mimpson  Dinner at bpm Sun 4/21/02 12:56 AM
Marge Simpson  What are you guys up to? Sat 4/20/02 5:03 PM
= | Homer Simpson  Re: Are you ready for our trip Sat 4/20/02 5:00 PM
B Homer Simpson  Are you ready for our trip Sat 4/13/02 2:53 AM J
From: jazz@boracay. jade.net To: jazz@boracay.jade.net
Subject: Re: Mew to this list Cc:
Bart, =

10 Items, 7 Unread

Figure 78: Outlook 98/2000 Options (1)
This will bring up the Options screen:

Options

Preferences |Mai\ Delivery | Mail Furmatl Sps\lingl Ss:untyl Other I

E-mail
Change the appearance of messages and the way they are handled.

T

Calendar
Customize the sppearance of the Calendar,

15 minutes j Calendar Options. .. |

¥ Defaulk remindsr:

Tasks
change the appearance of tasks.
Reminder time: 8:00 aM j Task Options. .. |
Cantacts
Change default settings for contact and journal.
= Contact Options... | Journal Options... I
Mates

Change the appearance of notes.
Mote Options... |

(s I Cancel I Al I

Figure 79: Outlook 98/2000 Options (2)

Selecting Calendar Options brings up the Calendar Options screen:
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Selecting Free/Busy Options brings up the final desired screen:

Calendar Dplions [ 2] %]

~Calendar work week

e MwMon FTee MFwed MThu i [ sat
First day of week: Isunday - Start time: IE:EIEI AaM j
First week of year: Istarts on Jan 1 | Endtime: IS:DD P j

—izalendar options

r I~ Show week numbers in the Date Navigator

™| Wse MicrasoftSchedlie+ s my primary) calendar

™ Send meeting requests using iCalendar by default

Background colar: I -

Time Zone. .. | Add Holidays. . I Resource Scheduling. ..

i Free/Busy Options

FreefBusy information is used ta let ather people know when you are available for
meetings, Use these options to set how much information you want bo share,

FreefBusy Options...

Figure 80: Calendar Options

Free/Busy Options EHE

Options

Free/busy information is used by people sending meeting requests, to determing when
wou are available For meetings,

Publish |2 monthis) of Calendar Freefbusy information on the server
Update freefbusy information on the server every |15 minutes
¥ Publish my Free/busy information:

Publish at this URL: Iftp:”hart:passwnrd%‘mhnracay.]ade‘nat@hﬂratay‘jada.nn

Search at this URL; I,l'tp:h’bart:passwurd%40buracay.]ade‘nst@bura:ay‘iads.net%l\

|

Figure 81: Outlook 98/2000 Free/Busy Options

This screen is used to configure where Outlook stores the personal free/busy
schedule (Publish at this URL field), as well as where to look for the free/busy

schedule of other users (Search at this URL field). Free/Busy schedules for
all users are stored in the backend FTP server in Vcalendar format. IEMS
also stores individual Access Control Lists for each user in the backend,

which is used by the server to control / limit access to each individual free/

busy schedule.

INTERNET EXCHANGE MESSAGING SERVER 7 USER’S GUIDE

77



APPENDIX A INTRODUCTION TO OUTLOOK 98/2000 FREE/BUSY FEATURES

OUTLOOK CONFIGURATION

Free/Busy Option Configuration

Three fields need to be specified on the Free/Busy Options screen - Publish
my free/busy information, Publish at this URL, and Search at this URL.

Publish my free/busy information
This checkbox must be selected. This tells Outlook to go ahead and publish
your free/bush schedule at the URL specified in the Publish at this URL field.

Publish at this URL
This is the URL where Outlook will store your individual free/busy schedule
information. The format of this URL is:

ftp.//username1.password@servername/username2.vfb
Where:

username1: your complete email address with the ‘@’ character
replaced by “%40”.

password:  your login password

servername: The Fully Qualified Domain Name (FQDN) of the IEMS
server.

username2: like username1, but without the substitution of the ‘@’
character - the real email address.

For our example user, Bart Simpson, who has a password of “password”, and
whose IEMS server is boracay.jade.net, the appropriate entry is:

ftp://bart%40boracay.jade.net.password@boracay.jade.net/bart@bora-
cay.jade.net.vfb

but all on one line.

Search at this URL
This is the URL where Outlook will search for other people’s free/busy sched-
ule information. The format of this entry is:

ftp://username1:password@servername/%NAME%@ % SERVER%.vfb

Where the field definitions are the same as the previous section. For our
friend Bart Simpson, his entry would be:

ftp://bart%40boracay.jade.net.password@boracay.jade.net/
%NAME %@ %SERVER%.vfb

The %NAME% and %SERVER% fields will hold the real name and server
information for the requested schedule at the the time Outlook makes a

query.

After entering all the necessary information, click on the OK button to con-
tinue.
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Access Control Configuration

In order for remote users to access your published free/busy schedule, you
need to grant them the necessary permission. This is done through access
control lists. For more information on how to maintain individual access con-
trol lists, please see “IEMS Free/Busy Server” on page 49.
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3-User 7
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A Plan For Spam 27
Access Control Configuration 79
Access Control Lists 77
access controls 49
Address Book 16
Address Book Entries 35
Address Books 33
Address Configuration 29
Archive by Author 71
Archive by Date 70
Archive by Thread 71
Archive Registration 74
Archived Message 72
Archiving 57

Attach File 16
Attachment 12

Auto Subscription 58
Available Mailing Lists 50

B
Bayesian Filter 26, 27, 31, 32
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blacklists 25

Bookmarks 40

Bounce to Original Sender 57
Browse 17

Cc

Calendar Options 76
calendaring and scheduling 75
Category 41

Change Password 74
Compose 16

Composing Messages 38
Configure Mailing List 57
Confirmation 68
Confirmation Messages 51
Content Filters 26

Copy To 17

Copying 17

Create New Folder 18
Current Subscribers 60

D

Default Posting Permission 58
Delete 15, 17, 19

Deleting Existing Address Book Entries 35
Deleting Filter Rules 46
Delivery Mode 60

Descriptive Information 65
Digest Generation 59

digest mode 59

Digest Size 58

Distribution 55, 67

Distribution List 7

Distribution List Archives 69
Distribution List Configuration 55
Distribution List Controls 56
Distribution List Manager 69
Distribution List Subscription 67
Distribution Lists 26, 50, 55, 67
DL Whitelists 62

DL whitelists 61

DNS-BL 23, 25, 26, 31, 64
DSN requests 58

E

Edit Subscriber List 59

Editing Existing Address Book Entries 35
Editing Filter Rules 46

Enable Archiving 69

F

farewell message 65
File Attachments 16

file attachments 12

File Download 12

Filter Rules 43, 45

Find Message 20

Folder Deletion 23
Folder Renaming 23
FOLDERS 11, 18
Forward 13

Forwarded Message 14
Free/Busy 75

Free/Busy Option Configuration 78
Free/Busy Options 77
Free/Busy Server 49, 75

G

global address book 33
Global Directories 36
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IFO 48

IMAP 9

immediate mode 59

Inbox 43

INFO 10

Internet Free/Busy 48, 75
invalid posting 57

IP address 62

IP Address Configuration 29

L

List of Lists 50

list owner 66

LMDA 26, 43, 44

Local Mail Delivery Agent 26
Local Services 26

Login 54, 55

Logout 54

M

Mailing List Subscription 67
Mailing List Summary 51
Mailing Lists 50

Mailsort 43

Mailsort Filter Information 45
Message Headers 20
Message Source 21
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