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Preface

Overview

INTRODUCTION

The Internet Exchange Messaging Server (IEMS) 4.1, Enterprise Edition, is an open
architecture enterprise messaging solution specifically designed to enable legacy e-mail
systems to co-exist with proprietary messaging systems while making full use of Internet
messaging and directory services. It is equipped with some new features (see Chapter 1
for more details) while providing considerable enhancements over the current version of
the Messaging Server 4.0. Its various components can be run in multiple machines and
operating systems concurrently, assuring high scalability and redundancy.

The Messaging Server is responsible for the sending and receiving of messages over the
Internet using either the SMTP protocol or a Batch SMTP tunnel. Once messages are
received by Internet Exchange, the Message Transfer Agent (MTA) then routes the mes-
sages to the appropriate output channel (SMTP, Message Store, Distribution List Manager,
cc:Mail/Notes Connector, among others) and performs preset preprocessing on each mes-
sage. The message routing isfacilitated by datain the Internet Exchange Directory Server.

This document, explains in detail, how to install, configure, use, and administer the Inter-
net Exchange Messaging Server (IEMS) 4.1 on your machine. You must read the instruc-
tions/configuration procedures contained herein before attempting to set up and configure
each modules in order to complete the installation and configuration of the software suc-
cessfully. You'll be required to gather all the information needed for the installation before
starting the IEM S 4.1 installation program. This manual contains the following sections:;

Chapter 1, “ System Architecture” , provides an overview of the technologies used in the
IEMS. It also outlines the different components of the IEM S and their features.

Chapter 2, “Installing the IEMS Messaging Server”, describes in detail the steps that
must be followed by the user in setting up the IEM S and installing the license.

Chapter 3, “ Operation and Administration”, describes the procedures for configuring,
administering the different modules of the IEMS. The modules are:

e Directory Server

* Preprocessor

* Message Transfer Agent (MTA)

* Simple Mail Transfer Protocol Daemon (SMTPD)
e Simple Mail Transfer Protocol Client (SMTPC)

« Batch SMTP (BSMTP)

* Distribution List Manager
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Introduction

* Message Store

e Mailsort

Chapter 4, “ End User” , describes the procedures for configuring, administering the three
modules of the IEMS:

e Directory Server

* MailSort

* Distribution List Manager

This section gives the end-user the option to view and edit the user information on the
directory server; access some of the features of the optimized Message Store; and check
the available mailing list where he/she can either subscribe to or unsubscribe from thelist.

Chapter 5, “Free Lists’, describes how end users can subscribe to and/or unsubscribe
from the list of open mailing lists available in the Messaging Server.

Chapter 6, “Web Mail Client” , describes how end users can access their mailboxes via a
web browser using IEMS.

Chapter 7, " Troubleshooting” , describes the tools needed by the system administrator for
troubleshooting purposes.

Il Messaging Server - Administrator’s Guide Version 2.0/April 2000



Chapter 1

Enterprise Messaging Server Architecture

SYSTEM ARCHITECTURE

The Internet Exchange Enterprise Messaging Server (IEMS) version 4.1 extends
Enterprise messaging beyond traditional limits with a fully enhanced, open architecture
messaging solution. It consists of several powerful, scalable and easy-to-configure mod-
ules that allows the machine to handle various tasks simultaneously. The Messaging
Server isresponsible for sending and receiving messages over the Internet using either the
SMTP protocol or the Batch SMTP tunnel. Once the messages are received by the IEMS,
the Message Transfer Agent (MTA) then routes the messages to the appropriate channels
(SMTP, Message Store, Distribution List Manager, cc:Mail/Notes Connectors, etc.) and
performs preset processing on each message., after which the message routing is facili-
tated by the IEM S Directory Server.

The IEMS comprises of the following modules: Lightweight Directory Access Protocol
(LDAP) Directory Services, Simple Mail Transfer Protocol Daemon (SMTPD), Simple
Mail Transfer Protocol Client (SMTPC), Message Transfer Agent (MTA), Internet Mail
Access Protocol (IMAP4), Post Office Protocol (POP3) Client-Server, Distribution List
(DL) Manager, Local Message Store, Quota Agent, Preprocessor Module, Batch SMTP
and a Web based E-Mail Client that ensures a dynamic messaging solution for any kind of
enterprise.

Scalable Distributed System Environment

The IEMS architecture is designed to support a Distributed Message Handling Environ-
ment to ensure that each module will have sufficient computing resources to perform its
tasks and to provide for future expansions, assuring high scalability. In case the messaging
needs of the organization outgrow the initial set-up, Internet Exchange Messaging
Server’s operations can be further scaled providing expansion capability to meet the user’s
growing needs.

Reliable Remote Management and Multi-Platform Support

IEMS system components can be run on multiple machines and operating system concur-
rently. Communication between the different modules is done via Remote Procedure Calls
(RPC) running on a TCP/IP transport layer. With the use of RPCs, a multi-platform, Dis-
tributed Message Handling Environment is possible to run on Windows 95, Windows 98
and Windows NT.

IEMS KEY FEATURES

Each module of the Internet Exchange Enterprise Messaging Server has specific functions
that assure fast, secure and reliable message delivery to and from the Internet. The follow-
ing are the key features of the various modules of the IEMS:
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What's New With IEMS 4.1

Highly Scalable Standard Protocols
* IMAP4 and POP3 Server Support
* Simple Mail Transfer Protocol Daemon/Client Support
* Batch SMTP Tunneling

LDAP-Enabled Administration and Management
* LDAP-based Directory Service and Synchronization

Flexible Configuration and Monitoring
* Preprocessor Queue Management Support
e Channés and Connectors M essage Routing
e Anti-Virus Module support
* Anti-Spam Engine with Real-time Blackholelist (RBL) Support
e Auto-Text Insertion Engine support
* Distribution List Manager’'s Mailing List Management
* Message Transfer Agent (MTA) support
* IMAP4 Optimized Message Store support
e MailSort Utility for filtering mail messages
* Vacation Message Utility
* Message Switch

Powerful Security and Access Control
* Web-based Administration and Management User Interface
e End User Administration User Interface Support
Migration Tools

* Migration Tools for cc:Mail and Lotus Notes Environment

WHAT'S NEW WITH IEMS 4.1

The newly improved and enhanced features of IEMS provide critical solutions to cater to
the messaging needs of various enterprise. The following are the new and enhanced fea-
tures of the various modules of the IEMS:

* Enhanced Installation/Licensing Process

* Enhanced Directory Services

* Monitor Control Responder Configuration and Status User Interface
* Message Store Quota Agent

* Enhanced BSMTP Dial-up Connection

e Optimized Message Handling via SMTPC Queue Management

¢ Enhanced Web Administration and Maintenance User Interface
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System Components

* Web Based E-Mail Client

* Free Mailing Lists

Internet Exchange Enterprise
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Figure 1-1: Internet Exchange Enterprise Messaging Server System Architecture

SYSTEM COMPONENTS

Simple Mail Transfer Protocol Daemon (SMTPD)

SMTPD is the server module that listens for incoming messages from the Internet A new
thread is created by the SMTPD module whenever a new connection regquest for incoming
mail is detected. To minimize delay in message delivery, it is also capable of sustaining
simultaneous SMTP connections by creating multiple threads. The SMTPD module sup-
ports the ESM TP service extension Delivery Status Notification (DSN), the 8bit MIME
transport (8BITMIME), Message Size Declaration (SIZE) extensions aswell asthe ETRN
for downstream dial-up connected sites.

Simple Mail Transfer Protocol Client (SMTPC)

SMTPC is the client module responsible for delivering messages to the Internet. It is a
multi-threaded application that regularly polls for messages queued in the SMTPOUT
channel. The SMTPC Queue Manager guarantees a fast mail delivery by processing mes-
sages based on their priority weight and by assigning different processors for deferred and
pending messages. The SMTPC Module supports the following ESMTP service exten-
sions: DSN, message size extension, ETRN remote queue start-up (primarily for discon-
nected or dial-up access) and 8BITMIME. With ETRN support, dia-up SMTP hosts can
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System Components

notify the SMTP server when to deliver messages, alowing bandwidth resources to be
used efficiently.

Optimized Message Handling via SMTPC Queue Management

To speed up mail delivery and save on storage resources, IEMS uses a shared message
gueue structure. By using this structure, duplication of messagesis avoided and processing
overhead is minimized. IEMS also provides a mechanism for efficient message priority
handling, the efficient processing of server-side ETRN requests, and improved messaging
gueue strategies.

The SMTPC Queue Manager displays according to any of the following sorting criteria:
Priority Weight, Sender, Deferred Time and Message Size. When the sorting criteria is
specified, SMTPC will search al the deferred messages for the specified criteria. The
resultswill be displayed on a new page showing all the messages that match the search cri-
teria.

Batch SMTP Tunnel

IEM S includes a batch-mode implementation of SMTP Media Type (RFC 2442). Thisisa
MIME content type for tunnelling ESM TP transactions through any MIME-capable trans-
port. IEMS includes a BSMTP Tunnel Encoder provides a mechanism for the tunnelling
of messages for an entire organization or pre-defined Internet addresses, while preserving
the original envelope information for each message. When messages of this type arrive at
a single POP3 account, they are picked up by the POP3C/Batch SMTP Decoder, which
retrieves, decodes and then submits them to the Internet Exchange MTA with the origina
envelope recipients retained. This allows the messages to be further routed until they are
received by the originally intended recipients.

Enhanced BSMTP Dial-up Connection

The Enhanced Batch SMTP of the IEMS has been improved to provide a solution to han-
dle poor TCP/IP connections such as unstable dial-up connections. Certain cases arise
when the TCP connection may be terminated abruptly allowing the connection between
the server and the client to be closed without issuing the proper commands to disconnect.
The POP3 server might not remove those messages that have been downloaded and
marked as deleted. This problem has been fixed by introducing two new mechanisms. The
first way of handling this situation is by utilizing the POP3 command UIDL (Unique ID
Listing) and maintaining alocal database of UID for each message downloaded. M essages
that have been downloaded can already be detected and will not be downloaded again.
Another option isto specify the maximum number of messages per POP3 session for those
whose POP3 servers do not support UIDL.

Directory Service and Synchronization

The IEMS Directory Service is based on a client/server architecture that uses the Light-
weight Directory Access Protocol (LDAP). It isan open directory access protocol running
over TCP/IP. It is specifically designed for managing information about users, groups,
mailing lists, aliases processing, and mail routing. Other Internet Exchange modules, such
as the IMAP4 Server, POP3 Server, Message Switch, and Local Mail Delivery Agent
(LMDA), access the Directory Service for directory information. The system administra-
tor can create and modify the list of channels/connectors that a specific user is using to
route his messages. He can also view the license information of the licensed users under
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System Components
the different channel s/connectors.

I MAP4 Optimized Message Store

The IMAP4 Optimized Message Store is more than just a dedicated mail repository for
remotely storing, retrieving, and manipulating messages. Optimized for access via the
IMAP4 remote access protocol, it allows many users to efficiently access the system con-
currently. Unlike some other IMAP4-based servers, IEMS handles large mailbox sizes
efficiently. Using the shared mailbox system, the system can manage users, groups and
other shared data with a single mail account. To monitor the disk usage of the different
users under a specific domain, the optimized message store features a quota agent which
can limit the message store users to a fixed mailbox size.

IMAP4 Server

The IMAP4 Server allows users to access their mailboxes via IMAP4-capable clients such
as Microsoft Outlook Express, Netscape Communicator and Pegasus Mail, among others.
By utilizing IMAP4, users can manipulate their mailboxes/folders on the server without
having to download them to alocal hard disk. They can aso create multi-level mailboxes
aswell as shared mailboxes on the server that can be viewed concurrently, easily renamed,
moved, or deleted (with the proper authorization from the system administrator) in real-
time across multiple operating environments.

POP3 Server

The POP3 Server provides POP3-capable clients with another means of accessing their
incoming mailboxes. Using POP3, users can retrieve messages from the IEMS Message
Store Inbox and store them in alocal hard disk so they can be read in an off-line or discon-
nected state. The POP3 Server supports multi-threading for fast message retrieval.

Mailsort Utility for Filtering Mail Messages

The Mailsort utility of the Internet Exchange Messaging Server defines rules so that the
Local Mail Delivery Agent (LMDA) can copy, forward or move messages to presel ected
mailboxes/folders other than the INBOX. It can also generate automatic replies to incom-
ing messages based on pre-defined criteria. The Mailsort filtering utility implements the
rules based on certain attributes (i.e. message sender, recipient or subject) to process
incoming mail at message delivery time. Another function of the MailSort module is its
ability to reject mail messages which are coming from the defined e-mail addresses.

Vacation Utility

IEM S MailSort module includes a vacation utility that enables individual users to config-
ure their account to automatically reply to incoming messages whenever they are not
available.

Message Store Quota Agent

The Message Store Quota Agent is responsible setting and enforcing disk quotas on all
Message Store user accounts. This feature of the Messaging Server limits the amount of
resources that is allocated to the individua users to prevent them from consuming all of
the available disk space in the server.

The Quota Agent generates reports in the form of HTML and text files, which the system
admistrator uses to check and verify Message Store performance and space utilization.
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System Components

The reports are aso in HTML format to make them available in the Internet Exchange
web interface. The text file reports serve as file attachments to mails sent to the system
administrator. System administrators are allowed to browse the previous reports generated
by the Quota Agent engine via Quota Agent History Report.

Preprocessor Queue Management

The Preprocessor Unit is an integrated subsystem of the Message Transfer Agent (MTA)
that features a highly scalabl e architecture. Each of the Preprocessor programsis aplug-in
module, ensuring efficient usage of computing resources and maximum throughput. In
addition, this capability ensures that the system can easily be scaled to cope with the mes-
saging needs of an organization. The Preprocessor subsystem incorporates an open Appli-
cation Programming Interface (API), which allows for the development of third party or
custom processing modules.

The Preprocessor Unit, which runs the Anti-spam and Anti-virus Engines, is equipped
with a Channel Action Matrix to provide the system administrator with a flexible tool in
configuring which channels/connectors should be run for a particular message. This is
based on certain parameters, such as the origin and destination of the message. For exam-
ple, the system administrator may not want to run the Anti-virus Module for messages
coming in from the local environment and destined for Local message store user. Or
another scenario would be, the system administrator would like his spam messages com-
ing from the Web Mail Client and destined to the internet to be deleted. This option can be
easily implemented via the Channel Action Matrix's configuration Graphical User Inter-
face (GUI). Another feature of the Preprocessor unit is the Auto Text Insertion engine that
provides the capability to insert disclaimers into messages passing through the Internet
Exchange Messaging Server.

Anti-Virus Module

The Anti-virus Moduleis a Preprocessor plug-in module that performs anti-virus scanning
on mail messages that enter the Internet Exchange Messaging Server. It is a stand-alone
unit capable of creating multiple threads for speedy virus scanning. A thread is generated
by the module for each message to allow simultaneous virus scans. This module is highly
configurable and provides system administrators with several options in handling virus-
infected messages. Such messages can either be bounced back to the sender, deleted, or
archived to a pre-defined location/folder. Internet Exchange currently supports the follow-
ing anti-virus engines:

* McAfee VirusSan
This software engine supports the following platforms: DOS, Windows 95, Win-
dows 98 and Windows NT.

* Sophos Anti-Virus for Windows 95/98
This application has the capability to automatically eliminate many common
viruses and can easily be installed. It can be updated monthly with the latest anti-
virus technology viathe World Wide web or viaa CD or floppy disk.

* Sophosfor Windows NT

This application is specifically designed for the Windows NT platform and has the
same features found in Sophos Anti-Virus for Windows 95/98.
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System Components

* F-PROT Professional Anti-Virus Package
This is specifically designed to support Windows 95/98 and Windows NT 4.0
(Server/Workstation).

Anti-Spam Module

The Anti-spam Module is designed to protect the integrity of the entire messaging system
against unsolicited junk e-mail. This module enables the system administrator to create a
list of banned or unwelcomed IP address/addresses using a configurable GUI. It is aso
capable of verifying the corresponding name of an IP address during theinitial stage of the
SMTP session via reverse DNS lookup to filter out forged names, thereby blocking out
potential spammers even before they can enter the system. A new feature of the Internet
Exchange Messaging Server is its ability to reject spam messages using SMTP error
codes.

Anti-Spam Engine with RBL Support

Aside from providing system administrators with options to create a list of banned IP
addresses, the Anti-Spam Module supports Real-Time Blackhole Lists (RBL) for opti-
mum Anti-Spam protection. IEMS currently supports five RBL-style systems. They are:

* MAPS-RBL (Mail Abuse Prevention System’s Real-time Blackhole List)
* MAPS-DUL (Mail Abuse Prevention System’s Dial-up User List)

* |IMRSS (Internet Mail Relay Services Survey Project)

* ORBS (Open Relay Behavior-Modification System)

e DSSL (Dynamic IP Spam Source List)

Channel Action Matrix

The Channel Action Matrix provides the system administrator with aflexibletool for con-
figuring which modules the Preprocessor Unit should run for a particular message based
on the message flow through the Internet Exchange Messaging Server.

The PreProcessor engine consists of several modules. They include the following: AntiVi-
rus, SpamArchive, SpamDelete, Spam Bounce, Loop Detection, Autolnsertion.

The system administrator can select from the following preprocessor modules which ones
to run when routing messages to/from the internet into the Internet Exchange Messaging
Server. After a specific preprocessor module has been selected, the different channels and
connectorsin the Channel Action Matrix will run the specific preprocessor module for the
messages being routed in the Internet Exchange Messaging Server. For example, you may
want to scan your messages coming from the internet destined to your local Message
Store. The Channel Action Matrix’s configurable Graphical User Interface (GUI) contains
atable of al the input and output channels where you can select the proper channels and
connectors to run the anti-virus module.

Version 2.0/April 2000 Messaging Server - Administrator’s Guide 1 - 7



System Components

Auto Text Insertion Engine

The Auto Text Insertion Engine provides the capability to insert disclaimer messages into
messages passing through the IEM S. The administrator can add different disclaimer mes-
sages based on the message source channel. The Auto text engine allows the system
administrator to use plain text and/or HTML text for insertion process. The engine cur-
rently supports RFC822 message (non-MIME) and most of the MIME message structure

types.

The preprocessor invokes the auto insertion engine based on the configuration in the
Channel Action Matrix. The Auto insertion engine provides a second level of configura-
tion where users can define a plain text file name and/or aHTML text file name per source
channel. The content of the plain text file and/or the HTML text file is appended to the
appropriate section of the message.

Enhanced Preprocessor Queue Management

IEMS provides an enhanced Queue Management facility for the Preprocessor input and
output queues, cc:Mail Internet Post Office Queue, Notes SMTPBOX Queue and finally
the SMTPC Queue.

For the Preprocessor, this utility allows the management of al input and output queues.
The output queue provides the status of all the default channels (i.e. cc:Mail, Local,
SMTPC, BSMTPOUT, NOTES and DL).

All input and output queues display messages according to one of the following criteria:
Priority Weight, Sender, Deferred Time and Size. When the sorting criteriais specified for
the selected channel, the queue management utility searches all the deferred messages for
the specified criteria. The results are displayed on a new page which shows all the mes-
sages that match the search criteria. From here, the end user can either view the headers of
the messages individually, delete the messages, bounce the messages or reset the queue.

A similar functionality is available for the Internet Post Office queue and the Notes
SMTPBOX queue. The queued messages are displayed for both the queues from where
the end user can either delete the messages or bounce the messages.

Message Transfer Agent

The Message Transfer Agent (MTA) isresponsible for routing the mail messages received
by the preprocessor to the intended Channels. Upon receiving a message the MTA tempo-
rarily storesthe message locally in a shared message queue while analyzing the recipient’s
address. It will either deliver the message to the recipient’s local address or forward the
mail to another MTA.

RAS (Remote Access Service) Scheduling

The Dial-up Scheduler alows the system administrator to choose which days of the week
to run the dial-up schedule for Remote Access Service (RAS). RAS is the remote access
service for Windows and is actively supported on all WIN32 platforms. It is a useful fea
ture for dia-up issues.

Distribution List Manager
The Distribution List Manager (DL ) allows messagesto be sent to all of alist’s subscribers
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simply by submitting the said messages to a single address. It enables system administra-
tor to create an electronic mailing lists that supports the following features: mail blocking,
adding/removing subscribers, and setting the preferred delivery options. The configuration
of all these featuresis carried out by the system administrator via a Web-based user inter-
face.

Message Switch

The Message Switch is responsible for connecting disparate e-mail systems. It is capable
of supporting multiple mail systems, including the following channels: Local Message
Store, cc:Mail Connector, Lotus Notes Connector, Distribution List Manager, outbound
SMTR, and the Batch SMTP Tunnel Encoder. It uses information provided by the LDAP
Directory Server to determine to which channel an incoming message should be routed.

MC Responder Configuration and Status User I nterface

IEMS 4.1 furthermore includes a new Monitor and Control (MC) user interface that com-
bines the module status/control and the M C Responder's local components configurations
on asingle HTML/CGI page. It provides the system administrator with simpler manage-
ment tools to browse and manage all the IEM S components on a distributed system.

The system administrator can easily stop or start a component in the IEMS. The MC
Responder’s configuration and status user interface also enables the system administrator
to monitor all of the installed components.

Migration Toolsfor cc:Mail and Lotus Notes

The cc:Mail and Notes Connectors come with migration tools for moving cc:Mail and
Notes users to the IEM S message store. These migration tools enable the system adminis-
trator to export the user directory of cc:Mail and Notes usersto the LDAP Directory. They
also alow users mailboxes and sub-folders in LAN-based systems to be exported to the
Local Message Store, where they can be accessed by any POP3 or IMAP4 compliant user

agent.

Address Mapping for cc:Mail

When a cc:Mail user sends a message via the cc:Mail connector using IEMS, hisher
address needs to be converted to some format that will be understood by the Internet mail
system. When IEMS receives a message intended for a cc:Mail user, the Internet address
will be converted to the corresponding cc:Mail user address before delivery.

When constructing Internet addresses for cc:Mail user without an explicit entry in the
Directory Server, all the spaces are usually converted to underscores (spaces are not valid
in Internet mail address). Since some sites prefer to use dots instead of underscores, this
option alows the system administrator to choose between the two: “.” or “_".

Enhanced Web-based Administration User I nterface

The improved Web Administration User Interface displays some functional innovations to
further enhance the IEMS 4.1. The top level ICONS of the new web user interface shows
only the installed components as well as the location where the said modules are installed.
The main administration menu, on the other hand, displays the functions of the modules
installed. Furthermore, the enhanced web administration user interface allows the system
administrator to navigate all the components on a distributed system. The system adminis-
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trator can manage, configure and monitor the server from anywhere on the Intranet or
Internet regardless of the platform used.

Enhanced End User Administration I nterface

The IEMS also provides a separate Web-based administration interface that is specially
created for the end-users to be able to configure the following three modules of the Inter-
net Exchange Messaging Server:

e LDAP Directory Server
* MailSort
* Distribution List Manager

This gives the end-user the option to view and edit the user information on the directory
server if they would like to. Next, it provides the end users to access some of the features
of the optimized Message Store. They are alowed to define their Mailsort filters or update
their user passwords for the Message Store. Finally, the end-user administration interface
enables the end-users to view the available closed mailing list and then to either subscribe
or unsubscribe to the available closed mailing list.

Web Mail Client

The Web Mail Client is a new feature of IEMS 4.1 that lets you compose mail messages,
reply or reply al to received mail messages, forward mail messages as well as upload file
attachments anytime, anywhere using a standard web browser such as Netscape or Internet
Explorer. It accesses the standard mailboxes such as Inbox and Outbox for storing and
managing your received as well as sent mail messages. It al'so allows you to create your
own folders where you can move or copy your mails. Furthermore, it's appearance can be
customized according to the preference of your enterprise.

The Web Based E-Mail Client is a collection of Common Gateway Interface (CGlI) pro-
grams that allows end users to access their mailboxes from the IEM S Message Store using
any kind of web browser. The set of CGI programs uses the Message Store Application
Programming Interface (MS-API) to interface with the optimized IMAP4 Message Store.
This allows users to access the Message Store via the web browser in addition to access
vialMAP4/POP3 standard clients.

The Web Mail Client uses the Message Queue API to submit the mail message to the Mes-
sage Queue, which is responsible for distributing the mail to the proper channels in the
IEMS.

Free Mailing Lists
The Free Mailing Lists feature of the IEMS allows the end users to subscribe and unsub-
scribe to the open mailing lists available on the Messaging Server.

Enhanced | nstallation/Licensing Process

The new installation process of the IEMS no longer requiresthat alicense beinstalled on a
machine using the IEMS Installation web interface. The Certificate Installer program will
extract and display the license information contained in the certificate, such as expiration
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date, license key, and license type. These values are used to check the authenticity of the
license key generated by International Messaging Associates, which isalso included in the
certificate, by passing these values to an algorithm to create a unique key. In order for the
license key to work, the resulting key must match the key stored in the certificate.

SYSTEM OPERATION

When mail messages from the Internet enter the Internet Exchange Messaging Server,
they are received by the different input channels and connectors' (i.e. SMTPD,
BSMTRetc.), see “ Figure 1-2: Message Flow within the Internet Exchange Messaging
Server” on page 1-12. The Message Switch, which is responsible for determining which
channel/s an incoming message should be routed to, submits the messages to the Internet
Exchange Preprocessor module which then performs arecipient look-up and search for the
local domain, say @domain.com, of the mail message. If the local domain is found, then
Internet Exchange will look-up the email address of the recipient from the LDAP server. If
the domain is not a locally defined domain, say @hotmail.com, then Internet Exchange
will forward the mail message to the default Internet Delivery Channel, say SMTPC chan-
nel, instead.

While performing the various message recipient |ook-up, the Preprocessor componet can
run its own plug-in modules. The Anti-Virus module scans messages for known viruses
while the Anti-Spam blocks junk mail from entering the system. For each module in the
Preprocessor Unit, the IEMS associates a corresponding identifier, called the Channel
Action Matrix. With the Channel Action Matrix, system administrators have a flexible
tool for configuring which modules in the Preprocessor Unit should be run for a particular
message, based upon the message flow or routing within the MTA. For example, the sys-
tem administrator may not want to run the Anti-virus module for messages coming from a
cc:Mail user and destined to another cc:Mail user or Lotus Notes user within the system.
Or he may want to run the Anti-virus module only for messages coming from the Internet
and not for messages bound for the Internet. These options are easily and fully configured
in the Graphical User Interface of the Channel Action Matrix.

1. The system administrator must configure the proper channels and connectors. that would perform the var-
ious message routing. To learn how to configure the different channels and connectors, please go to the
Configuration and System Administration Chapter (Chapter 3) of the manual.
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Figure 1-2: Message Flow within the Internet Exchange Messaging Server

The Message Queue will temporarily store the messages until the different connectors
have routed them to the intended recipient’s mailbox. The mail messages will be sent by
the properly defined connectors to its assigned mailbox. If after performing the LDAP
search, the username of the particular message cannot be determined, then the mail will be
forwarded to the Default local Delivery Channel. If the username of the particular mail
message is found, the Internet Exchange Messaging Server will forward the message to
the particular output channel/s which will route them to the appropriate mailbox/es.

Distributed System Environment?
In order to reduce the overal system loading, it is advisable for heavily loaded sites to
install the IEM Sin a Distributed M essaging System Environment. With the [IEM S running

2. Please note that following is just one of the many different approaches available to scale and distribute
operations of Internet Exchange Messaging Server. Please also note that the Preprocessor operations can
be further scaled for example, Anti Virus operations can be further separated and implemented on one
machine
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in a Distributed Messaging System Environment, the different modules of the IEMS will
be running on separate machines.

This process employs a shared message queue structure to allow the different IEM S mod-
ules to share and access the different files on multiple machines. Using the sample mes-
sage flow diagram (see “Figure 1-2: Message Flow within the Internet Exchange
Messaging Server” on page 1-12) and the distributed system environment diagram (see
“Figure 1-3: IEMSDistributed System Environment” on page 1-13), when mail messages
from the internet enter the Internet Exchange Messaging Server through the SMTPD input
channel or let's say the Web Mail Client in machine C, the messages will be forwarded to
the Message Switch, in Machine A, who will be responsible for determining which output
channel the messages should be routed to.

The Internet Exchange Messaging Server, upon receiving a mail message from the input
channel in machine C, will search for the local domain of the mail message, i.e.
domain.com. If the local domain is not found, then the messages will be routed to the
Default Internet Delivery Channel (SMTPC Channel) also in machine C. If the local
domain is found, then the Preprocessor components in machine A will perform arecipient
look-up from the LDAP Directory Server in machine B. If the username cannot be found
then the messages will be forwarded by the Default Local Delivery Channel in machine C
to, let's say, thelocal Message Store in machine D. If the usernameis determined, the mes-
sage will be stored temporarily in the Shared MTA Message Queue. The Preprocessor
component will run its various plug-in modules on the messages. With the Channel Action
Matrix, Internet Exchange determines which channels should run the particular modules
in the Preprocessor Unit for a particular message, based upon the message flow or routing

within the MTA.
Machine C \
» -~
Channel Message Switch
Action

Matrix Preprocessor Unit (anti-virus, anti-spam, etc.)

Machine B

DAP

POP3/ o
BSMTP ©

Decoder

Machine A

MTA Shared Message Queue

Distribution Batch SMTP LOCAL
NOTES CC:MAIL List SMTPC Tunnel Message
Manager Encoder Store

Machine C Machine D

Figure 1-3: IEMS Distributed System Environment
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Mail Messages temporarily stored in the MTA Shared Message Queue will be delivered
by the proper output channel/s and connector/s in machine C to their intended recipient’s
mailboxes. For mail messages destined to their local mailboxes, their message will be
routed by the local channel to the local Message Store in machine D.

MTA Shared M essage Queue

The Shared Message Queue of the Internet Exchange Messaging Server refers to the mes-
sage queue (MQ) whichislocated on the Preprocessor machine. All of the different channels
(i.e.CCIN/CCOUT, NOTESIN/NOTESOUT, LOCMAIL, SMTPD/SMTPC, BSMTP and
DL) read the messages from or deliver messages to the Message Queue. When the remote
modules are running on adistributed system, they can read/write files to the M essage Queue.

Windows NT network share

To create a shared message queue, the Internet Exchange Messaging Server utilize the
Windows NT network share. Another use of the Windows network share is to share a
physical directory on a machine so that other machines will be able to access that network
share asif it isaloca directory. The shared directory can be mapped to a driver letter. It
can aso be accessed using the Universal Naming Convention (UNC).

Client/Server Access

A client/server is a common form of distributed system in which operations are split
between server tasks and client tasks. A client sends requests to a server, asking for infor-
mation or action, and the server responds.

Client/Server approach is used in the Internet Exchange Messaging Server because some
of the modules require Client/Server access. Take the LDAP as an example, the Preproces-
sor (Client) performs a username look up from the LDAP server. The LDAP server
(Server) responds to the request by returning a search resuilt.

Directory Server

The Directory Server is based on the open Internet directory standard, the Lightweight
Directory Access Protocol (LDAP). It runsdirectly over TCP/IP, and can be used to access
astandalone LDAP directory service or to access a directory service.

The Directory Server allows the system administrator to manipulate stored information via
the Web user interface. This provides the system administrator with a user/administrator
interface to the Directory Server's front-end engine. The Web user interface uses the
LDAP API to access the Directory Server and to update or modify information contained
in the directory. By using the Web Interface, the system administrator can add new entries,
delete existing entries, search for a particular entry, modify existing entries or start/stop
the Directory Server.

Preprocessor

The Internet Exchange Messaging Server's Preprocessor Unit is an integrated subsystem
of the MTA with a highly scalable architecture. Each of the unit's program is a plug-in
module that can be run on separate machines, ensuring efficient utilization of computing
resources and maximum throughput. This capability also guarantees that the system can
easily be scaled to cope with the changes in the messaging needs of an organization. In
addition, the Preprocessor Unit incorporates an open API that permits the devel opment of
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third-party or custom processing modules. Communication between the different Preproc-
essor Unit modules are carried out via Remote Procedure Calls (RPC) over TCP/IP.

MTA Modules

The Message Transfer Agent (MTA) modules refer to the Simple Mail Transfer Protocol
Daemon (SMTPD), Simple Mail Transfer Client (SMTPC) and Batch SMTP (BSMTP)
which are responsible for handling message transfer across the internet. These modules
work in conjunction with the Preprocessor that handles the internal routing between the
channel processors. The Distribution List (DL), also included in the MTA components,
provides similar services asthe SMTPC. But aside from these services, the DL does extra
processing on the mail message and re-writing of the envelope before delivering the mes-
sage back to the MQ.

Local Mail Storage

The Internet Exchange Messaging Server's Local Mail Storage is the IMAP4 optimized
Message Store which is a dedicated mail repository for remotely storing, retrieving and
manipulating mail messages. It has been optimized for access via the IMAP4 remote
access protocol, alowing many users to access the system concurrently. Unlike some
other IMAP4 based servers, Internet Exchange Messaging Server handles large mailbox
sizes more efficiently.

The Local Message Store also supports POP3 capable clients for accessing their mailbox.
Using POP3, users can retrieve messages from the IEMS Message Store Inbox and store
them in a loca hard disk so they can be read in an off-line or disconnected state. The
POP3 Server supports multi-threading for fast message retrieval.

To ingtall the different Internet Exchange Messaging Server modules in a distributed sys-
tem environment, please refer to the Installation and Set-up (Chapter 2) section of this
manual. Whenever you are installing the Internet Exchange Messaging Server in adistrib-
uted environment, the Directory Server must be installed first for some of the core soft-
ware configurations is stored in the LDAP server. Without an active LDAP server, you
cannot install additional components on the second and third machines.

Channels/Connectors

The newly enhanced Internet Exchange Enterprise Messaging Server 4.1 features system
components called Channels/Connectors. Using the Internet Exchange Messaging Server,
the different users can associate several identifiers with the different channels. once the
installation of the Internet Exchange Enterprise Messaging Server is complete, the follow-
ing channels are installed. These channels do not include the connector modules, as they
need to be installed separately.

* Loca Message Store

SMTPC

Distribution List Manager

BSMTPOUT
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The following two channels are installed once the cc:Mail and the Notes connector mod-
ules are installed.

CCMail
¢ | otus Notes

One of Internet Exchange Messaging Server's powerful feature is the Preprocessor Unit
which has a scalable architecture that adequately provides the basic set of features and
capabilities that addresses the organization’s present requirements while providing arich
path for future expansion of users and throughput needs. Each of the preprocessor pro-
gramsis a plug-in module which can be run on separate machines. The Preprocessor's sub-
system incorporates an open Application Programming Interface, alowing the
development of third party or custom processing of channels or connectors. The Channel
Action Matrix for each channel in the Preprocessor Unit provides the system administrator
with a flexible tool for configuring which channels should run the Preprocessor module
for a particular message. For example, all your messages coming from the input channel
BSMTPIN destined for the output channels: BSMTPOUT, cc:MAIL, DL, LOCAL,
NOTES and SMTPC will be scanned for viruses using the AntiVirus module of the Pre-
Processor. This page contains alist of al the Input Channels and their corresponding Con-
nectors. The next page contains the list of Output Channels together with their
corresponding Connectors.see “ Figure 1-4: List of Output Channels with their corre-
sponding Connectors’ on page 1-16 & “ Figure 1-5: List of Input Channelswith their cor-
responding Connectors’ on page 2-17

OUTPUT CHANNELS

CCMAIL

NOTES

D

SMTPC

LOCAL

1111}
LLLLLL

BSMTPOUT

CONNECTORS

CCIN

NOTESIN

D

SMTPC

LOCMAIL

BSMTP

Figure 1-4: List of Output Channels with their corresponding Connectors
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INPUT CHANNELS

ccouTt

NOTESOUT

DLOUT

SMTPD

BSMTPIN

WEB MAIL CLIENT

1111}
LLLLLL

CONNECTORS

ccouT

NOTESOUT

D

SMTPD

BSMTP

||| ||| ||| ||| ||| ||| ||

LOCAL

Figure 1-5: List of Input Channels with their corresponding Connectors
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Chapter 2

Installing the Internet Exchange Messaging Server

INTRODUCTION

The various modules of the IEMS can be installed in a single machine or on multiple
machines. With IEMS running in a single machine (see “ Figure 2-1: IEMS on a single
machine” on page 2-1), all modules will be installed on one machine only.

Internet Exchange Enterprise
Messaging Server

POP3/
BSMTP
Decoder LDAP
Directory
Server

Channel Message Switch
Action . D :
Matrix Preprocessor Unit (anti-virus, anti-spam, etc.)

MTA Shared Message Queue

Distribution
NOTES CC:MAIL List SMTPC
Manager

LOCAL
Message
Store

Batch SMTP
Tunnel
Encoder

Figure 2-1: IEMS on a single machine

With IEMS running on multiple machines, its various modules can be installed and run in
paralel across different machines. This is a distributed environment or a distributed sys-
tem (see “ Figure 2-2 : IEMSin a distributed system” on page 2-2). The system adminis-
trator may be able to run the Directory Server on Machine A, Preprocessor module on
Machine B, MTA components on Machine C, and Connector Modules on Machine D or
many other combinations. Running IEMS across multiple machines can reduce overall
system loading.
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Machine C

Machine B

DAP

Ny Dire o)

Message Switch

Action . e '
Matrix Preprocessor Unit (anti-virus, anti-spam, etc.)

Machine A

MTA Shared Message Queue

Distribution Batch SMTP LOCAL
NOTES CC:MAIL List SMTPC Tunnel Message
Manager Encoder Store

Machine C Machine D

Figure 2-2 : IEMS in a distributed system

For optimum performance, it is recommended that the IEMS and its components be
installed using the following minimum configurations:

For Windows 95/98
* Pentium or higher
*  Minimum recommended RAM: 64 MB
e Minimum recommended hard disk space for applications: 40MB
e Minimum recommended hard disk space for message store: 1GB

For Windows NT 4.0 Server
e Pentium or higher

*  Minimum recommended RAM: 96 MB
e Minimum recommended hard disk space for applications: 40MB
e Minimum recommended hard disk space for message store: 1GB

The above mentioned system requirements are applicable both for single machine and dis-
tributed operation.

The base hardware/software configuration isonly for running the machine's operating sys-

2 - 2 Messaging Server - Administrator’s Guide Version 2.0/April 2000



Introduction

tem (OS) and other software needed to install the IEM S properly. To determine the mini-
mum memory regquirement needed by your machine to install the OS and the IEMS
components, you must add the memory requirements of those modules to the base hard-
ware configuration. Please refer to (Table 2-1 : Minimum memory requirements of IEMS
4.1 components) as shown below for computing the minimum memory requirements of

your machine.
IEM S 4.1 Components Memory Usage (M B)
CCIN 8
ccouT
NOTESIN
NOTESOUT

SMTP Daemon (SMTPD)

SMTP Client (SMTPC)

MQ Router

Directory Server

Local Mail Delivery Agent

Loca Mail Server

Distribution List Manager

Message Store Server

IMAP4 Daemon

POP3 Daemon

Preprocessor

Btrieve Database Engine

Anti-virus

Anti-spam

Responder

Apache Web Server

Auto-loop detection DLL

oOfN|I NN M| OB NI PPN P O|OW| |

Administrative Tools

Table 2-1 : Minimum memory requirements of IEMS 4.1 components
For example, if you have a machine running Windows 95/98, you need a minimum of

64MB of RAM to run the OS. If you wish to install the Messaging Server on that
machine, then you will have to ingtall additional RAM of 6MB for SMTPD, 4MB for
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SMTPC, 2MB for the MQ Router, 4MB for the Directory Server, 4MB for the Distribution
List Manager, BMB for the Preprocessor, 4MB for the Btrieve Database Engine, 4MB for
the Anti-virus, 2MB for the Responder, 2MB for the Apache Web Server, 2MB for the
Auto-loop detection DLL, 2MB for the Anti-spam, 8MB for the Administrative Tools.
Thus, the machine needs at least 118MB of RAM in order for the IEM S to run smoothly.

This chapter describesin detail the procedure on how to install the IEMS either on asingle
machine or in adistributed environment. If you are to install the Internet Exchange Mes-
saging Server on a single machine, then see “ Installing IEMS on a Single Machine” on
page 2-5. If you are to install the software in a distributed environment, then see “ Install-
ing IEMSin a Distributed System” on page 2-15.

Before installing the software either in asingle machine or on a distributed system, first of
all ensure that you have installed the certificate file issued to you by International Messag-
ing Associates on your local hard disk drive . It is recommended to place it on the “c:”
drive. By default, the certificate installer reads the certificate file (IMACert.IMC) from
C:\CERT. The certificate file will be used in licensing the modules that you are about to
install in your machine. Please take note of the directory path of your certificate file.
You'll be asked about the directory path once you reach the licensing stage. Without the
certificate file, you'll not be able to run the software.

It is aso recommended to fill in the Installation Worksheet before installing the software.
You will find the Installation Worksheet at the end of this chapter see “ Internet Exchange
Worksheet” on page 2-35. This will help you simplify your installation especially once
you reach the pre-configuration section for MTA, PreProcessor, cc:Mail Connector, Notes
Connector, and Postmaster.
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INSTALLING IEMS ON A SINGLE MACHINE

Toinstall IEMS 4.1 on a single machine, insert the IEMS 4.1 CD in your machine’'s CD-
ROM drive and run the installer Setup.exe. You may also download the IEMS at http://
www.ima.com. This program is designed both to be installed and removed from the sys-
tem should the need arise.

Once you have run theinstaller program, a dialog box providing a welcome message (Fig-
ure 2-3 : Main setup screen of IEMS4.1) will appear.

Setup program. This prograrm will install Internet
Exchange Messaging Server 4.1 on wour camputer.

% Wwielcome to the Internet Exchange Messaging Server 4.1

Itis strongly recommended thatyou exit all Windows programs
before running this Setup program.

Click Cancel to gquit Setup and then close any programs you hawve
running. Click Nextto continue with the Setup program.

WAARMING: This program is protected by copyright law and
international treaties.

nauthorized reproduction or distribution of this program, or any porion
of it, may result in sesvere civil and criminal penalties, and will be
prosecuted to the maximum extent possible under law.

Mext » Cancel

Figure 2-3 : Main setup screen of IEMS 4.1

Clicking on the Next button of the initial dialog box indicates acceptance of the software
usage terms stated on the screen. A new dialog box (see “ Figure 2-4: Selecting option in
installing the software” on page 2-6) that will allow you to choose an option in installing
the software will appear.

Click on the Cancel button if you want to terminate the installation.
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Select Components

Are you installating Internet Exchange Messaging Server far the first
time?

& [First Internet Exchange Messaging Senver installatian;

" Installing additional Internet Exchange Messaging Server

< Back | Mext > | Cancel

Figure 2-4: Selecting option in installing the software

Once on this screen you will be asked “Are you installing Internet Exchange Messaging
Server for thefirst time?” You are then given two answers out of which you need to select
one.

“ First Internet Exchange Messaging Server installation” meansthat you are either install-
ing Internet Exchange Messaging Server in a single machine only, or you are installing
part of the components of IEMS on a distributed system for the first time.

“Installing additional Internet Exchange Messaging Server” means that you are installing
additional components of IEMS in other machines. Thisis applicable for installing IEMS
in adistributed system (see“ Installing IEMSin a Distributed System” on page 2-15).

Select “ First Internet Exchange Messaging Server installation” then, click on the Next
button. A dialog box (see “ Figure 2-5: Selecting installation directory” on page 2-7) that
will allow you to select the folder or directory for storing the IEMS executable files will

appear.

Click on the “ Back” button if you want to go to the previous screen. Click on the Cancel
button if you want to terminate the installation.
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Choose Destination Location x|

Setup will install Internet Exchange Messaging Server 4.7 inthe
following folder.

To install to this folder, click Mext.
To install to a different folder, click Browse and select another folder.

“'ou can choose notto install Internet Exchange Messaging Server
4.1 by clicking Cancel to exit Setup.

4. AInternet Exchange Messaging Server 4.1 Browse... |

’7Destinatiun Folder

< Back Mext » | Cancel |

Figure 2-5: Selecting installation directory

The software installer uses C:\Program Files\IMA\Internet Exchange Messaging Server
4.1 as the default installation directory. If you wish to use this default directory, click on
the Next button to proceed with the installation. If you wish to install the software in
another directory, click on the Browse button to select your preferred installation directory.
After selecting the installation directory, click on the Next button. A new screen (see“ Fig-
ure 2-6: Select the IEMS components you wish to install” on page 2-8) that will allow you
to select which IEM 'S components to install will appear.

Click on the Back button if you want to go to the previous screen. Click on the Cancel but-
ton if you want to terminate the installation.
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Select Components | x|

Selectthe components wou want to install, clear the components you
do notwant to install.

Cormponents

v Freprocessar 239 K
v MATA, 928 K
v Message Store 1118 K
cchdail Connector 0K
I
— Descriptian

Directory Server

Space Required: 22484 K,
Space Available: 309472 K
< Back Mext > Cancel

Figure 2-6: Select the IEMS components you wish to install

You can install all the [EMS components in your machine by checking them all or by just
selecting the componentsindividually.

Select the LDAP Server. It should be noted that it is absolutely necessary to install the
directory server. The Internet Exchange Messaging Server won't operate without the
LDAP server. The LDAP server is specially designed for managing information about
users, groups, mailing lists, aliases processing and mail routing.

Select the Preprocessor Unit as well. It is again must to install the preprocessor unit. The
preprocessor unit, which runs the Anti-spam and Anti-virus engines, is equipped with a
channel action matrix to provide the system administrator with aflexible tool in configur-
ing which channels/connectors should be run for a particular message.

Next select the Message Transfer Agent (MTA). The MTA is responsible for routing the
mail messages received by the preprocessor to the intended channels. Again it is abso-
lutely necessary to install the MTA for the messaging server to operate.

Next select the Message Store. Selecting the Message Store will provide you with more
than just a dedicated mail repository for remotely storing, retrieving, and manipulating
your messages. Optimized for access via the IMAP4 remote access protocol, it alows
many users to access the system concurrently. Unlike other IMAP4-based servers, IEMS
handles large mailbox sizes efficiently. Using the shared mailbox system, the system can
manage users, groups and other shared data with a single mail account. To monitor the
disk usage of the different users under a specific domain, the optimized message store fea
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tures a quota agent to limit the message store users to afixed mailbox size.

The Web-based Administration Tools allows the system administrator to manage, config-
ure, and monitor the server from anywhere on the Intranet or Internet. The IEM S also pro-
vides a separate Web-based administration interface that is specialy created for the end-
users. This gives the end-user the option to view and edit the user information on the
directory server if they would like to. End user can also access their mailboxesvia|lEMS
Web Client. It should be noted that it is absolutely necessary to install the web based
Administration tools as well.

Administration of the IEMS is done via Web browser so a web server is required to proc-
essthe HTML and CGil scripts. If you don’t have an existing web server, select the Apache
Web Server. If you wish to use another web server, it is recommended to use the Internet
Information Server (11S) version 3 or 4.

Selecting the cc:Mail/Notes connector will allow cc:Mail/Notes users to send and receive
messages to and from the Internet, communicate with other local channels, and provide a
rich migration path for moving cc:Mail/Notes users to open Internet messaging standards.

The cc:Mail and Notes Migration Tools come with migration tools for moving cc:Mail and
Notes users to the IEMS mailbox system, which is based on a client/server architecture.
These migration tools enable the system administrator to export the user directory of
cc:Mail and Notes users to the LDAP Directory. They also allow users' mailboxes and
sub-folders in LAN-based systems to be exported to the Local Message Store, where they
can be accessed by any POP3 or IMAP4 compliant user agent.

After choosing which modulesto install, click on the Next button.
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Choose Destination Location x|

Flease selectthe root directony of the HTML and CGl files of the
Web-hased Administration Toals.

’7Destinati0n Folder

C:\.\ApachetHTDocs Browse... |

< Back Mext > | Cancel |

Figure 2-7: Select the directory for the HTML files and CGI programs

The software installer uses C:\Program Files\IMA\Internet Exchange Messaging Server
4.1\Apache\HTDocs as the default installation directory. This is the directory in which to
store the HTML filesand CGI programs. If you wish to use this default directory, click on the
Next button to proceed with the installation. If you wish to install the software in another
directory, click on the Browse button to select your preferred installation directory. After
selecting the installation directory, click on the Next button. A new screen (see“ Figure 2-
8: Enter the port to be used by the Apache Web Server” on page 2-11) that will allow you
to enter the port to be used by the Apache Web Server will appear.

Click on the Back button if you want to go to the previous screen. Click on the Cancel but-
ton if you want to terminate the installation.

2 - 10 Messaging Server - Administrator’s Guide Version 2.0/April 2000



Installing IEMS on a Sngle Machine

Enter Information

Flease enter the port number to be used by the Apache Weh Server.

< Back I Mext » | Cancel

Figure 2-8: Enter the port to be used by the Apache Web Server

Enter the port number (see “ Figure 2-8: Enter the port to be used by the Apache Web
Server” on page 2-11) to be used by the Apache Web Server. By default, the port is 80.
After entering the port number, click on the Next button.

Select Program Folder | x|

Setup will add program icons to the Frogram Folder listed below. “ou
may type a new folder name, or select one from the existing Folders
list. Click Mextto confinue.

Program Folders:

Intarnet E

Existing Folders:

ACCessories

Adobe Acrobat 4.0
Adobe Framemaker
Display Power Tools
EWAN_ winsock Telnet
Internet Exchange 4
Internet Explarer
Lotus Applications
hMeohfee WirusScan
Microsoft Image Composer hd|

< Back | Mext > | Cancel |

Figure 2-9: Select Program Folder
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A new screen (see “ Figure 2-9: Select Program Folder” on page 2-11) will appear. By
default, a new program folder named Internet Exchange 4 will be created in the Programs
menu. It is recommended to use Internet Exchange 4 as the program folder. Click on the
Next button to start the installation process.

A dialog box (see “ Figure 2-10: Preserving existing Apache web server settings” on page
2-12) will appear if you have Apache Web server installed in your machine before install-
ing the IEMS. If you wish to preserve existing Apache Web server registry settings, click
Yes. If you do not wish to, click No.

® Would vou like to preserve wour existing Apache web server registry settings?

Figure 2-10: Preserving existing Apache web server settings

A screen (see* Figure 2-11: Completing first part of IEMSsetup” on page 2-12) announc-
ing that the setup has been finished will appear. Click on the Finish button to complete the
first part of the setup.

Setup Complete

Setup has finished installing Internet Exchange Messaging Server 4.1
O YOUr COrmputer.

Click Finish to complete Setup.

< EaEk

Figure 2-11: Completing first part of IEMS setup
Once you have clicked on the Finish button, the HTPassword screen will appear and you

will be asked to supply a new password. The default user for this password is administra-
tor. After entering the new password, click OK. A confirmation that your password has
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been added to the password file will pop-up on your screen. Again, click OK. You'll then
be prompted with a dialog box giving you the list of tasks that will be carried out in the
listed order. Click on the Proceed button.

The IEMS Setup program will then be launched alowing you to install the license! of the
modules you have installed in your machine (see“ Installing The License During Software
Installation” on page 2-23). Using the IEMS license certificate, which you have received
from IMA, you are now authorized to run the software. Click on the Browse button to
select the path for the certificate file (see “ Figure 2-16: Certificate installer page’ on
page 2-23). select the check box of the modules you want licensed.

The License Manager will then verify if the certificate for the modules you have specified
exigts. If the certificate file is missing, the licensing process will terminate. If the certifi-
cate isfound, its contents are extracted and the license details will be displayed except for
the FQDN field, which is taken from IEMTA.INI file.

After the license has been verified to be correct, click on the Install Licenses button to
continue the licensing process. If the licensing process is successful, the IEMTA.INI file
will be updated to reflect the license key used for the module.

After you have successfully completed installing the IEM S and its license, you will need
to configure the following:

e MTA

* PreProcessor

* cc:Mail Connector?
* Notes Connector

¢ Postmaster

After the pre-configuration section, you are ready to run the messaging server. To run the
messaging server, go to the Start Up Menu\Program\internet Exchange 4\Apache Web
Server. Click the Apache Web Server. Go again to Start Up Menu\Program\internet
Exchange 4\Responder. Click the Responder to run all the servers (LDAP, MTA, among

1. NOTE: You may skip the licensing section and license your software viaweb interface. Yet, you may still
proceed with the software installation. However, installing the IEM S software does not mean immediate
access to the software. You will still need to install alicense certificate after the setup has been completed
to enable your software. To install alicense after the software installation you can either use the MS Win-
dows utility “certinst.exe” or usetheweb (see* Installing A License After Software Installation” on page
2-25), Toingtall the licence via the web you needed to run the Apache web server; and ensure that your
browser is pointing to the License Update page (e.g. machinename.domain.com\iev4\sysad\lup-
date\index.htm) in the IEM S web configuration.

2. NOTE: The pre-configuration for cc:Mail/Notes Connector will only appear if you have selected them
among the components to be installed in your machine. You may skip the pre-configuration section and
configure above mentioned | EM S components/connectors after the software installation viaweb inter-
face. See Chapter 3 for configuring the various IEM S components. Please see “ Installing The License
During Software Installation” on page 2-23 when configuring the above mentioned |EM S components/
connectors during software installation.
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others) otherwise, you may select a specific server you want to run or configure. Open
your browser (e.g. Internet Explorer, Netscape, among others) and type in the FQDN of
the machine (e.g. http://machinename.domain.com) in your browser’'s “Address field”.
Click the System Administrator link to configure the various IEM'S modules.

You must configure the different modules of the IEMS to suit your needs. In configuring
the different modules, you must follow the list of order mentioned below:

* Directory Server

* PreProcessor

e Other IEMSmodules(SMTPD, SMTPC, Distribution List, M essage Store, Mailsort,
MTA, BSMTP, cc:Mail/Notes)

Without an active Directory Server, you cannot configure other components of the IEMS
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INSTALLING IEMS IN A DISTRIBUTED SYSTEM

To ingtall the IEMS in adistributed system, the Directory Server must first be installed for
some of the core software configurations. Without an active Directory Server, you cannot
install additional components on the second and third machines.

Machine B

Machine A

DAP

POP3/ o
BSMTP o

Decoder

Message Switch

Preprocessor Unit (anti-virus, anti-spam, etc.)

Machine A

Machine B

MTA Shared Message Queue

Distribution Batch SMTP LOCAL
NOTES List SMTPC Tunnel Message
Manager Encoder Store

Machine C Machine B Machine B

Y

Figure 2-12: IEMS in a distributed system

Let's say you are going to install the IEM S on three separate machines:

Machine A, running the Directory Server and the PreProcessor
Machine B, running the MTA modules
Machine C, running the cc:Mail connectors

Using the above mentioned example, the Directory Server and the Preprocessor are going
to be installed on Machine A (DS), MTA modules on Machine B (MTA), and the cc:Mail
connectors on Machine C (cc:Mail).

First, insert the IEMS 4.1 CD in “DS’ machine's CD-ROM drive and run the installer
Setup.exe. Once you have run the installer program, a dialog box providing a welcome
and awarning message (see “ Figure 2-3 : Main setup screen of IEMS 4.1" on page 2-5)
will appear. Clicking on the Next button of the initial dialog box indicates acceptance of
the software usage terms.

A new dialog box (see“ Figure 2-4: Selecting option in installing the software” on page 2-

6) that will alow you to choose an option in installing the software will appear. Select
First Internet Exchange Messaging Server installation. Click on the Next button to con-
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tinue the installation.

A dialog box (see “ Figure 2-5: Selecting installation directory” on page 2-7) that will
alow you to select the folder or directory for storing the IEMS executable files will
appear. The software installer uses C:\Program Files\IMA\Internet Exchange Messaging
Server 4.1 as the default installation directory. If you want to install the software in
another directory, click on the Browse button and type in your preferred installation direc-
tory. Click on the Next button.

The next screen (see “ Figure 2-13; Selecting LDAP Server, Preprocessor, and Web-based
Admin Tools and Apache Server” on page 2-16) will allow you to select which IEMS
componentsto install. Select Directory Server, Preprocessor, Web administrative tools and
Apache Server. Click on the Next button. A screen (see“ Figure 2-7: Select the directory
for the HTML filesand CGI programs’ on page 2-10) for selecting the directory in which
to store the HTML files and CGI programs will appear.

Select Components E

selectthe companents you want ta install, clear the components yau
do notwant to install.

Caomponents
v LDAP Server f’
sor

MATA Dk
v Apache Web Server 817 K
v Weh-based Administration Tools 10013 K

=

—Description

Anti-sparm, anti-virus and loop detection CHENE |
processing

Space Reguired: 19619 K
Space Avallable: 267488 K

< Back I Mext > | Cancel

Figure 2-13: Selecting LDAP Server, Preprocessor, and Web-based Admin Tools and
Apache Server

The software installer uses C:\Program Files\IMA\Internet Exchange Messaging Server
4.1\Apache\HTDocs as the default installation directory. If you wish to use this default
directory, click on the Next button to proceed with the installation. If you wish to install
the software in another directory, click on the Browse button to select your preferred
installation directory. After selecting the installation directory, click on the Next button. A
new screen (see “ Figure 2-8: Enter the port to be used by the Apache Web Server” on
page 2-11) that will allow you to enter the port to be used by the Apache Web Server will
appear. Enter the port number to be used by the Apache Web Server. By default, the port is
80. After entering the port number, click on the Next button. A screen for creating a pro-
gram folder will appear.
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Create anew program folder in the Programs menu or choose an existing folder where the
IEMS program icons will be placed. By default, a new program folder called Internet
Exchange 4 will be created in the Programs menu (see “ Figure 2-9: Select Program
Folder” on page 2-11). It is recommended to use Internet Exchange 4 as the program
folder. Click on the Next button to start the installation process.

A dialog box (see “ Figure 2-10: Preserving existing Apache web server settings” on page
2-12) will appear if you have Apache Web server installed in your machine before install-
ing the IEMS. If you wish to preserve existing Apache Web server registry settings, click
Yes. If you do not wish to, click No.

A screen announcing that the setup has been finished (see “ Figure 2-11: Completing first
part of IEMSsetup” on page 2-12) will appear. Click on the Finish button to complete the
first part of the setup.

Once you have clicked on the Finish button, the HTPassword screen will appear and you
will be asked to supply a new password. The default user for this password is administra-
tor. After entering the new password, click on OK. A confirmation that your password has
been added to the password file will pop-up on your screen. Again, click on OK. You'll
then be prompted with a dialog box giving you the list of tasks that will be carried out in
the listed order. Click on the Proceed button to install the license of the modules you have
installed on your machine.

Using the IEMS license certificate, which you have received from IMA, you are now
authorized to run the software. Click on the Browse button to select the path for the certif-
icatefile (see“ Figure 2-16: Certificate installer page” on page 2-23). Tick only the check
box of the “Directory Server”. The Preprocessor module does not require the IMA license
to activate for this set-up.

After you have successfully completed installing the components of the Directory Server
on DS machine and its license, you will need to configure® the following:

s MTA

 PreProcessor?

¢ Postmaster

Once you have completed the Directory Server and Preprocessor installation, you can now
continue ingtaling the MTA modules and the cc:Mail connectors on a separate machines (e.g.
machine name for MTA modulesis“MTA” and machine name for cc:MAIL is“ccMAIL").

3. NOTE: You may skip the pre-configuration section and configure IEM S components MTA, PreProcessor
and Postmaster after the software installation viaweb interface. See Chapter 3 for configuring the vari-
ous |[EM S components. Please see “ Installing The License During Software Installation” on page 2-23
when configuring the above mentioned |EM S components/connectors during software installation

4. You will need to configure the Preprocessor on the first machine to accept connections from other
machines. Please see “ Pre-configuration” on page 2-27 when configuring the above mentioned compo-
nents/connectors.
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For installing the MTA components, insert the IEMS 4.1 CD into the CD-ROM drive of
the machine dedicated to run the “MTA” and run the installer Setup.exe. Once you have
run the installer program, a dialog box providing a welcome and a warning message (see
“Figure 2-3 : Main setup screen of IEMS4.1" on page 2-5) will appear. Clicking on the
Next button of theinitial dialog box indicates acceptance of the software usage terms.

A new dialog box (see“ Figure 2-4: Selecting option in installing the software” on page 2-
6) that will allow you to choose an option in installing the software will appear. Select
“Installing additional Internet Exchange Messaging Server” . Click on the Next button to
continue the installation.

A dialog box (see “ Figure 2-5: Selecting installation directory” on page 2-7) that will
allow you to select the folder or directory for storing the IEMS executable files will
appear. The software installer uses C:\Program Files\IMA\Internet Exchange4 as the
default installation directory. If you want to install the software in another directory, click
on the Browse button and type in your preferred installation directory. Click on the Next
button.

The next screen (see “ Figure 2-14: Selecting MTA, Web-based Admin Tools and Apache
Web Server” on page 2-18) will alow you to select which IEMS components to install.
Select MTA, Web administrative tools and Apache Web Server. Click on the Next blutton.
A screen (see” Figure 2-7: Sdlect the directory for the HTML filesand CGI programs’ on
page 2-10) for selecting the directory in which to store the HTML files and CGI programs
will appear.

Select Components E

selectthe companents you want ta install, clear the components yau
do notwant to install.

Caomponents
LDAP Server 0K f’
Freprocessar 0K
v Weh-based Administration Tools 10013 K
v Apache Web Server B17 K
I
—Description

SMTF modules, Message router, batch SMTP
module and distribution list manacger

Space Reguired: 23352 K
Space Avallable: 2683392 K
< Back Mext > Cancel

Figure 2-14: Selecting MTA, Web-based Admin Tools and Apache Web Server

The software installer uses C:\Program Files\IMA\Internet Exchange Messaging Server
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4.1\Apache\HTDocs as the default installation directory. If you wish to use this default
directory, click on the Next button to proceed with the installation. If you wish to install
the software in another directory, click on the Browse button to select your preferred
installation directory. After selecting the installation directory, click on the Next button. A
new screen (see “ Figure 2-8: Enter the port to be used by the Apache Web Server” on
page 2-11) that will allow you to enter the port to be used by the Apache Web Server will
appear. Enter the port number to be used by the Apache Web Server. By default, the port is
80. After entering the port number, click on the Next button. A screen for creating a pro-
gram folder will appear.

Create a new program folder in the Programs menu or choose an existing folder where the
IEMS program icons will be placed. By default, a new program folder named Internet
Exchange 4 will be created in the Programs menu (see “ Figure 2-9: Select Program
Folder” on page 2-11). It is recommended to use Internet Exchange 4 as the program
folder. Click on the Next button to start the installation process.

A dialog box (see “ Figure 2-10: Preserving existing Apache web server settings” on page
2-12) will appear if you have Apache Web server installed in your machine before install-
ing the IEMS. If you want to preserve existing Apache Web server registry settings, click
Yes. If you do not want to, click No.

A screen announcing that the setup has been finished (see “ Figure 2-11: Completing first
part of IEMSsetup” on page 2-12) will appear. Click on the Finish button to complete the
setup.

Once you have clicked on the Finish button, the HT Password screen will appear and you
will be asked to supply anew password. The default user for this password is administra-
tor. After entering the new password, click on OK. A confirmation that your password has
been added to the password file will pop-up on your screen. Again, click on OK. You'll
then be prompted with a dialog box giving you the list of tasks that will be carried out in
the listed order. Click on the Proceed button to install the license of the modules you have
installed on your machine.

Using the IEMS license certificate, which you have received from IMA, you are now
authorized to run the software. Click on the Browse button to select the path for the certif-
icate file (see “ Figure 2-16: Certificate installer page” on page 2-23). Only select the
check box of the MTA.

After you have successfully completed installing the components of the MTA and its
licences on the MTA machine, you will need to configure5 the following:

e MTA
¢ PreProcessor

* Postmaster

To install the cc:Mail componentsin “ccMAIL” machine, follow the same procedure
except for system components and licensing. Select cc:Mail, Web administrative tools and
Apache Web Server for system components to be installed on cc:MAIL machine (see

5. Please see“ Pre-configuration” on page 2-27 when configuring the above mentioned components
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“Figure 2-15: Selecting ccMail Connector, Web-based Admin Tools and Apache Web
Server” on page 2-20). For licensing, select the check box of the cc:Mail.

After you have successfully completed installing the components of the MTA on the MTA
machine and its licenses, you will need to configure6 the following:

e MTA
* PreProcessor

e cc:Mail Connector

¢ Postmaster

Select Components E3

Selectthe components you want to install, clear the components you
do notwant ta install.

Components
b cohdail Connectar 392 kK ﬂ
Motes Connector 0K
v Apache Web Server 817 K
v WWeh-based Administration Tools 10013 K =
cchdail Migration Tools 0K
I
—Descriptian
Directory Server

Space Required: 19200 K
Space Available: 283392 K
< Back Mext > Cancel

Figure 2-15: Selecting ccMail Connector, Web-based Admin Tools and Apache Web
Server

Once you have ingtalled all the modules, you can now start working with the system. If
you are running Windows NT, you can use the "Internet Exchange Monitor Control serv-
ice" to start the modules found on DS, MTA, and ccMAIL machines separately. You can
also bring up your favorite Web browser and connect to the IEMS administration web
page. To connect to the IEMS Web Administration user interface, type in the FQDN of the
machine (e.g. http://machinename.domain.com) in your browser’s “Address field”.

From the left-hand frame of the IEMS Web Administration user interface, select "MTA
component status”. You can now start the Responder moduleson DS, MTA, and CCMAIL
remotely. The activated Responder will start all the required components on the different

6. Please see” Pre-configuration” on page 2-27 when configuring the above mentioned components/connec-
tors
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machines.

You may also manualy start the different modules of the IEMS found on different
machines (e.g. the Directory Server in “DS’ machine, MTA in “MTA” machine, and
ccMAIL in“ccMAIL" machine).

To start the Directory Server, start the “DS’ machine. Go to the “Start”, “Menu\Pro-
gram\Internet Exchange 4\Apache Web Server”. Click the Apache Web Server. Go again
to “Start” “Menu\Program\Iinternet Exchange 4\Directory Server”. Click the Directory
Server to run the server for this module.

To start the MTA components, start the “MTA” machine. Go to the “ Start” “Menu\Pro-
gram\Internet Exchange 4\Apache Web Server”. Click the Apache Web Server. Go again
to “Start” “Menu\Program\Internet Exchange 4AMTA". Click the Batch SMTP Tunndl,
Distribution List Manager, SMTP Client, or the SMTP Server depending on what compo-
nents of the IEM S you want to configure.

To start the ccMAIL connector, start the “ccMAIL” machine. Go to the “Start”
“Menu\Program\l nternet Exchange 4\Apache Web Server”. Click the Apache Web Server.
Go again to “Start” “Menu\Program\Internet Exchange 4\ccMail Connector”. Click the
ccMail Incoming, ccMail Outgoing, and the M essage Router to run the cc:Mail connector.

The other way of starting the different components of IEMS manually is to Go to the
“Start” “Menu\Program\Internet Exchange 4\Apache Web Server”. Click the Apache Web
Server. Then, go to Command Prompt. Type in the instalation directory and the corre-
sponding executable file of the component(s) you want to configure.

For example, you want to run the cc:Mail connector. Go to the “Start” “Menu\Pro-
gram\Internet Exchange 4\Apache Web Server”. Click the Apache Web Server. Then, go to
“Command Prompt” menu. In the “Command Prompt” menu, type d:\IEMS (this is the
directory where you installed the IEMS. On d:\IEMS, type in ccin (this is the executable
file for ccMail Incoming). Type in ccout (this is the executable file for ccMail Incoming).
Then, type mgrouter (thisisthe executable file for Message Queue Router).

Following isalist of the different components of IEMS with their corresponding executa-
blefiles:

* IMAP4 -- imapd

* POPS3 -- pop3d

* Loca Mail Delivery Agent -- locmail
* Local Mail Server -- locmails

* Message Store Server -- msgstors

* Quota Agent -- quota

* ccMail Incoming -- ccin

e ccMail Outgoing -- ccout
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M essage Queue Router -- mgrouter
* Notes Incoming -- notesin

* Notes Outgoing -- notesout

e SMTPClient -- smtpc

e SMTP Daemon -- smtpd

e Batch SMTP -- bsmtp

* Distribution List Manager -- dl

* Directory Server -- [dapserver

* Preprocessor -- preprocessor

* Log Daemon -- logd
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INSTALLING THE LICENSE DURING SOFTWARE INSTALLATION

Installing the IEM S software does not mean immediate access to the software. You will
still need to install alicense certificate to enable your software. This certificate is essential
to identify the user who is installing the license key. Validation of the certificates and the
license keys are necessary to be able to use the applications. Both elements are needed to
install the license for particular module.

Installing the license can be done during the software installation or after the software
installation. During the software installation, the certificate installer page (see “ Figure 2-
16: Certificate installer page” on page 2-23) will be launched after you have completed
the first part of the IEMS setup. This will allow you to install the license of the modules
you have installed on your machine using the IEMS license certificate, which you have
received from IMA. The Certificate Installer (Certinst.exe) program will extract and dis-
play the license information contained in the certificate, such as expiration date, license
key, and license type. These values are used to check the authenticity of the license key
generated by International M essaging Associates.

The License Manager will then verify if the certificate for the modules you have specified
exigts. If the certificate file is missing, the licensing process will terminate. If the certifi-
cate isfound, its contents are extracted and the license details will be displayed except for
the FQDN field, which is taken from IEMTA.INI file.

Theinitial directory path displayed (C:\cert\ImaCert.imc) is based on the IEMTA.INI file
entry. This entry should point to the directory containing the certificate files that were pro-
vided to you by IMA. Once here, click the Browse button to select the path for the certifi-
cate then, select the components you want to install and clear the components you do not
want to be licensed.

After the license has been verified to be correct, click on the Install Licenses button to
continue the licensing process. If the licensing process is successful, the IEMTA.INI file
will be updated to reflect the license key used for the module.

4 Certificate Installer

\Welcomel
This is the installation program that will install the Intermet Exchange ceriificates licenses

Please selectthe path for the certificate.
[~ Cerificate Path

Ci\CenyMACetime Browse
Cerificate Serial Number
Select the components you want to instal, clearthe companents you do
notwant to ke licensed, GEEESS
Cerificate Information
FODN License Type  License Key ExpirationDate  Users
I TA [Aavanima com [Permanznt [D7CBO0EEFEASARD Mot Nesded  [Uniimited
I~ LDAP Server [davaaima.com [Permanent [e2FFaa1DCZFO776E | [Not_Needed [untimited
™ Message Store |davao.\ma cam |Permanant |za4aA5aEACBFFCU |NDLNeEded IUnI\mlted
I™ ccMail Connector  [davas irma com [Permanent [c3F02201189CB20E7 | [Not_Needed [unitiited
I™ Hotes Connector  [davan ima com [Permanent [coFAsI70B228834F | [Not_Needed [Untimited

sl ezreas | Eitmliian | Help

Figure 2-16: Certificate installer page
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Certificate Path

The initial directory path displayed is based on the IEMTA.INI file entry. This entry
should point to the directory containing the certificate files that were provided to you by
IMA (e.g. D:\cert\Eval\lmaCert.imc).

Certificate Serial Number
Thisfield displays the application seria number for the modul e being licensed.

Certificate | nformation
IEMS 4.1 is made up of the Message Transfer Agent (MTA), Message Store, cc:Mail Con-
nector Module, Notes Connector Module, and the LDAP Server.

License Type
There are three types of licenses for IEMS: Evaluation, Interim, and Permanent.

* Evaluation - these keys are time-limited keys (normally 30 days) and are used with
the freely available evaluation copies of IEMS. Once aregistration formis
received from a customer, the authorized license manager generates this key and
givesit to the client.

* Interim- these keys are also time-limited keys, however, thislicense can be updated
to apermanent license at alater date. These keys are used for serialized or pur-
chased copies of IEMS.

* Permanent - these keys are used for the conversion of agiven interim key into a
permanent license, and are only applied to serialized copies of the software. Perma-
nent keys are generated only by an authorized license manager.

License Key

This field displays the license key stored in the certificate. This is supplied by Interna-
tional Messaging Associates (IMA) when enabling the software license. The value must
be entered exactly as supplied by the licensing agent.

Expiration Date
Thisfield displays the date of the validity for the modul €'s certificate/license key. The day
format should be: mm/dd/yyyy.

Users
Thisfield displays the number of alowed users for the module being licensed.
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INSTALLING A LICENSE AFTER SOFTWARE INSTALLATION

Toinstall a license after the software installation, start the Apache web server. Open your
web browser (e.g. Internet Explorer, Netscape, among others) and type in the URL that
will point to License Update page (e.g. machinename.domain.comievd\sysad\lup-
date\index.htm) in the IEMS web configuration. A screen similar to figure below (see
“ Figure 2-17: Installing software licence via web browser” on page 2-25) will appear.

Directory Server on pasay.ima.com, port 383 is not running or a connection cannot be established. Please make sure the Directory Server is properly running before
starting the Internet Exchange Administration Program

If you want to start Directory Server remotely, click the "MTA components status” ink below

License Update
Controls

Licensing Tools

Figure 2-17: Installing software licence via web browser

Click the License Manager link on the left hand side of the screen. A new screen for
installing/updating the license of the IEMS software components you installed in your
machine will appear (see “ Figure 2-18: Licensing the IEMS components installed in your
machine” on page 2-25).

uuuuu Suppol

InternetiExchange/Messaging Server 4

Intemet Exchang

License Update
Conirols

IMA License Manager

Install a license key generated for a client.
Certificate path should refer to a valid certificate directory
(e.g. "CACERT")

Certificate Directory : [CiCent

Select modulels:
MTA

Wessage Store
cc:Mail Connector
MNotes Connector

a0

Continua Help

Figure 2-18: Licensing the IEMS components installed in your machine

The initial directory path displayed (C:\Cert) is based on the IEMTA.INI file entry. This
entry should point to the directory containing the certificate files that were provided to you
by IMA. If your certificate file is located in other directory, type in the directory path
where the certificate file is located in the Certificate Directory field. Tick the check boxes
of the modules to be licensed which you installed in your machine Then, click on the
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Update button to view the license information of the module(s). see “ Figure 2-19: Dis-
playing the license information of the IEMS modules’ on page 2-26.

License Update
Conirols

IMA License Manager

Listed below are the license details stored in the certificate

LICENSE INFORMATION
Certificate Path : [Cacent
License Key : |2CDSSS7AD20A0235595E
FQDN : [mactanima.com
Application Serial Number : Iabcdef
Expiration Date : [ane
Module : [mTA
License Type : [Permanent
Number of users : [Unlimited
Update ﬂl

Figure 2-19: Displaying the license information of the IEMS modules

After you have successfully completed setting up the IEMS and installing the licenses,
you may now start the program and configure the different modules. See Chapter 3 for
details.
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After you have successfully completed setting up the IEMS and installing the licenses,
you will need to pre-configure the following: MTA, Preprocessor, cc:Mail Connector,
Notes Connector, and Postmaster.

You may skip this section if you wish to configure the above mentioned IEMS compo-
nents/connectors after the software installation via web interface. See Chapter 3 for con-
figuring the various IEM S components.

# Common MTA/Connectors Configurations

kMTA/Connectar host name: I

bTAf Cannector domain name: I

Local character set: I j

Local time zone: I j [~ Daylight saving

Host table file location:

DMS server list (optional): I
tdail relay host name (optional): I

(8] | Help Cancel

Figure 2-20: Common MTA Configuration

Host Name

Each host on the Internet must have a unique identifier so that e-mail bound for that site
will have a single unambiguous destination. Thisidentifier is known asthe Fully Qualified
Domain Name (FQDN). The host name is the name component of the machine FQDN.
For example, if the FQDN of the machine is machinename.domain.com then, the host
name should be domain.

Domain Name
The Internet domain name. For example, if the FQDN of the machine is
machinename.domain.com then, the domain name should be domain.com.

Local character set

Allows a character set identifier to be tagged to all outgoing mail. For recipients in most
Anglo-Saxon countries, US-ASCII should be used. Those in other countries, meanwhile,
will have to choose a different SO character set. For Japanese users, 1SO-2022-JP should
be used. Select from the pull-down menu your preferred local character set.
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L ocal time zone
Sdlect from the list of locations offered. If the local timezoneis not listed, then the desired
time zone must be entered manually into the IEMTA.INI file using an editor as follows:

[ Gateway]
Timezone=tzn[+|-]hh[:mm[:ss]] [dzn]

The tzn is a three-letter time-zone name, such as PST. hh gives the difference in hours
between UCT and local time. To specify the exact local time, the hours can be followed by
minutes (:mm), seconds (:ss), and a three-letter daylight-saving-time zone (dzn), such as
PDT. Separate hours, minutes, and seconds with colons (:). If daylight saving timeisnot in
effect, set Timezone without a value for dzn. If the Timezone value is not currently set, the
default is PST8PDT, which corresponds to the Pacific time zone of the USA. If the time
zone “Use system TZ variable’ is selected, the timezone information will then be obtained
from the user defined TZ environment variable. Under Windows 95, this can be set in the
autoexec.bat system startup file. Under Windows NT, it is usually set in the system regis-
try. In either case, the machine must be re-booted in order to make the change effective.

Host Table Filename L ocation

Thisisthe full path name of the TCP/IP host file. Even if the Domain Name Server (DNS)
is used for host name-to-address trand ations, a host file containing addresses for the loop-
back, local machine, and your mail relay host, is strongly recommended.

DNS Server List
This is the list of servers to contact for performing MX record and Address record
lookups.

Mail Relay Host Name

The mail relay host is the name of the machine that is used to send mail that cannot be
resolved by either host table lookup or by DNS queries (or if you have configured IEMSto
use a default mail relay host only). It is required that this host have an entry in the local
host table in the event that the DN'S cannot be contacted.

The format should be similar to relayhost.domain.com.
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% Preprocessor Configuration Screen

—PreProcessor Domain Setup

Local Internet Domains

[Helete

Help

Default Local Delivery Channel I

RRRRER = IEIE U_ ;

Internet Delivery Channel I

— MO LAN Access Settings
MO Server I

MO Server Acess Adresses I

MO Femote Access Directory I

MO Server Account Name I

MO Server Password

MO Server Password [ repeated ) I

(0] | Cancel

Figure 2-21: Preprocessor Configuration

Local Internet Domains

Local Domains refer to the Internet Domain names recognized by the IEMS as local.
Local means the recipient's domain name is treated as local if it is listed in the local
domain listing under the Preprocessor settings. Preprocessor will perform LDAP lookup
on any local recipientsto find out the corresponding Connector (s) of the recipient.

Example: username@domain.com is local and has a cc:MAIL connector (CCIN) entry as
"User Name at Main-PO". In this case, the Preprocessor will route the message to the
cc:MAIL channel. The CCIN connector will then process the message for delivery.

If the domain name does not exist in the domain listing, the Preprocessor will route the
message to the default non-local channel, which isthe SMTPC, to complete the routing.

Local domains aso refer to the domains that the MTA take the responsibility for handling

their messages. MTA will either does the final delivery to the recipient or bounce the mes-
sage if the message is undeliverable.
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A domain name may begin with an asterisk (*) to denote all sub-domains, including the
main domain. For example, the entry *.domain.com will match entries that has loca
domain name as domain.com, such as machinename.domain.com and
machine.domain.com. The MTA will accept mail for al the domains listed, even if the
recipient may not have an entry in the LDAP directory.

Default Local Delivery Channel
Defines the channel processor that will handle non-mappable local recipient.

Example: username@domain.com is local because “domain.com” is defined in the local
domains list. If username@domain.com does not have an entry in the Directory Server,
the PreProcessor will route the message to the default local delivery channel, which can be
Local, cc:MAIL, or NOTES. If the default channel found out that recipient does not exist to
any of these channd s, the message will be bounced.

If the MTA receives a message for a local recipient who does not have an LDAP entry,
MTA will deliver the message to the Default Local Delivery Channel. If the recipient have
an LDAP entry but does not have any connectors defined, MTA will deliver the message
to the Default Local Delivery Channel.

At present, only Notes, cc:Mail, and Local Mail connector could process messages for
recipients who do not have an LDAP entry. For Notes and cc:Mail, it is also necessary to
have an unlimited user license to enabl e the default mapping functionality.

Internet Delivery Channel

This refers to the channd (e.g. SMTPC) used by the Preprocessor to deliver an e-mail to
the Internet. This channel must be able to deliver an e-mail outside the company. Although
the entry is configurable, Internet Exchange is shipping with the SMTPC channel proces-
sor as the default. It is not recommended to change this.

M essage Queue Server ’

The FQDN of the machine where the Message Queue is located (e.g. \\Sation1\msg-
gueue). The MQ Server can reside on any NetBIOS compatible host, but the entry should
corresponds to the NetBIOS name of this server. The NetBIOS name must be the same as
the Internet host name. It is possible to configure Microsoft windows to have two different
names for NetBIOS and the Internet name, but this will not work for the system desig-
nated as the MQ Server.

M essage Queue Server Access M ask®

The range of 1P addresses recognized by the MTA aslocal. Thisisalist of |P addresses of
systems which are permitted to access the PreProcessor queues. Each entry can either con-
sist of a single dotted IP address (e.g. 192.55.89.10), a range of IP addresses (e.g.
192.55.89.10-192.55.89.12), or an IP address with a mask (e.g. 192.55.89.00/28). The

7. The message Queue folder must also be shared before proceeding with the installation of the other
machines

8. The Message Queue Server Account Name and Password must contain the IP addresses of the other
machines.
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default is the current |P address of the local system. The PreProcessor will log an error in
the system log file, without listing the | P address, if an application tries to access queues.
This is a very simple access control mechanism, and should not be used as firewalls or
other technology.

M essage Queue L ocal Directory

The directory path (e.g. ¢:\msgqueue) where the message queue databases and the sub-
directories for the message files are installed. This directory is used by all connectors run-
ning on the same system. The default should not be changed.

M essage Queue Remote Access Directory

The directory path (e.g. \Sationl\msggueue) where the message queue can be accessed
remotely. This directory is used by all connectors which are not running on the same sys-
tem asthe MQ Server.

Example: If the MQ Server was running on a machine named Stationl, a connector on
machine named Station 2 could access the queued messages using this directory prefix.

The system will not operate correctly across a network if the entries MQ Local Directory
and MQ Remote Access Directory are not pointing to the same directory. If all the connec-
tors and the PreProcessor and the MQ Server are running on the same system, this direc-
tory will not be used.

M essage Queue Server Account Name®

The account name (e.g. Account Name) used to access the Message Queue Server. If the
MQ Remote Access Directory is using Universal Naming Convention (UNC) entry, and
the remote connector is not able to access the MQ Remote Access Directory, this entry pro-
vides authentication information if the user accessing the MQ server is listed on the MQ
user databases. If this entry isnot filled in, the connector will use the credentials as previ-
ously configured on the current system to access the remote directory.

M essage Queue Server Password

The password used for the M essage Queue Server account name. The password must be at
least four characters long. The password will appear as arow of asterisks (****) for secu-
rity reasons.

9. The Message Queue Server Account Name and Password must have an appropriate entry of the other
machines.
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% Postmaster configuration

Figure 2-22: Postmaster Configuration

Postmaster
The e-mail address of the administrator who will manage the IEMS. The format should be

postmaster @machinename.domain.com.

To add an address for different channels/connectors, click on the Add button. A new
screen for selecting channel s/connectors will appear. Select the channel and click the Add

button.
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'# cc:Mail connector setup

Fost office name:

Fost office path:

Fost office administrator: I

Fost office password:

Internet post office name: Ilnternet

[0];8 Help Cancel

Figure 2-23: ccMail Connector Configuration

Local Post Office Name

The name of the cc:Mail Post Office that IEM S will log on to retrieve messages (e.g. Post
Office). When cc:Mail users send mail to users on the Internet, the messages are first sent
to the cc:Mail remote post office assigned to the cc:Mail Connector.

Internet Post Office Name

The name which IEMS uses to log on to the cc:Mail Post Office. This name must exist in
the cc:Mail directory and must be defined as a Post Office. Although any unique name
may be used here, it is recommended that Internet be used for clarity.

Post Office Path

The directory path where the local cc:Mail Post Office resides (e.g. d:\ccdata). The
cc:Mail post office that serves as the mail forwarder maintains an entry for the connector
post officein its directory. M essages destined for the connector post office are temporarily
stored in the connector post office mailbox.

Post Office Password
The password that IEMS will use to log on to the local cc:Mail Post Office. The password
will appear as arow of asterisks (****) for security reasons.

Post Office Administrator

Internet mail standards require each site to have a mail account that receives messages
addressed to postmaster. The postmaster typically receives notices about mail problems,
network problems, and inquiries about users and mailboxes. This parameter should be the
cc:Mail address of the person managing Internet Exchange (e. g. POadministra-
tor @domain.com).
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Motes connector setup

Motes mail gerver I

dzer / Server |D file in uze I

Pazzward for the 1D file I Check |

Connector administrator I

Local Maotes Mail Domain I
SKMTP Damain Narme I vl nahkun |

[oF | Help | LCancel |

Figure 2-24: Notes Connector Configuration

Notes Mail Server
This is the name of the Notes Server that will be accessed by IEMS (e.g. Note-
sserver.domain.com/Support).

Local Notes Mail Domain
Thisisthe local Notes Mail domain name to which IEMS is connected to. This is created
automatically in the server during the installation of the Notes Server (e.g. Support).

User/Server 1D Filein Use

Thisisthe name of the ID file specified in the entry KeyFileName of IEMTA.INI. Internet
Exchange uses the owner of this ID file to access SMTPBOX and MAIL.BOX in the
Notes Server. Normally, thisfileis created in the data directory of the L otus Notes Server/
Workstation during the installation process. If KeyFilename does not contain any path
information, IEMS automatically appends the data directory specified in Directory from
IEMTA.INI asthe prefix (e.g. c:\notes\data\user.id for normal Notes Workstation Installa-
tion and c:\notes\data\server.id for normal Notes Server Installation).

Password for the User/Server 1D file

The password that will be used by the user to access the SMTPBOX and MAIL.BOX in
the Notes Server. The password will appear as arow of asterisks (****) for security rea
sons.

L otus Notes Server Administrator

This is the user name for the administrator (e.g. Username/Support). By default, IEMS
uses the owner of the User/Server ID file as the name of the administrator. Messages
received by the IEMS, which is addressed to the Postmaster, will be sent to this Notes user.

SM TP Domain Name

Thisisthe domain name of the machine to which IEMS is connected to. Select the correct
entry to enable concurrent multiple SMTP server operation for asingle Notes environment
(e.g. ieln).
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INTERNET EXCHANGE WORKSHEET

Internet Exchange Worksheet

Before running the Internet Exchange Enterprise Messaging Server 4.1 (IEMS) installa-
tion program, it is necessary to gather all the information needed for the installation. To
simplify your installation, please review and fill up the installation worksheet before

installing the software.

INSTALLATION WORKSHEET

Common Parameters
Certificate Location
Program Directory
Local Character Set
Local Time Zone

TCP/IP

Host Name

Domain Name

Host Table Filename L ocation
DNS Server List

Mail Relay Host Name

MTA Parameters

LDAP Server

PreProcessor Host Name

L ocal Domains

Default Local Delivery Channel
Internet Delivery Channel

M essage Queue Server

M essage Queue Server Access M ask
M essage Queue L ocal Directory

M essage Queue Remote Access Directory
M essage Queue Server Account Name
M essage Queue Server Password

Message Store Parameters
LDAP Server

M essage Store Host Name

M essage Store Port

Root Directory of User Mailbox

cc:Mail Connector

L ocal Post Office Name
Internet Post Office Name
Post Office Path

Post Office Password
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Post Office Administrator

Notes Connector

Notes M ail Server

L ocal Notes M ail Domain
User/Server ID Filein Use
Password for the User/Server 1D file
L otus Notes Server Administrator
SMTP Domain Name

Each item in the worksheet is discussed below:

Common Parameters
This section of the installation worksheet identifies the parameters that are associated with
the installation and the overall operation of the messaging server.

Certificate L ocation

The new licensing system used for the current release of IEMS uses certificates to store
the licensing information. Upon registration, a certificate is issued and the location of this
file (e.g. c:\ImaCert.imc) should be noted during installation of the licenses.

Program Directory

The default location where the IEMS is installed. The default location is c:\Program
Files\imallnternet Exchange 4.1. This is where the programs and libraries reside. The
directory can be located anywhere however, it is strongly recommended that it be placed
on your local hard drive for optimum performance and reliability.

Local Character Set

The 1SO character set to be used. Most Anglo-Saxon countries can select US-ASCII,
while others may choose a different character set. All outgoing e-mail will be tagged using
the selected character set.

Local Time Zone

The time zone that covers the location of the machine running IEMS. Whether this time
zone uses daylight saving or not should also be noted. There are several locations config-
ured in the system, including the USA, Europe, and Asia. If the local time zone is not
listed, it will have to be entered manually into IEMTA.INI with an editor as follows:

[ Gateway]
Timezone=tzn[[+ | -]]hh[[:mm[[:s9]] J][[dzn]]

The tzn is a three-letter time-zone name, such as PST. hh gives the difference in hours
between UCT and local time. To specify the exact local time, the hours can be followed by
minutes (:mm), seconds (:ss), and a three-letter daylight-saving-time zone (dzn), such as
PDT. Separate hours, minutes, and seconds with colons (:). If daylight saving timeisnot in
effect, set Timezone without a value for dzn. If the Timezone value is not currently set, the
default is PST8PDT, which corresponds to the Pacific time zone of the USA.

If the time zone “Use system TZ variable” is selected, the timezone information will then
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be obtained from the user defined TZ environment variable. Under Windows 95, this can
be set in the autoexec.bat system startup file. Under Windows NT, it is usualy set in the
system registry. In either case, the machine must be re-booted in order to make the change
effective.

TCP/IP Parameters
This section identifies the parameters associated with the local TCP/IP network.

Host Name

Each host on the Internet must have a unique identifier so that e-mail bound for that site
will have a single unambiguous destination. Thisidentifier is known asthe Fully Qualified
Domain Name (FQDN). The host name is the name component of the machine FQDN.
For example, if the FQDN of the machine is machinename.domain.com then, the host
name should be domain.

Domain Name
The Internet domain name. For example, if the FQDN of the machine is
machinename.domain.com then, the domain name should be domain.com.

Host Table Filename L ocation

Thisisthe full path name of the TCP/IP host file. Even if the Domain Name Server (DNS)
is used for host name-to-address trand ations, a host file containing addresses for the loop-
back, local machine, and your mail relay host, is strongly recommended.

DNS Server List
This is the list of servers to contact for performing MX record and Address record
lookups.

Mail Relay Host Name

The mail relay host is the name of the machine that is used to send mail that cannot be
resolved by either host table lookup or by DNS queries (or if you have configured IEMSto
use a default mail relay host only). It is required that this host have an entry in the local
host table in the event that the DN'S cannot be contacted.

The format should be similar to relayhost.domain.com.

MTA Parameters
This section of the installation worksheet identifies the parameters used in setting up the
components of the MTA module and the delivery channels.

LDAP Server

The FQDN of the machine running the LDAP server (e.g. Idap.domain.com). The LDAP
server allows the system administrator to update or modify information contained in the
directory.

Preprocessor Host Name

The Preprocessor Host Name is used by the Message Queue Application Programming
Interface (MQ API). When running IEMS on a distributed environment, the MQ system
needs to know the location of the MQ shared directory.
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For example, Stationl isthe "host" name of the Preprocessor. Suppose the MQ directory is
installed on c:\ima4.1\msggueue on the machine caled Sationl, the MQ share directory
will be something like \Station1\msgqueue.

L ocal Domains

Local Domains refer to the Internet Domain names recognized by the IEMS as local.
Local means the recipient's domain name is treated as local if it is listed in the local
domain listing under the Preprocessor settings. Preprocessor will perform LDAP lookup
on any local recipientsto find out the corresponding Connector (s) of the recipient.

Example: username@domain.com is local and has a cc:MAIL connector (CCIN) entry as
"User Name at Main-PQ". In this case, the Preprocessor will route the message to the
cc:MAIL channel. The CCIN connector will then process the message for delivery.

If the domain name does not exist in the domain listing, the Preprocessor will route the
message to the default non-local channel, which isthe SMTPC, to complete the routing.

Local domains also refer to the domains that the MTA take the responsibility for handling
their messages. MTA will either does the final delivery to the recipient or bounce the mes-
sage if the message is undeliverable.

A domain name may begin with an asterisk (*) to denote all sub-domains, including the
main domain. For example, the entry *.domain.com will match entries that has loca
domain name as domain.com, such as machinename.domain.com and
machine.domain.com. The MTA will accept mail for al the domains listed, even if the
recipient may not have an entry in the LDAP directory.

Default Local Delivery Channel
Defines the channel processor that will handle non-mappable local recipient.

Example: username@domain.com is local because “domain.com” is defined in the local
domains list. If username@domain.com does not have an entry in the Directory Server,
the PreProcessor will route the message to the default local delivery channel, which can be
Local, cc:MAIL, or NOTES. If the default channel found out that recipient does not exist to
any of these channels, the message will be bounced.

If the MTA receives a message for a local recipient who does not have an LDAP entry,
MTA will deliver the message to the Default Local Delivery Channel. If the recipient have
an LDAP entry but does not have any connectors defined, MTA will deliver the message
to the Default Local Delivery Channel.

At present, only Notes, cc:Mail, and Local Mail connector could process messages for
recipients who do not have an LDAP entry. For Notes and cc:Mail, it is a'so necessary to
have an unlimited user license to enable the default mapping functionality.

Internet Delivery Channel

This refers to the channd (e.g. SMTPC) used by the Preprocessor to deliver an e-mail to
the Internet. This channel must be able to deliver an e-mail outside the company. Although
the entry is configurable, Internet Exchange is shipping with the SMTPC channel proces-
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sor as the default. It is not recommended to change this.

M essage Queue Server

The FQDN of the machine where the Message Queue is located (e.g. \Station1\msg-
gueue). The MQ Server can reside on any NetBIOS compatible host, but the entry should
corresponds to the NetBIOS name of this server. The NetBIOS name must be the same as
the Internet host name. It is possible to configure Microsoft windows to have two different
names for NetBIOS and the Internet name, but this will not work for the system desig-
nated as the MQ Server.

M essage Queue Server Access Mask

The range of I1P addresses recognized by the MTA aslocal. Thisisalist of IP addresses of
systems which are permitted to access the PreProcessor queues. Each entry can either con-
sist of a single dotted IP address (e.g. 192.55.89.10), a range of IP addresses (e.g.
192.55.89.10-192.55.89.12), or an IP address with a mask (e.g. 192.55.89.00/28). The
default is the current |P address of the loca system. The PreProcessor will log an error in
the system log file, without listing the | P address, if an application tries to access queues.
This is a very simple access control mechanism, and should not be used as firewalls or
other technology.

M essage Queue L ocal Directory

The directory path (e.g. ¢:\msgqueue) where the message queue databases and the sub-
directories for the message files are installed. This directory is used by all connectors run-
ning on the same system. The default should not be changed.

M essage Queue Remote Access Directory

The directory path (e.g. \Sationl\msgqgueue) where the message queue can be accessed
remotely. This directory is used by all connectors which are not running on the same sys-
tem asthe MQ Server.

Example: If the MQ Server was running on a machine named Stationl, a connector on
machine named Station 2 could access the queued messages using this directory prefix.

The system will not operate correctly across a network if the entries MQ Local Directory
and MQ Remote Access Directory are not pointing to the same directory. If all the connec-
tors and the PreProcessor and the MQ Server are running on the same system, this direc-
tory will not be used.

M essage Queue Server Account Name

The account name (e.g. Account Name) used to access the Message Queue Server. If the
MQ Remote Access Directory is using Universal Naming Convention (UNC) entry, and
the remote connector is not able to access the MQ Remote Access Directory, this entry pro-
vides authentication information if the user accessing the MQ server is listed on the MQ
user databases. If this entry isnot filled in, the connector will use the credentials as previ-
ously configured on the current system to access the remote directory.

M essage Queue Server Password

The password used for the Message Queue Server account name. The password must be a least
four characterslong. The password will appear asarow of asterisks (****) for security reasons.
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Message Store Parameters
This section identifies the parameters used in setting up the Message Store servers and
databases.

LDAP Server

The FQDN of the machine running the LDAP server (e.g. Idap.domain.com). The LDAP
server allows the system administrator to update or modify information contained in the
directory.

M essage Store Host Name

The FQDN of the machine that runs the Message Store Server (e. g. \Sationl\msgs-
tors.exe). The Message Store databases should also be located on this machine. The Mes-
sage Store server must be running in order for the LDAP Server’s Web-based interface to
create alocal user remotely. The Message Store Server is also used by cc:Mail and Notes
Connectors migration tools to create local users.

M essage Store Port

This specifies the port number where the Message Store server is listening. This should
also appear in the IEMTALINI file of the server and client applications. This parameter is
needed when running the Message Store Server for migrating user address books and
mailboxes and for creating local users from LDAP web interface. The default value is
8000.

Root Directory of User Mailbox

This refers to the directory (e.g. d:\imad\MsgStore) where the MsgStore islocated. Thisis
used by the migration tools for creating a default user home directory in the local Message
Store.

cc:Mail Connector Parameters (if applicable)

This section of the installation worksheet identifies the parameters associated with the
local cc:Mail Post Office. Using thismodule, cc:Mail users can send and receive messages
to and from the Internet, communi cate with other local channels, and provide arich migra-
tion path for moving cc:Mail users to open Internet messaging standards.

Local Post Office Name

The name of the cc:Mail Post Office that IEM S will log on to retrieve messages (e.g. Post
Office). When cc:Mail users send mail to users on the Internet, the messages are first sent
to the cc:Mail remote post office assigned to the cc:Mail Connector.

Internet Post Office Name

The name which IEMS uses to log on to the cc:Mail Post Office. This name must exist in
the cc:Mail directory and must be defined as a Post Office. Although any unique name
may be used here, it isrecommended that Internet be used for clarity.

Post Office Path

The directory path where the local cc:Mail Post Office resides (e.g. d:\ccdata). The
cc:Mail post office that serves as the mail forwarder maintains an entry for the connector
post officein its directory. M essages destined for the connector post office are temporarily
stored in the connector post office mailbox.
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Post Office Password
The password that IEMS will use to log on to the local cc:Mail Post Office. The password
will appear as arow of asterisks (****) for security reasons.

Post Office Administrator

Internet mail standards require each site to have a mail account that receives messages
addressed to postmaster. The postmaster typically receives notices about mail problems,
network problems, and inquiries about users and mailboxes. This parameter should be the
cc:Mail address of the person managing Internet Exchange (e. g. POadministra-
tor @domain.com).

Notes Connector Parameters (if applicable)
This section identifies the parameters used in setting up the exchange of messages
between Lotus Notes and IEMS.

NotesMail Server
This is the name of the Notes Server that will be accessed by IEMS (e.g. Note-
sserver.domain.com/Support).

Local Notes Mail Domain
Thisisthe local Notes Mail domain name to which IEMS is connected to. Thisis created
automatically in the server during the installation of the Notes Server (e.g. Support).

User/Server 1D Filein Use

Thisisthe name of the ID file specified in the entry KeyFileName of IEMTA.INI. Internet
Exchange uses the owner of this ID file to access SMTPBOX and MAIL.BOX in the
Notes Server. Normally, thisfileis created in the data directory of the L otus Notes Server/
Workstation during the installation process. If KeyFilename does not contain any path
information, IEMS automatically appends the data directory specified in Directory from
IEMTA.INI asthe prefix (e.g. c:\notes\data\user.id for normal Notes Workstation Installa-
tion and c:\notes\data\server.id for normal Notes Server Installation).

Password for the User/Server ID file

The password that will be used by the user to access the SMTRBOX and MAIL.BOX in
the Notes Server. The password will appear as arow of asterisks (****) for security rea
sons.

L otus Notes Server Administrator

This is the user name for the administrator (e.g. Username/Support). By default, IEMS
uses the owner of the User/Server ID file as the name of the administrator. Messages
received by the IEMS, which is addressed to the Postmaster, will be sent to this Notes user.

SM TP Domain Name

Thisis the domain name of the machine to which IEM S is connected to. Select the correct
entry to enable concurrent multiple SMTP server operation for asingle Notes environment
(e.g.ieln).
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Chapter 3

Operation and Administration

SYSTEM ADMINISTRATOR INTERFACE

INTRODUCTION

After you have finished setting up the IEM S and installing the license of the modules you
have installed in your machine, you are ready to start the system. However, starting the
system doesn’t mean that it will work according to your preference. You must configure
the different modules of the IEM S to suit your needs.

This chapter provides details on how to configure the different modules of the IEMS.
Before configuring, you must start the IEMS. To start the IEMS (for single machine
only), go to the Start Up Menu\Program\internet Exchange 4\Apache Web Server. Click
the Apache Web Server, then back again to Start Up Menu\Program\Internet Exchange
A\Responder. Click the Responder to run all the servers (LDAP, MTA, among others) oth-
erwise, you may select a specific server you want to run or configure. Open your browser
(e.g. Internet Explorer, Netscape, among others) and type in the FQDN of the machine
(e.g. http:\\machinename.domain.com) in your browser’s “ Address field”. The main Web
Administration Interface page will be displayed (see “ Figure 3-1: Main Web Administra-
tion Page” on page 3-2).

To start the system (for distributed systems), go to the Start Up Menu\Program\I nternet
Exchange 4\Apache Web Server. Click the Apache Web Server. Start the LDAP Server on
the machine where you installed the LDAP components. Go to Start Up Menu\Pro-
gram\Internet Exchange AL DAP Server. Open your browser (e.g. Internet Explorer, Net-
scape, among others) and type in the FQDN of the machine (eg.
http:\\machinename.domain.com) in your browser’'s “Address field”. The main Web
Administration Interface page will be displayed.

Please ensure that the Directory Server is up and running if you are configuring the pro-
gram in a distributed environment otherwise, you'll receive an error message and it will
not be possible to configure or run the system. Thisis atemporary error.

Once the main Web Administration Interface page is displayed, click the System Adminis-
trator link. A dialog box asking for the administrator’s user name and password (see“ Fig-
ure 3-2: Authentication Page’ on page 3-2) will appear. Enter the corresponding
username and password in the text boxes provided. The default username created by the
software installer is administrator and the default password is password. After entering
the username and the password, click on the OK button. The System Administration User
Interface will be displayed. This will allow the system administrator to navigate al the
components on a distributed system, manage, configure, and monitor the server from any-
where on the Intranet or Internet.
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Internet Exchange Messaging Server4.1

Figure 3-1: Main Web Administration Page

Internet Exchange/Messaging Server 4.1

nter Network Passw

? Please typs your user hams and passwiard

Site: pasay.ima.com

Realm Internet Exchange Messaging Server 4.1

UserName | admiristrator

Password

I~ Save this passward in pour password fist

Cancel

Figure 3-2: Authentication Page
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The top level of the new web user interface displays the ICONS of the installed modules,
such as:

B Directory Server

&) Preprocessor
Message Transfer Agent (MTA)
Simple Mail Transfer Protocol Daemon (SMTPD)
hd Simple Mail Transfer Protocol Client (SMTPC)
fN  Bach SMTP (BSMTP)
= Distribution List (DL)
Message Store
S Mailsort
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[ DIRECTORY SERVER

INTRODUCTION

The IEMS Directory Service is based on a client/server architecture that uses the Light-
weight Directory Access Protocol (LDAP). It isan open directory access protocol running
over TCP/IP. It is specifically designed for managing information about users, groups,
mailing lists, aliases processing, and mail routing. Other Internet Exchange modules, such
asthe IMAPA Server, POP3 Server, Message Switch, Distribution List Manager and Local
Mail Ddlivery Agent (LMDA), access the Directory Service for directory information.

The Directory Server allows the system administrator to manipulate stored information via
Web interface. This provides the system administrator with a user/administrator interface
to the Directory Server's front-end engine to access, update, or modify information con-
tained in the directory. By using the Web interface, the system administrator can perform
the following functions:

* add new entries

* delete existing entries

* search for aparticular entry
* modify existing entries

KEY FEATURES

The Directory Server consists of two magjor subsystems: the front-end protocol engine and
the back-end database engine. The front-end protocol engine receives requests from
LDAP clients and processes these requests by invoking read-and-write functions in the
back-end database engine. Among the operations performed by the front-end protocol
engine are bind, unbind, search, modify, modify RDN, delete, and abandon operations.
The back-end database engine searches for information in the directory and modifies it
based on commands from the protocol engine. It communicates with the front-end engine
through awell-defined API.

Directory data storage

IEMS provides a default directory scheme for e-mail applications. The directory data
includes user account information, group information, and mail routing information. The
user account information consists of the unique user id (e-mail address), user password, e-
mail address, and other user-related profiles. The group information consists of data about
the users that have the same access right to the same directory. General information, like
the e-mail address and user name, can be accessed by an LDAP client. Access to sensitive
information, such as password and confidential user profiles, is restricted by an authenti-
cation mechanism.

Directory information tree

Directory entriesin the Directory Server are organized using a Directory Information Tree
(DIT). Theroot of the DIT is represented by a special entry whose Distinguished Name is
called the directory suffix. IEMS LDAP design is based on RFC 2377. RFC 2377 recom-
mends that the LDAP directory structure be based on the domain part of a users e-mail
address. IEM S uses the “mail” and “dc” component to construct the LDAP tree.
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CONFIGURING THE DIRECTORY SERVER

To configure the various features of the Directory Server, click on the Directory Server
icon found on the top level of Web Administration Interface. The screen as shown in (see
“ Figure 3-3: Main Directory Server Screen” on page 3-5) will appear.

Addres hitps: #/mactan ina. com/ievd fspsadddap/indes htm
Links &]Bestof theWeb &) Channel Guide &) Customize Links &7 Free Hotmall &7 Intemet Explorer News & Intemet Stait &) windows
Taloi patlonal Mussaging Associaios Home oot News  Updales __ Support

Directory
Services

Directory Server

Figure 3-3: Main Directory Server Screen

In configuring the Directory Server for the first time, you are required to create a new user
before you could be able to configure the rest of the parameters.

New User

To create/add a new user, click the New User link on the left hand side of the Directory
Server configuration screen. The screen similar to (see“ Figure 3-4: Create/add new user”
on page 3-5) will appear.

Intern

Direc_lmy
Services New User

Figure 3-4: Create/add new user

Type in the first name, last name, telephone numbers, address, and e-mail address of the
user to be added in their respective fields. After entering all the required information, click
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on the Create User button. The next screen (see “ Figure 3-5: User attributes’ on page 3-
6) will display the confirmation that you have successfully created a new user.

InternetiExchange/Messaging Server 4

BE LSRR EE

Directory .
Services User Details

Coolem o vae  EmalAisses
[ EERRR | 7 175457
= cormer E

:

Goback | Edit| Delete | ViewConneciors | MewhailAlias | Help

User created Succesfully

Figure 3-5: User attributes

This page displays the user attributes:

* First Name

* Last Name

* Telephone number
* Address

* Mail (e-mail address)

You may edit any and/or all of the user attributes, view connectors, create connectors, and
create aliases though this page.

You may also remove the user from the Directory Server database through this page. Click
on the Delete button to remove the user from the database. A new window confirming the
deletion of the user from the database will appear.

To edit the attributes of the user, click on the Edit button. A new screen for modifying user
attributes will be displayed (see “ Figure 3-6: Edit user attributes’ on page 3-7).
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Directo
Services Edit User

L tem L vawe | [EmailAases

Go back Updlate | Reset ﬂl

Figure 3-6: Edit user attributes
In this screen you can change the following parameters:

* First Name

Last Name
Telephone number
Address

Mail (e-mail address)

After making the necessary changes, click on the Update button to save the changes you
have made. Click on the Reset button to ignore all modifications. The original values will
then be displayed.

IEMS features a number of channels/connectors; LOCAL, SMTPC, BSMTPOUT, DL,
NOTES, and CC:MAIL. Each of these connectors is associated with a specific module
(e.g. the cc:Mail module connects to the cc:Mail Connector to deliver messages to a
cc: Mail post office). The system administrator may set up any number of connectors for a
specific user. Assigning connectors enable the Directory Server to identify the connec-
tor(s) that will run the particular message for a specific recipient.

Each connector is identified by its name, the identifier for that connector, and the permis-
sion level. The permission level can be configured for each connector. However, IEMS
only applies this option to Notes and cc:Mail Connectors. These attributes are maintained
by each connector (e.g. the Notes and cc:Mail migration tools automatically create Direc-
tory Server accounts and update connector information).

To create connector (s) for the user, click on the View Connectors button (see “ Figure 3-5:
User attributes’ on page 3-6). A new screen for viewing existing connectors will appear
(see“ Figure 3-7: View connector” on page 3-8). Since you still have to create a connector
for the new user, the screen shows no connector(s) configured for this user. Click on the
New button. A screen for creating a connector will be displayed (see“ Figure 3-8: Create/
add connector” on page 3-8).
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User Details

CoEem o Ve Emaillses
[FEERRSEmEE  17-5457
=

Go back |ﬂ| Dele!al View Connectors | New Mail Alias | Help

User created Succesfully

Figure 3-7: View connector

If you already have created a connector for the existing user/identifier, this page will dis-
play the existing connector(s) under the “Connector” column.

You may delete the connector by clicking its button below the “Connector” column. A
connector information screen where you can either edit the entry or delete the entry from
the database will appear.

Tnternet Exchan

Edit User

S tem vae

107 Leviste corner =
Herrera Sts.,

Help

Goback | Update || Reset

Figure 3-8: Create/add connector

To create a hew connector, select the channel (e.g. LOCAL) to be added from the pull-
down menu and type in corresponding identifier (e.g. mickey@ima.com). The identifier
enables the Directory Server to identify the recipient to which a specific connector is
assigned. The identifier to be used should be either an e-mail address, cc:Mail address,
Notes address, or Local Mail Delivery user.
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Select the permission level--None, Send, Receive and Send/Receive--from the pull-down
menu. Selecting None does not allow the user to receive and send messages. The Send per-
mission allows the user to send messages but, is not allowed to receive messages. The
Receive permission allows the user to receive messages but, is not alowed to send mes-
sages. The Send/Receive permission allows the user to send and receive messages.

After selecting a connector for the user and specifying the connector’s attributes, click on
the Create Connector button.

uuuuuuuuuuu

el RS = [ NETAY =S 3/8/2000
]| #9001 | [l S N —
Br ol mactan.ima. comn

Internet Excha

Directory ;
Services New Alias

mickey mouse 717-5467 mickey@ima.com

Figure 3-9: Create new alias

The Directory Server also alows the system administrator to create an e-mail alias. Creat-
ing an dias provides multiple e-mail addresses. The alias serves as another e-mail address
of the user (e.g. the e-mail address is mickey@ima.com and the alias is mouse@ima.com).
When the sender uses the mouse@ima.com as the address, the message will be automati-
cally sent to mickey@ima.com.

To create a mail alias, click on the New Mail Alias button (see “ Figure 3-5: User
attributes’ on page 3-6). A screen for creating a new mail alias will appear (see “ Figure
3-9: Create new alias’ on page 3-9).

Type in the new mail alias (e.g. mouse@ima.com) for the entry selected and click on the
Add button. This will serve as an dias emall address of the user who uses
mickey@ima.com as his’her e-mail address and at the same time uses mouse@ima.com as
an dias.

After creating an alias, the system administrator must build an alias table to recognize the
available aliases in the database. To build an alias table, click on the Preprocessor icon on
top of the Web Administration Interface. A new screen will be displayed (see “ Preproces-
sor” on page 3-14) and click the Build Alias Table link on the left hand side of the screen.
The next screen will appear (see “ Building An Alias Table” on page 3-41) Then, click the
Build Alias Table button. This will force the Preprocessor module to update an internal
database that holds all the e-mail aliases avaliable in the Directory. This operation extracts
al Mail Aliases from the Directory Server and builds a separate database. This databaseis
required by the Preprocessor to recognize recipients in incoming messages by their alias
name.

Version 2.0/April 2000 Messaging Server - Administrator’s Guide 3 - 9



Directory Server

If you already have an alias for a particular user, the “E-mail Alias’ column (see “ Figure
3-5: User attributes’ on page 3-6) will display the alias for that user. You may edit/delete
the alias by clicking itslink. A new screen for editing/deleting the alias will appear.

Find User

To search for a particular user or view the list of user(s) recorded in the Directory Server
database, click the Find User link. The Find User Menu page (see “ Figure 3-10: Find
user” on page 3-10) will be displayed.

nnnnnnnnnnn

Directory
Services Find User Menu

Include Distributon List Eriries 4

Reset Help

Figure 3-10: Find user

Type in the first name, last name, and e-mail address of the user to be searched for. Tick
the check box of the Include Distribution List Entries if you want to retrieve entries
recorded in the Directory Server, including the distribution list entries. Leaving the check
box blank will retrieve only entries recorded in the Directory Server, excluding the distri-
bution list entries.

You can a so use wildcards (asterisks*) in any and/or all of the text fields. Use of asterisks
inal fieldswill display all the entries recorded in the database.

After entering al the parameters required, click on the Find button. If the Directory Server
finds a user whose attributes match those entered by the system administrator, a new
screen (see “ Figure 3-11: List of user(s)” on page 3-11) displaying the list of user(s) will
appear.
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Gl * ]  al O =]

Internet Exchan 1 mactan. in

Directory L.
Services User Listing

rmickey mause T17-5467 rmickey@irma.corm

Help

Figure 3-11: List of user(s)

To view the attributes of the user, click the last/first name or e-mail addresslink. A screen dis-
playing the user details will again appear (see Figure 3-5: User attributes” on page 3-6).

List Connector
To view user(s) for a particular connector, click the List Connector link. The screen dis-
playing the list of connectors (see “ Figure 3-12: List of connectors” on page 3-11) will

appear.

S RO e

Internet Exchan Wer on’ mactan ima.com

List Connector

[tocal =] [mickey@ima.con]

Reset Help

Figure 3-12: List of connectors

Select a connector from the pull-down menu. Click on the List button to view the user(s)
for that connector (see* Figure 3-13: List of connector user(s)” on page 3-12).
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o )] ] 8 A O e

Internet E

Directory ;
Services List Users

mickey mouse T17-5467 mickey@ima.com

Figure 3-13: List of connector user(s)

To view the attributes of the user, click the last/first name or e-mail address link. A screen
displaying the user details will again appear .

Browse Domain

This link allows the system administrator to browse the locally configured domains. To
browse a particular domain/subdomain, click the Browse Domain link. The screen (see
“ Figure 3-14: Browse domain” on page 3-12) displaying the domain used (e.g. .com) will
appear.

o ] ¥) 5]

Internet Exchan S

Directory -
Services Browse Domain

Figure 3-14: Browse domain

In this example, the domain used is“.com”. A sub-domain of this domain will appear after
clicking the .com link (e.g. the domain is .com and a sub-domain is ima.com). If you are
running the ima.com for instance, click on the Find users in ima.com button. A screen
showing the user(s) for the domain selected will be displayed.

View License

Clicking the View License link on the left hand side of the screen will display the list of
connectors, number of users allowed for each connector, and the number of user(s) using a
particular connector (see “ Figure 3-15: View License” on page 3-13).
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Directory . . -
Services View License Information
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local Unlimited 13

smtpc Unlirnitect a
Connec G bsmtpout Unlimited 0

d Unlirnited 3

Help

Figure 3-15: View License

You may view the list of user(s) for a particular connector by clicking its link. A screen
displaying the list of user(s) will appear.
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= PREPROCESSOR

INTRODUCTION

The Internet Exchange Enterprise Messaging Server's Preprocessor Unit (both Enterprise
and Workgroup versions) is an integrated subsystem of the MTA with a highly scalable
architecture. Each of the unit's programs is a plug-in module that can be run on separate
machines, ensuring efficient utilization of computing resources and maximum throughput.
This capability also guarantees that the system can easily be scaled to cope with the
changes in the messaging needs of an organization. In addition, the Preprocessor Unit
incorporates an open API that permits the development of third-party or custom process-
ing modules. Communication between the different Preprocessor Unit's modulesis carried
out via Remote Procedure Calls (RPC's) over TCP/IP.

KEY FEATURES

e Anti-Virus and Ant-Spam Modules
* Channe Action Matrix

* Domain Forwarding

e AutoText Insertion Engine

* Loop detection

CONFIGURING THE PREPROCESSOR

Main Administration and Configuration I nterface

The Preprocessor Administration and Configuration screen allows you to view the differ-
ent Preprocessor controls. The screen below (see “ Figure 3-16: Main Preprocessor Con-
figuration Page” on page 3-14) lists the different links of the Preprocessor.

uuuuuu

[10:58:40.401
3/22/2000

Preprocessor
Controls

Preprocessor

Figure 3-16: Main Preprocessor Configuration Page
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DLOUT

SMTPD
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WEB MAIL CLIENT
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Preprocessor
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Figure 3-17: Input channels handled by the Preprocessor

OUTPUT CHANNELS
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SMTPC
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BSMTPOUT
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Figure 3-18: Output channels handled by the Preprocessor
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Internet Exchang

Preprocessor f
Controls Queue Status List

Queue Narme #of Pending Message(s)
INPUT QUEUE
CCMAIL
LOCAL
SMTPC
BSMTPOUT
NOTES

DL 0

~“ 002 a0

Queue Directory Disk status: Total 4086 Miwtes, Free 1349 Mbytes (33 % )

Help

Figure 3-19: View queue status

Queue Status

Thisis used to view the current Internet Exchange queue status. The figures (see“ Figure
3-17: Input channels handled by the Preprocessor” on page 3-15 & see “ Figure 3-18:
Output channels handled by the Preprocessor” on page 3-15) list the different input and
output channels with their corresponding descriptions and functions.

The Preprocessor Queue Status defines the different input and output channels and the
corresponding pending messages within. It displaysin detail the sender’s domain and the
number of messages in a particular input or output channel. The Messages displayed can
be sorted by priority, sender or size. You can also search for messages using a specific
sender address or recipient address.

Queue Name

The system contains a number of input and output channels or queues, which are listed in
the file 'queue.cfg’. These channels are created when the system is installed. All of the
messages in these channels are listed in the status page as one entry.

When a specific channel is selected, the details of the specific channel will be displayed.
The new screen will show alist of the sender’s domain and the number of messages in the
channel. The messages can aso be sorted according to priority, sender or size. It is also
possible to search for a particular message using the sender’s address or recipient’'s
address.

Number of Pending Message(s)
Displaysthetotal number of pending messagesin a specific channel/queue, say BSMTPOUT.

Details of the Different Queues

To view the details of the different queues, click on a specific queue, ssy CCMAIL. A list
of the sender’s domain and the number of messages for the particular sender’s domain will
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be displayed (see “ Figure 3-20: Configuring the CCMAIL Queue Status Details’ on page
3-17). To read the messages of the particular domains, select the checkbox beside the par-
ticular message/s that you would like to view and then click on the Show Messages button.
You can also sort the messages under the particul ar queue according to priority, sender/s or
size. Simply select the messages that you would like to sort and then click on the Show
Messages button. To deselect the messages and to retain the default settings of the mes-
sages, click the Reset button. If you would like to search for a particular message, enter the
recipient or sender’s address of the particular message, say username@domain.com and
then click on the Search button to perform alook-up for the particular message.

pppppp

Preprocessor :
Controls Details of CCMAIL Queue

Sender DomainNumber of messages|

| [pasavimacom
Show Massages Sorted by Priority x|  Reset

Search Message

[SenderAddress =] | Search

Help

Figure 3-20: Configuring the CCMAIL Queue Status Details

Preprocessor Configuration
The Configuration link of the Preprocessor module enables you to set the following
parameters:

Local Domains

Locd Domains refer to the Internet Domain names recognized by the Internet Exchange Mes-
saging Server as local. Loca refers to the recipient's domain name, say domain.com, that is
listed in the local domain listing under the Preprocessor settings. The Preprocessor performs
LDAP lookup on any local recipient to find out the corresponding Connector (s) of therecipient.

Example: username@domain.com is local and has a cc:MAIL connector (CCIN) entry as
"User Name at Main-PO". In this case, the Preprocessor will route the message to the
cc:MAIL channel. The CCIN connector will then process the messsage for delivery.

If the domain name does not exist in the domain listing, the Preprocessor will route the
message to the default non-local channel, which isthe SMTPC, to complete the routing.
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Figure 3-21: Configuring the Preprocessor Parameters

Local domains also refer to the domains that the MTA take the responsibility for handling
their messages. The MTA will either do the final delivery to the recipient or bounce the
message if the message is undeliverable.

A domain name may begin with an asterisk (*) to denote all sub-domains, not including
the main domain. For example, the entry *.domain.com will match entries that contains
the local domain name as domain.com, i.e. machinename.domain.com. The MTA will
accept the mails for all the domains listed, even if the recipient may not have an entry in
the LDAP directory. To configure the system to accept al mail for the primary domain
plus all subdomains, two entries are required, i.e. domain.com and * .domain.com.

Default Local Delivery Channel
Defines the channel processor that will handle non-mappable local recipients.

Example: username@domain.com is local because “domain.com” is defined in the local
domains list. If username@domain.com does not have an entry in the Directory Server,
the Preprocessor will route the message to the default local delivery channel, which can be
LOCAL, CCMAIL or NOTES. If the default channel finds out that recipient does not exist
in any of these channels, the message will be bounced.

If the MTA receives a message for alocal recipient who does not have an LDAP entry, the
MTA will deliver the message to the Default Local Delivery Channel. If the recipient has
an LDAP entry but does not have any connectors defined, the MTA will deliver the mes-
sage to the Default Local Delivery Channel.

At present, only Notes, cc:Mail and SMTPC connectors can process messages for recipi-
ents who does not have LDAP entries. For the Notes and cc:Mail connectors, it is neces-
sary to have the “unlimited user” license to enable the default mapping functionality.
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I nternet Delivery Channel

This refers to the channel (e.g. SMTPC) used by the Preprocessor to deliver a message to
the Internet. Although the entry is configurable, Internet Exchange makes use of the
SMTPC channel as the default internet delivery channdl. It is recommended to maintain
the SMTPC asit isand not to make any changes.

Message Queue Server

The Message Queue Servers refers to the NETBIOS name of the machine where the Mes-
sage Queue is located. The MQ Server can reside on any NetBIOS compatible host, but
the entry should correspond to the NetBIOS name of this server. The NetBIOS name must
be the same as the Internet host name. It is possible to configure Microsoft Windows to
have two different names for NetBIOS and the Internet name, but this will not work for
the system designated as the MQ Server.

Message Queue Server Access Mask

The range of IP addresses recognized by the MTA as local. This refers to a list of IP
addresses describing the systems which are permitted to access the Preprocessor queues.
Each entry can either consist of a single dotted |P address (e.g. 192.55.89.10), a range of
IP addresses (e.g. 192.55.89.10-192.55.89.12), or an IP address with a mask (e.g.
192.55.89.00/28). The default is the current | P address of the local system. The Preproces-
sor will log an error in the system log file, without listing the IP address, if an application
tries to access the channels/queues. Thisis a very simple access control mechanism and
should not be used as firewalls or another form of technology.

Message Queue Local Directory

This refers to the directory path (e.g. c:\msgqueue) where the message queue databases
and the sub-directories for the message files are installed. Thisdirectory isused by all con-
nectors running on the same system. The default should not be changed.

Message Queue Remote Access Directory

The directory path (e.g. \Sationl\msgqgueue) where the message queue can be accessed
remotely. This directory is used by all connectors which are not running on the same sys-
tem asthe MQ Server.

Example: If the MQ Server was running on a machine named Stationl, a connector on
machine named Station 2 could access the queued messages using this directory prefix.

The system will not operate correctly across a hetwork if the entries MQ Local Directory
and MQ Remote Access Directory are not pointing to the same directory. If all the connec-
tors, Preprocessor and the MQ Server are running on the same system, this directory will
not be used.

Message Queue Server Account Name

The account name (e.g. Account Name) used to access the Message Queue Server. It also
serves as the authentication information to be able to acccess the MQ Remote Access
Directory.

If the remote connector cannot access the MQ Remote Access Directory which uses a Uni-
versal Naming Convention (UNC) entry, then the entry provided is not properly stored in
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the MQ databases. If thisentry is not filled in, the connector will use the credentials as pre-
viously configured on the current system to access the remote directory.

Message Queue Server Password

The password used for the M essage Queue Server account name. The password must be at
least four characters long. The password will appear as arow of asterisks (****) for secu-
rity reasons.

Notification Messages Sent To

With the new Internet Exchange Messaging Server 4.1, the system administrator will
now be natified if there are corrupted messages in the Internet Exchange Messaging
Server. Enter your e-mail address or the specific address where you would like to be able
to receive such notificaion messages.

Notify Postmaster on Corrupt Messages

To be able to receive the notification messages on corrupted messages, click on the check
box. You may also choose not to receive such natification messages by leaving the field
blank.

Click on the Update button to change the current settings.

Domain Forwarding

The Domain Forwarding table provides the necessary information about the different
domain/channel mappings for a domain based mail routing. This table allows you to add,
modify and delete a table entry through a Web-based interface. A sample entry of the
Domain Forwarding Table is shown below.

Domain Channel Relay Host Channel Identifier
smallcorp.com BSMTPOUT smallcorp@domain.com
othernet.org BSMTPOUT othernet@domain.net

Message Switch
Server \/\
pYe]VV.NIN
FORWARDING

1

BSMTP Module

(Encoder)

Figure 3-22: BSMTP Domain Forwarding Architecture
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Using the sample figure above, once messages enter the Preprocessor module it deter-
minesif thereis a Domain Forwarding Mapping defined for the domain name in the recip-
ient address. If the Domain Forwarding is defined, the Preprocessor will forward the mail
message to the defined BSM TP Channel. The BSM TP Encoder will encode the mail mes-
sages using the domain address (i.e. smallcorp.com) and then re-submit them to the Mes-
sage Switch for further routing and delivery to the address defined in the Channel Identifer
(i.e. smallcorp@domain.com).

In the above example, all messages destined for smallcorp.com will be forwarded to the
BSMTP channel with the BSMTP identifier’s address “smallcorp@domain.com”, while
messages destined for Othernet.org will be routed to “mailto:othernet@domain.net”.

The Domain Forwarding Configuration Page can be viewed when you click on the
Domain Forwarding link. The following screen will appear (see “ Figure 3-23: Domain
Forwarding” on page 3-21). When you click on a specific domain, the different attributes
of the domain will be displayed such as the channel selected, the Relay Host (thisoption is
not applicable for Internet Exchange version 4.1 so it is advisable to just leave the field
empty) and the Channel Identifier.

Updates  Suppont

InternetExchange|Messaging|Serverd:1

i 9 o i N o

Internet Exc

Preprocessor

Controls Domain Forwarding

Domain Channel Relay Host Channel Identifier
domain.com CCMAIL bsmtp@domain.com

New| Help

Figure 3-23: Domain Forwarding

Click on the New button to add a new domain mapping. In the next screen (see “ Figure 3-
24: Create new domains’ on page 3-22), enter the values for the following parameters:

Domain name

The domain or sub-domain that the defined domain forwarding rule will apply to. It can be
the second, third, fourth part of a Fully Qualified Domain Name. Some FQDN may con-
tain more than four components. The format should be similar to "domain.com". For
example, the domain name of the FQDN hostname.domain.com is domain.com.
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i3 2637 o ] | N

Internet Exchang

Preprocessor
Conirols

Description Walue
Domain name domain.co m

Queue Selection COCAL B
Relay Host ( optional }
Channel Identifier ( optional } bsmiaT@damain.col m

Figure 3-24: Create new domains

Queue Selection

The system contains a number of input and output channel s’queues, which arelisted in the
file'queue.cfg'. These channels are created upon installation of the system. All of the mes-
sages in these channel s/queues are listed in the status page as one entry.

e BSMTPOUT - Messages to be sent to the BSM TP encoder for encapsulation
* CCMAIL - Messages for delivery to the cc:Mail post office.

* DL - Messages destined for one of the Distribution lists.

* LOCAL - Messages for users with alocal IMAP / POP3 account.

* NOTES - Messages destined to the Notes Server.

* SMTPC - Messages destined for other Internet Mail Servers.

*Relay Host
This Option is not applicable for version 4.1 so just leave the field empty.

Channel Identifier

Specifies the address of the channel you have selected from the Queue Selection List. The
Channel Identifier given in the example is bsmtpl@domain.com. The messages destined
for domain.com will be routed by the BSMTPOUT channel for further processing. The
Batch SMTP module will encapsulate the messages in BSMTP format after which it will
deliver the messages to the defined BSM TP address bsmtpl@domain.com.

Click the Add button to add the new entry to the domain table.

Module List

The Module List link of the Main Preprocessor Configuration page displays the different
modules being run by the Preprocessor Unit (see “ Figure 3-25: Display module list” on
page 3-23).

Module

The Preprocessor module name. Each module name on the list is linked to its correspond-
ing Channel Action Matrix. Clicking on a module name will bring you to the Channel
Action Matrix for that particular module (see “ Figure 3-26: Channel Action Matrix” on
page 3-24).
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Filename
The full pathname of the module.

Version
Thisfield displays the modul e version number.

Description
Displays a brief description of the different modules.

|96 2t ol ] Nl =]

Tnternet .

Preprocessor f
Controls Module List

Module FileMame Wersion Description
AntiVirus C:\)PROGRA~NIMAINTERN~1.1\MSGQUEUE\antiv.dll 4.1 Add-in module providing anti-virus capability
C:\PROGRA~1IMAIINTERN~1.1 PreProcessor Spam Defense Module with Archive

SpamArchive IMSGQUEUElantispam.dll 44 Action.

SpamDelete &gggfﬁl&ﬂgg:ﬁ:iﬁN4 A 41 PreProcessor Spam Defense Module with Delete Action.
SpamBounce &gggfgﬁa‘;&ﬂ\:?ﬂ:iﬁN-1 A a1 :Z:;r:.cessor Spam Defense Module with Bounce
LoopDetection &gggf&wxﬁx;ﬁRNq A 4.1 PreProcessor Loop Detection Module.

Autolnsertion ﬁqgggf&l\mﬁ:szﬁRN% A a1 /C-‘\;:I:a-ibrzlwdule providing aute disclaimer insertion

Help

Figure 3-25: Display module list

Channel Action Matrix

Each module in the Preprocessor Unit includes a Channdl Action Matrix for determining
which combination of channel/s and connector/s will run a particular module for a mes-
sage. The figure (see “ Figure 3-26: Channel Action Matrix” on page 3-24) shows the
Channel Action Matrix for the Anti-virus Module. Through the Channel Action Matrix,
the system administrator is able to maximize throughput by making sure that unnecessary
Preprocessor actions are avoided. For example, the system administrator may prefer not to
run the Anti-virus Module for messages originating from the local cc:Mail environment
and destined to users in the same environment. Or he/she may want to run the Auto Inser-
tion engine for messages originating from the local Notes environment. These options are
easily configured using the Channel Action Matrix.

In the sample configuration shown in (see “ Figure 3-26: Channel Action Matrix” on page
3-24), if you want all the messages coming from BSMTPIN and destined for BSMT-
POUT, CCMAIL, DL, LOCAL, NOTES and SMTPC to be subjected to anti-virus checks
by the Preprocessor Unit’'s Anti-virus Module, click on the box between the BSMTPIN
and the following output channels: BSMTPOUT, CCMAIL, DL, LOCAL, NOTES and
SMTPC.
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Internet{Exchange]Messaging Serverd:

~ 11:08:1 440
2 ol Nl e

Preprocessor f .
Controls Channel Action Matrix

AntiVirus

CCMAIL LOCAL SMTPC BSMTPOUT NOTES DL
SMTPD r r r - r -
BSMTPIN 2 2 =2 2 - 3
NOTESOUT - [ - r [ r
ccout r r r - r -
DLOUT r r r r r r
WEBCLIENT - [ - r [ r

Update || Reset | Help

Figure 3-26: Channel Action Matrix

A much simpler example would be to run the Anti-Virus module for messages coming in
from the Notes environment destined for cc:Mail users. To scan the messages from known
viruses, just select the checkbox in between the NOTESOUT input channel and CCMAIL
output channel. (see “ Figure 3-27: Utilizing the Channel Action Matrix on the Notes and
Cc:Mail environments’ on page 3-24).

Preprocessor . .
Controls Channel Action Matrix

AntiVirus

CCMAIL LOCAL SMTPC BSMTPOUT NOTES DL
SMTPD r r r r r r
BSMTPIN - [ r r r r
NOTESOUT =4 - Il Il o] 0
ccout r [ r r r r
DLOUT - [ [l - [l -
WEBCLIENT r - r r r r

Update | Reset | Help

Figure 3-27: Utilizing the Channel Action Matrix on the Notes and Cc:Mail environments

Anti-VirusModule

Internet Exchange Messaging Server’s Anti-virus Module is a 32-bit multi-threaded stand-
alone pre-processing module capable of performing simultaneous virus scanning for
MIME and non-MIM E message attachments. Each thread created by the anti-virus engine
is responsible for processing one message at atime.

The Anti-Virus plug-in, namely ANTIV.DLL, allows the Preprocessor to launch multiple
threads to scan multiple messages at a time. The Anti-Virus plug-in provides an open
interface for the system administrator to choose their preferred Anti-Virus software to
work with Internet Exchange. This open interface allows the anti-virus to return an error
code to indicate the different virus scan results.
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Whenever the Anti-virus Modul e receives amessage, it checks the Channel Action Matrix
whether it should invoke the third-party anti-virus package currently configured to run on
the machine. The Anti-virus Module supports the following anti-virus packages:

Version 2.0/April 2000

McAfee VirusScan - this software engine supports the following platforms: DOS,
Windows 95, Windows 98, and Windows NT.

Configuration:
Install McAfee VirusScan for DOS on the system that the Internet Exchange Anti-
Virus plug-in is running on. Please consult the Mcafee VirusScan installation man-
ualsfor details.

The following are the Internet Exchange Anti-virus plug-in Profile Configuration
values:

Program type: EXE

Program path: C:\Neta\scan\scan.exe (or the location where VirusScanisinstalled.)
Command line parameters: /ALL /ANALY ZE /INOBEEP /NOBREAK /NOMEM /
UNZIP %f

No error codes: 0

Error codes; 2, 6, 8, 15, 20, 102

Detected virus codes: 10, 13

Sophos Anti-Virus for Windows 95/98 - this application has the capability to
automatically eliminate many common viruses and can easily be installed. It can be
updated monthly with the latest anti-virus technology via the World Wide Web or
viaa CD or floppy disk.

Configuration:

Install Sophos Anti-Virus for DOS/Windows 3.x on the system that Internet
Exchange Anti-Virus plug-in is running on. Consult the Sophos installation manual
for details.

The following are the Internet Exchange Anti-virus plug-in’s profile configurations
values:

Program type: EXE

Program path: C:\Program filess\SWEEP\SWEEP.EXE (or the location where your
Sophos anti-virus software isinstalled.)

Command line parameters: NOT REQUIRED

No error codes: NOT REQUIRED

Error codes: NOT REQUIRED

Detected virus codes: NOT REQUIRED

Sophosfor Windows NT - this gpplication is specificdly designed for the Windows
NTplatform and has the same features found in Sophos Anti-Virus for Windows 95/98.
Internet Exchange currently supports two types of Sophos Anti-Virusformat: Sophos
Anti-Virus Interface (SAVI.DLL) and Sophos Anti-Virusfor WindowsNT (SAVI.EXE).
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The Internet Exchange Anti-Virus plug-in Sophos SAVI (Sophos Anti-Virus Inter-
face) isaWindows DLL interface to perform virus scanning. The major advantage
of using SAVI ison performance boost. Generally speaking, SAVI isabout 30 times
faster than launching a DOS or WIN32 console based anti virus software. It is
because SAVI can be loaded and stay in memory during system start up and thus,
eliminate al the additional loading / cleanup time for launching a DOS or WIN32
console application on every attachment to be scanned. However, SAV| technology
isonly available for Windows NT.

Configuration:
Install Sophos SWEEP for Window NT on the system that Internet Exchange Anti-
Virus plug-in is running on. Consult SWEEP installation manual for details.

After installation is completed, go to the "Services" icon in the Control Panel (Start
-> Settings -> Control Panel -> Services). Locate "SWEEP for Windows NT" and
"SWEEP for Windows NT Network".

Change the startup type from Automatic to disabled. It is required NOT to run
SWEEP for Windows NT service with Internet Exchange. If SWEEP for Windows
NT serviceis currently running, stop it by clicking the STOP button .

The following are the Internet Exchange Anti-virus plug-in's profile configuration
values for Sophos Anti-Virus Interface(SAVI):

Program type: DLL

Program path: C:\Program files\Sophos SWEEP for NT (or the location your
Sophosisinstalled.)

Command line parameters: NOT REQUIRED

No error codes: NOT REQUIRED

Error codes: NOT REQUIRED

Detected virus codes. NOT REQUIRED

The following are the Internet Exchange Anti-virus plug-in’s profile configurations
values for Sophos Anti-Virus for NT:

Program type: EXE

Program path: C:\Program files\Sophos SWEEP for NT\SAV32CLI.EXE(or the
location your Sophosisinstalled.)

Command line parameters:. -Archive %f

No error codes: 0

Error codes: 1,2

Detected virus codes: 3

* F-PROT Professional Anti-Virus Package - thisis specifically designed to support
Windows 95/98 and Windows NT 4.0 (Server/Workstation).

Configuration:
Download fp-305b.zip
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Decompress the file with PKZip or WinZIP to the local hard drive, e.g. C:\F-prot,
that Internet Exchange Anti-Virus plug-in will be running on.

The following are the Internet Exchange Anti-virus plug-in's profile configuration
values:

Virus scanner type: EXE

Program Path: C:\F-prot\f-prot.exe

Command line parameters. /ARCHIVE /DUMB /NOBOOT /NOBREAK /
NOMEM /PACKED /SILENT %f

No error codes: 0

Error codes: 1,2,5,7,8

Detected virus codes; 3,4,6

The Anti-virus M odule supports the following encoding methods:

* BASE64

¢ Quoted-Printable

e 7Bit

* B8Bit

e UENCODE

* Binhex

* AppleSingle

e AppleDouble

* Non-MIME encoded UUENCODE/Binhex

* Embedded UUENCODE/Binhex in MIME Text item

Updates  Support

InternetExchange Messaging[Serverd:

B4 J

Preprocessor
Controls . .
Available profile(s)

Profile-1

Show | New | Edit| Delete

Options

Action on infected mail messages: Delete =

Action on suspicious mail messages: Ignore ¥
Send notification to postmaster? =4
Send naotification to sender? ~

Help

Figure 3-28: Configure Anti-virus options
The Anti-Virus plug-in alows the system administrator to utilize more than one Anti-Virus

software at the same time. This increases the virus detection capability of your system as
some of the latest viruses cannot be detected by just one anti-virus package.
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The Anti-Virus plug-in Configuration link enables you to configure the various features of
the Anti-Virus Module. The following screen displays the different attributes within the
configuration page of the Anti-Virus module. (see “ Figure 3-28: Configure Anti-virus
options’ on page 3-27).

View Profile

To view an existing anti-virus profile, select that particular profile and click on the Show
button. A new screen displaying the attributes of that anti-virus profile will be displayed
(see“ Figure 3-29: Viewing the Anti-Virus profile” on page 3-29).

Create Profile

To create a new profile, click on the New button. The same screen as shown in (see “ Fig-
ure 3-29: Viewing the Anti-Virus profile” on page 3-29) will appear but with blank fields.
Enter the virus scanner type, program path, commandline parameters, no error codes, error
codes and detected virus codes in the appropriate fields. For a more detailed explanation
on the different parameters , please refer to the next page. Click the Add button to create
the new anti-virus profile.

Edit Profile

Select an existing profile and click on the Edit button. A new screen for modifying the
attributes of that profile will appear. Again enter the appropriate values on the specified
fields and then click on the Save button to implement the settings on the anti-virus profile.

Delete Profile
Select an existing anti-virus profile and click on the Dél ete button to remove that profile.

Options

Action on infected mail messages

Enables the system administrator to determine what to do with virus-infected messages.
Such messages may either be deleted, bounced to the sender, or archived.

Anti-Virus: OptionsAction on suspicious mail messages
The Anti-virus Module can either ignore messages that are suspected to be virus-infected
or bounce them back to the sender.

Send notification to Postmaster

If enabled, the Anti-virus Module will notify the Postmaster whenever messages are
bounced, deleted, archived, or ignored by the Anti-virus Module as configured by the sys-
tem administrator.

Virus scanner type
The type of anti-virus software installed on the machine. The Anti-virus Module runs this
type of software to scan messages for viruses.

Program path

The full path name of the directory/folder where the anti-virus software’s executable
(*.exe) fileresides.
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Preprocessor Profile-1
Controls

Virus scanner type: EXE =

Program path [chprogram files\netwark sssociates\mealee virusscamscandz.exe

Commandine parameters: [fnomem ot

Mo error code(s) 0

Error codefs) [t
Detected virus code(s) [2.45

Help

Figure 3-29: Viewing the Anti-Virus profile

Command line parameters
The required and optional parameters that prompts the Anti-virus Module to substitute a
temporary filename to that of the virus scanner. The Required Parameter, “%f” , is used to

substitute for the temporary filename. (Please consult your anti-virus software’'s manual
for details).

No error code(s)

The DOS error codes that indicates virus-free conditions (consult your anti-virus soft-
ware’'s manual for details).

Error codes

The DOS error codes that indicates scanning errors have occurred (consult your anti-virus
software’s manual for details).

Detected virus code(s)

The DOS error codes that indicates a virus has been detected (consult your anti-virus soft-
ware’'s manual for details).

Sample Anti-Virus Configuration

The following example lists the steps on how to configure the Anti-virus module to use a
DOS/Console based virus scanner. The F-PROT Professional Anti-Virus Package is used
in the following example: (See previous sections for other AntiVirus package settings)

Make sure that the selected virus scanner is successfully installed in the system.
Consult the appropriate software manual for the installation procedure.

Start the web browser.

Go to the main IEMS configuration page.

Click on the Anti-virus plug-in configurations link.
The Anti-virus screen will then appear.

Select EXE for virus scanner type.
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Put the full path name of f-prot.exe in the Program path entry.

Enter the required and optional parameters in the Commandline parameters field,
make sure %f is at the end of the string. This prompts the Anti-virus plug-in to
substitute atemporary file name to that of the virus scanner.

Enter DOS error code(s) that indicates no error (virus-free) condition. Consult the
manual of the selected virus scanner for alist of these values.

Enter DOS error code(s) that indicates error condition. Consult the manual of the
selected virus scanner for alist of these values.

Enter DOS error code(s) that indicates “virus is detected” condition. Consult the
manual of the selected virus scanner for alist of these values. Click on the Add but-
ton.

Go to the screen for configuring anti-virus options.

Select Archive, Delete or Bounce for the Action on infected mail messages entry.

Select Ignore or Bounce for the Action on suspicious mail messages entry.

Click the Send notification to postmaster check box to receive notification mes-
sages.

Click the Send notification to sender check box to let the user receive notification
Messages.

Finaly, click the OK button to submit the settings to the configuration CGI pro-
gram. The CGI program will vaidate the settings and gives error messages if:

Program path is not correct

CommandLine parameters does not contain “ %of”

Configuring the Anti-Virus module to Run on It's Own Machine

Another advanced feature of the Preprocessor module isits ability to allow the Anti-Virus
module to run on a separate machine. This cannot be done with the other Preprocessor
modules. Internet Exchange Messaging Server Preprocessor technology runs all the Pre-
processor’s DLL modules on the local machine. However, it is possible to configure the
Anti-Virus plug-in on aremote machine instead. Thisis done via RPC (Remote Procedure
Cdl) interface. On ahigh traffic system, it is desirable to run Anti-Virus plug-in on a ded-
icated remote machine to reduce CPU and file I/O loading on the Preprocessor system. To
run Anti-Virus plug-in via RPC, follow the procedures mentioned below:

Install Internet Exchange MTA on another machine, e.g. machine name: avl.com-
pany.com

On the machine avl.company.com, configure the required Anti-Virus profile via
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WEB browser
Run AntivRPC.exe from Internet Exchange 4.0 installation directory

If you want to run AntivRPCl viaMC responder, add "ANVTIRPC=ANTIVRPC,
Y,Y,Y" into [Local components] section of IEMTAL.INI file.

On the machine that Preprocessor is running, open IEMTA.INI with Notepad or
any ASCII file editor

Locate the section [Antiv] in IEMTALINI file
Add "UseRemoteEngine=Y ES'

Add "Server=<machine name>", where <machine name> is the TCPIP host name
of the machine that Internet Exchange AntiVirus server is running, e.g.
Server=avl.company.com

Restart Preprocessor

After that, whenever Preprocessor calls the ANTIV.DLL on local machine, ANTIV.DLL
will communicate with AntiVirus server (ANTIVRPC.EXE) on the remote machine. All
anti virus related processing is then carried out on the remote PC.

Anti-Spam Module

The Anti-spam module of the Internet Exchange Messaging Server provides the system
administrator with options to control the reception of unsolicited and unwanted SPAM
mail messages. In addition to providing control over what sites can use Internet Exchange
asamail relay, the system can be defined to reject mail during the SMTP exchange from:

* Any number of host and domains
* |Paddresses
* |Paddressrange

Hosts with supplied names that cannot be verified via the DNS or even based on the fol-
lowing message headers after message reception:

e From:

e Sender:

* Reply-To:

¢ Resent-From:
* Return-Path:

If the Options MAIL FROM and FROM are selected in the Anti-Spam module, the spam-
mer’s address or domain in the SMTP MAIL FROM and From headerswill be rejected by

1. Note: AntiVirus RPC uses TCP/IP port number 1240 by default. To changeit, add the line "RPCPort=N"
where N isthe new port number, in the [Antiv] section on both the client and server machine's
IEMTAL.INI file.
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the Internet Exchange Messaging Server.

To activate the Internet Exchange Anti-Spam capabilities, select the preferred message
parameters by which a spammer’s address or domain can be matched during SM TP session.

Proprocassor Anti-Spam configuration
Spammer Address/Domain Restriction IP Address Access Control
Check Spammer Address/Domain in T Enable Reverse DNS Lookup
I "MAIL FROW" during SMTP session ™ Reject non resalvable IP
™ From Reject with SMTP Error Code
™ Reply-to & Permansnt & Temporary
™ Resent-from ™ Reject non match host/domain
™ Sender Reject with SMTP Error Code
™ Return-path & Permanent & Temporary

Module Reject with SMTP Error Code
& Permanent € Temporary & Allow Incoming SMTP connection by Default
e — T — © Deny Incoming SMTP connection by Default
Reject with SMTP Error Code
5 & Permanent © Temporary
pammer Domain .
SMTP Connection Cantrol
™ Reject Domain without MX/A Record
Rejecljwwth SMTP Error Code @ Allow Mail Relaying by Default
& Permanent © Termporary © Dery Mail Relaying by Default
Reject with SMTP Error Code
™ Enable RBEL Lookup & Permanent © Temporary
Reject with SMTP Error Code Mail Relay Contral
@ Permanent © Temporary
FEL Database |
Submit | Reset | Help

Figure 3-30: Main Anti-Spam Configuration Page

The Configure Anti-Spam link at the left side of the Main Preprocessor Configuration
screen allows you to configure the Anti-Spam module of the Preprocessor. The Anti-Spam
configuration screen allows configuration of the following anti-spam parameters:

Spammer Address’'Domain Restriction

Internet Exchange Messaging Server features several Web-based interfaces for blocking a
known spammer address and/or domain. To activate Internet Exchange's anti-spam capa-
bilities, go to the screen shown above (see “ Figure 3-30: Main Anti-Spam Configuration
Page” on page 3-32) and select the message parameters by which a spammer’s address/
domain can be matched during the SMTP session. For example, if the options “MAIL
FROM during SMTP session” and From are checked, the Anti-spam Module will scan for
the spammer’s address/domain in the MAIL FROM SMTP dialog (envelope) and From
headers of the RFC822 message.

MAIL FROM during SMTP connection

SMTPD scans any spammer address or domain provided during the “MAIL FROM”
phase of the SMTP protocol. If enabled, SMTPD returns a 553 error to the remote send-
mail host if amatch isfound with a configured spammer address or domain.

From
Scans any spammer's address or domain in the RFC822 message “From” header.
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Reply-To
Scans any spammer's address or domain in the RFC822 message "Reply-to" header.

Resent-from
Scans any spammer's address or domain in the RFC822 message "Resent-from" header.

Sender
Scans any spammer's address or domain in the RFC822 message " Sender" header.

Return-path
Scans any spammer's address or domain in the RFC822 message "Return-path" header.

Reect with SMTP Code Error

A new feature of the Internet Exchange Messaging Server allows the system administrator
to specify whether to reject SPAM mail messages with a Permanent or Temporary SMTP
Error Code. If the Permanent radio button is selected, the mail messages will be rejected
by SMTPD with a Permanent SMTP error code, and will usually be bounced back to the
original sender by the peer MTA. On the other hand, if the Temporary radio button is
selected, then the mail messages will be rejected by SMTPD with a Temporary SMTP
error code and will usually be queued up and retried by the peer MTA later on to the recip-
ients. By Default, it is set to "Permanent”.

B PO EE —

Intern

Preprocessor
Controls

Figure 3-31: Screen showing list of banned addresses

Adding a Spammer’s Address’/Domain to the Banned UsersList

After activating the desired options, click on the Spammer Address button to add the
address of a known spammer to the Banned Users List. The screen (see “ Figure 3-31:
Screen showing list of banned addresses’ on page 3-33) shows a list of the spammer’s e-
mail address.

To add a new address to the Banned Users List, click the New button. A new screen for
adding spammer addresses will appear. Enter the e-mail address of the spammer on the
blank field and click on the Add button. This will add the spammer’s address to the list of
users who are banned from accessing Internet Exchange.

To remove a sender from the banned users list, select the name of the sender and click on
the D€l ete button.
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The Spammer Domain button when clicked enables you to manage and update your peer
domain? attributes. It lets you add, delete as well as edit your peer domains. The screen
(see “ Figure 3-32: Peer Domains Management Interface” on page 3-34) below shows a
default peer domain. The list can contain as much peer domains as the need arises. Simply
click on the New button to create new peer domains.

nnnnnn

3/22/2000

Preprocessor Peer domains

& -

Mﬂl Delete | Help

Figure 3-32: Peer Domains Management Interface

To view an existing peer domain, select an entry from the list box. Click on the Show but-
ton and a new screen for modifying the peer domain's various attributes will appear (see
“ Figure 3-33: Web interface for updating peer domain attributes’ on page 3-35).

To edit an existing peer domain, select an entry from the list box. Click on the Edit button
and a web-based interface (see “ Figure 3-33: Web interface for updating peer domain
attributes’ on page 3-35) for modifying the peer domain's various options will appear.

To add a new peer domain, click on the New button and the web-based interface (see“ Fig-
ure 3-33: Web interface for updating peer domain attributes’ on page 3-35) for creating a
peer domain and configuring its various options (i.e. Domain Name, SMTP Connection,
SMTPC Profile, Native Attachment Encoding, etc.)will be displayed. Enter the appropri-
ate values for the following parameters and then click on the Add button to implement the
settings of the new peer domain. For amore detailed explanation on the different parame-
ters, please refer to the SMTP Domain Profile section of the manual.

To remove an existing peer domain, select an entry from the list box (see “ Figure 3-32:
Peer Domains Management Interface” on page 3-34). Click on the Delete button on the
screen.

Reject Domain without MX/A Record

An MX record for the mail domain say, domain.com, identifies the host name of the com-
puter running the mail server. The A record maps a host name to an |P address. You can
then use an MX record in your DNS to point the name of the host handling mail for that
domain..

The MX record for the mail domain must point to the Server host thus, mail addressed to
that domain will come to the Server host. The system administrator may choose to reject

2. AnInternet Exchange peer is defined as a remote host or domain name. In the case of adomain, the
scope of aparticular peer definition includes the peer domain name as well as all names and subdomains
of that peer.
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mail messages if the domain does not containaMX or A record.

Regect with SMTP Code Error

A new feature of the Internet Exchange Messaging Server allows the system administrator
to specify whether to reject SPAM mail messages with a Permanent or Temporary SMTP
Error Code. If the Permanent radio button is selected, the mail messages will be rejected
by SMTPD with a Permanent SMTP error code, and will usually be bounced back to the
original sender by the peer MTA. On the other hand, if the Temporary radio button is
selected, then the mail messages will be rejected by SMTPD with a Temporary SMTP
error code and will usually be queued up and retried by the peer MTA later on to the recip-
ients. By Default, it is set to "Permanent”.

7| 2 o o 21 N~

Internet Exchan ma c

Preprocessor

Controls Peer domain attribute

Domain Neme [defaat
SMTP connection

Accept Mail: ¥ Transmit Mail: @
SMTPC profile

Queue mail before attempting delivery r

Queus run interval 15
Retry period 72
Iaximum session 5

Maximum number of message per session |&

Maximum message size

Inboundfo Qutbound][o

Outbound attachment option

T Convert non-MAC file to MAC format

™ Convert MAC file to non-MAC format

T Generate non-MIME mail message

T Send encapsulated Noteshail as file attachment
[ Send only encapsulated MNoteshail

Native attachment encoding

& MIME
© UUEncode

Apple attachment encoding

& MAC MIME AppleSingle  © UUEncode AppleSingle
© MAC MIME AppleDouble € Basetd MAC Binary Il
© MAC MIME Binhex © UUEncode MAC Binary Il

Save | Help

Figure 3-33: Web interface for updating peer domain attributes

P Address Access Control
The following parameters can be configured in the main Anti-Spam configuration screen
(see Figure 30).

Enable Reverse DNS lookup

By activating this option, reverse DNS lookup during the SMTP session is enabled. During
the HELO/EHL O session, the SMTP client identifies itself to the SMTP server (SMTPD)
through the HELO/EHL O parameter. The SMTP server verifies if the domain name corre-
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sponds to the IP address of the SMTP client host by performing Reverse DNS lookup.
RFC1123 dates that the SMTP server must not reject any SMTP connection even if SMTP
client's HELO/EHLO command fails verification. However, this restriction may lead to
SPAM messages being generated from spoof sites. By default, this option is disabled.

Reject Non Resolvable I P

When enabled, SMTPD rejects the connection if the incoming |P address is non-resolva
ble, which means that the DNS server/mail relay host cannot resolve the IP address. By
default, this option is disabled.

Reject Non Match Host/Domain

When enabled, SMTPD matches the resolved domain name with the one declared by
SMTP client. If the two do not match, the connection is denied. It is also used to compare
the reverse address look-up values and does not continue to check for possible CNAME
entries.

Allow/Deny Incoming SMTP connection by default

If this option is selected, SMTPD accepts every |P address except for those mentioned in
the Deny IP address list. On the other hand, if “Deny Incoming SMTP connection by
default is selected, every I1P address except for those mentioned in the Allow I P addresses
list isrejected. By default, thisoption is set to Allow Incoming SM TP connection.

SMTP Connection Control

The SMTP Connection Control button on the main Anti-spam configuration screen ena-
bles you to protect your enterprise from receiving spam messages from known IP
addresses. The page below lets you view the denied | P address ranges.(see “ Figure 3-34:
View banned |P addresses’ on page 3-36).

3/22/2000

Preprocessor IP address Access Control List

Controls
Denied IP addresses for Incoming SMTP connection
202.143.44.2—202.143.44.227

New| Delete | Help

Figure 3-34: View banned IP addresses

To remove an existing entry, select that particular entry and click on the Delete button.

Clicking the New button will alow you to add a new IP address range. A new screen will
be displayed (see “ Figure 3-35: Add a new IP address range to the list of banned IP
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addresses’ on page 3-37). Enter the IP address range and click on the Add button to
include that particular IP range in the list of banned | P addresses.

pppppp

In

Preprocessor Pilease input the IP address (address range)
Controls

Start IP Address End IP Address
[e02113.4423 [e02113.44721

Help

Figure 3-35: Add a new IP address range to the list of banned IP addresses

Allow/Deny Mail Relaying® by default

If thisoptionis selected, SMTPD allows mail relaying for all 1P addresses except for those
mentioned in the Deny |P address list. On the other hand, by selecting Deny Mail Relay-
ing by default, every IP address except for those mentioned in the Allow |P addresses list
is prohibited for mail relaying. By default, this option is set to Allow Mail Relaying.

Mail Relay Control
The Mail Relay Control button on the main Anti-spam configuration screen enables you to
list down the IP address(es) that are alowed to perform mail relay.

Preprocessor IP address Access Control List

Conirols
Denied IP addresses for Mail Relay
202.143442—202.143.44.228

M Delete | Help

Figure 3-36: Anti-Spam Mail Relay

Enable RBL L ookup

A RBL (Real-time Blackhole List) isablacklist of Internet |P addresses that are known to
send Spam mails, be friendly to Spammers, or be totally open to mail relaying. They uti-
lize the DNSto distribute the blacklist | P database, viaa DNS record lookup of theincom-
ing IP address under a particular DNS zone. If this option is selected, the Anti-spam
module will have additional spam mail detection capabilities.

3. NOTE: Itisstrongly recommended that mail relaying on Internet connected servers be disabled in order
to protect the site from unauthorized use by spammers.
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Internet Exchange currently supports five RBL-style systems. They are:

* MAPS-RBL (Mail Abuse Prevention System’s Real-time Blackhole List)
* ORBS (Open Relay Behaviour-modification System)

* MAPS-DUL (Mail Abuse Prevention System’s Dial-up user List)

* IMRSS (Internet Mail Relay Services Survey)

* DSSL (DynamiclP Spam Sources List)

The MAPS RBL is a system for creating intentional network outages ("blackholes") for
the purpose of limiting the transport of known-to-be-unwanted mass e-mail. The MAPS
RBL is a subscription system, such that no oneis ever denied connectivity to a non-RBL -
subscriber. If your network seems to have been blackholed by us, be aware that the places
you cannot reach have deliberately chosen not to exchange traffic with you. For more
information go to http://maps.vix.com/rbl/

ORBS, or the Open Relay Behaviour-modification System, is a database for tracking
SMTP servers that have been confirmed to permit third-party relay. These servers permit
spammers to connect to them from anywhere in the world, usually from a modem connec-
tion, and then forward the spam to itsintended victims. It also tracks networks that prevent
ORBS from verifying whether or not their SMTP servers continue to permit third-party
relay. For more information go to http://www.orbs.org

The MAPS DUL lists dial-up and other dynamically assigned | P addresses for the conven-
ience of mail administrators wishing to stop this trespassing, and for Internet providers to
help prevent trespassing by volunteering their dial-up information to us. If you seem una
ble to deliver mail because you are on thislist, it is because your intended recipients have
deliberately chosen not to receive mail from you in this manner. For more information go
to http://maps.vix.com/rbl/

In conclusion, MAPS-RBL is a system that creates intentional network outages so that the
transport of unwanted mass email is prevented. ORBS is a database that lists SMTP serv-
ers that have been confirmed to permit third-party relay. MAPS-DUL, on the other hand,
lists dial-up and other dynamically assigned | P addresses to prevent trespassing by people
and/or organizations who send unsolicited email using direct connectionsto their victim's
mail serverswithout using their ISP's mail server asareay or gateway. IMRSS is a secure
confidential list of open email relay serversthat may be queried dynamically from various
sites via DNS. For more information go to http://www.imrss.org/ and http://
www.imrss.org/dssl
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To enable RBL support, check the Enable RBL |ookup option in the main Anti-spam con-
figuration screen. Then click on the RBL Database button. The following screen will

appear:

Preprocessor
Controls

M Delete | Help

IEQETE BEE

Internet Exc

Preprocessor Please input the RBL Zone:
Controls

[retays.orbs arg

Help

Figure 3-38: Adding new RBL zones

To add a new database to the list, click on the New button. A new screen will appear (see
“ Figure 3-38: Adding new RBL zones’ on page 3-39).

Enter the new RBL zone to be added and click on the Add button. The new RBL zone will
now be supported by the Anti-spam Module.

Loop Detection

The Configure Loop Detection link on the main Preprocessor configuration screen enables
you to configure the different parameters for defining the rules of message loops in the
Internet Exchange Messaing Server. (see “ Figure 3-39: Configure Loop Detection” on
page 3-40):

Maximum trips

Specifies the maximum number of Received lines (that show the FQDN of the MTA
machine) allowed in an incoming message. Only lines containing the MTA FQDN are
counted. If this number is exceeded, the message is bounced. This option is useful in pre-
venting message loops. The default valueis 5.
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L ooping itemsto postmaster

If set, any looping messages are bounced to the local postmaster instead of being returned
to the remote sender. Thisis often useful in preventing infinite email looping. The default
isNO.

Click on the Submit button to implement the new settings.

Preprocessor
Controls Loop Detection Configuration

hlaxdmum trips: 5
Looping items to postmaster, l7

Reset | Help

Figure 3-39: Configure Loop Detection

Configuring Auto Insertion

The Auto Insertion engine provides the capability to insert disclaimersinto messages pass-
ing through the Internet Exchange M essaging Server. Using this feature, the messages cre-
ated by users will automatically include a disclaimer message defined by the
administrator. Possible disclaimers may state the confidentiality of the message and limit
the liability of the company that maintains the mail system where the message originated.
The administrator can add different disclaimer messages based on the message source
channel. The Auto Insertion engine allows the system administrator to use simple text and/
or HTML text for insertion processes. It supports insertion into the normal RFC822 mes-
sages and most MIME message structures.

To Create a new Auto Insertion setting, click on the New button. A new screen will be
displayed for you to configure the appropriate values for the following fields:

pppppp

Preprocessor Auto insertion settings
Controls

Source Channel Textfile HTML file

local [edisciaimerot [e:disciaimer htm Save Edit contents Delete
New

Figure 3-40: Configure Auto Insertion settings
Source Channel
A disclaimer will automaticaly be attached by the Auto Insertion Engine to messages
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coming from this channel.

Text file
The path to the *.txt file that contains the disclaimer to be attached to outgoing messages.
(i.e. c:\autoinsert\disclaimer.txt)

HTML file

The system administrator is provided with the option to use an HTML file as a disclaimer
for outgoing messages.This is the full path specification of asingle HTML file to be used
(i.e. c:\autoinsert\disclaimer.html).

To store the auto insertion settings, click on the Save button. To edit the auto insertion
files, click on the Edit contents button. To delete the auto insertion settings, click on the
Delete button. To create another auto insertion setting, just click on the New button

Building An Alias Table

Andiasislikeamultipleidentity of auser. You can create your mail aliasin the Directory
Server using a different e-mail address. Let's say your origina e-mail address is user-
name@domain.com. When amessage is sent to username@domain.com, the Preprocessor
unit will use this name to determine the different channels and/or connectors that you have
defined in the Directory Server to route the message accordingly.

After you have decided to create an alias say, username@mail.domain.com, the messages
addressed to username@mail.domain.com will be just like the messages addressed to
username@domain.com. They will also be routed by the different channels and/or connec-
tors to the intended mailboxes.

Now, you will need to go to the IEMS Preprocessor interface and click on the Build Alias
Table hyperlink. The following screen will appear:

Preprocessor

Controls Build Alias Table

This operation extracts all Mail Aliases from the LDAP Directory and builds a separate database

This database is required by the PreProcessor to recognise recipients in incoming messages by their alias name.

Build Alias Tahle

odule List

Figure 3-41: Preprocessor Build Alias Page

Click on the "Build Alias Table" button. This will enforce the Preprocessor module to
update an interna database that holds all the email aias available in the Directory.
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INTRODUCTION

The Message Transfer Agent (MTA) isresponsible for routing the mail messages received
by the preprocessor to the intended Channels. Upon receiving a message the MTA tempo-
rarily stores the message locally in a shared message queue while analysing the recipient’s
address. It will either deliver the message to the recipient’s local address or forward the
mail to another MTA.

The Internet Exchange Messaging Server Preprocessor (both Enterprise and Workgroup
editions) is an integrated subsystem of the MTA with a highly scalable architecture. Each
of the unit's programs is a plug-in module that can be run on separate machines, ensuring
efficient utilization of computing resources and maximum throughput. This capability
also guarantees that the system can easily be scaled to cope with the changes in the mes-
saging needs of an organization. In addition, the Preprocessor Unit incorporates an open
API that permits the development of third-party or custom processing modules. Commu-
nication between the different Preprocessor Unit's modulesis carried out via Remote Pro-
cedure Calls (RPC's) over TCF/IP.

The enhanced Internet Exchange Messaging Server version 4.1 features a Monitor Control
User Interface for monitoring all of the MTA components in a distributed system. This
feature enables the system administrators to start/stop the Responder module remotely all
a the sametime.

KEY FEATURES

. MTA Configuration and Maintenance
. MC Responder User Interface

. Dial-Up Scheduler

. RAS Connection Profile

. ETRN Support

. View Log Files Capabhility

CONFIGURING THE MTA

Main Configuration and Administration I nterface

The MTA Main Web Administration Interface enables the system administrator to config-
ure the various features of the | nter net Exchange Message Transfer Agent. The following
screen will appear.
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Internet Exchang

Configuration
Controls

MTA Configuration

Figure 3-42: Main MTA Configuration Screen

Common MTA Configurations

The Common MTA Configuration hyperlink enables you to configure the common MTA
parameters. The screen below shows the different MTA parameters that need to be config-
ured. (see“ Figure 3-43: Common MTA parameters’ on page 3-44) The following param-
eters were pre-configured during the installation process of the Internet Exchange
software.

Local I nternet host name
The Internet host name of the machine that runs the Internet Exchange Messaging Server.

Local Internet domain
The Internet domain name of the machine that runsthe IEM S (e.g. domain.com).

Queue directory

The directory under which the MTA stores the configuration databases, including the
MIME mappings database (MAGIC.BTR), peers capabilities database (PEER.BTR), and
the certifier-to-I nternet domain mappings database (LNPOD.BTR).

Temporary directory

Thisrefersto the location of the IEM S temporary directory. The Notes Connector needs to
write temporary files during message conversion process. Such files are stored here.
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Daylight saving ~
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Figure 3-43: Common MTA parameters

Log directory

The location of the IEMS log files directory. The log file IEMTA.LOG is written to this
directory. You can set this directory to a shared directory in the network so that you can
read the file remotely on a user station. Doing so, however, may degrade the performance
of the software as writing data via network is generally slower than writing data directly
on to the local hard disk.

Logging level
The Internet Exchange Messaging Server 4.1 offers six levels of debugging, namely:

e Errorsonly
Only erroneous activities are logged.

* Message logging
Information about the delivery of all messagesislogged.

e SMTP session

All SMTP conversations are logged. This level records each incoming and outgo-
ing SMTP command.

* Diagnostic
Additional diagnostic data is logged including information concerning core opera-
tions. This option is for debugging purposes and is not usually needed. Due to the
large amount of debugging information produced, this level of logging is recom-
mended only for situations where very detailed logging information is required.
This is because under the Diagnostic mode, extensive logging activity will slow
down the operation of the Messaging server.

e Warning
All warning messages will be logged.
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* Informational
Apart from the diagnostic logging level that logs al the details concerning all the
core transactions, the informational logging level logs the different detailed infor-
mation of the different modules.

Logfilesize

The largest logfile size permitted before it is saved in another name and a new log is
started. The default limit is 50,000 bytes, allowing the Windows Notepad application to
read the file. Acceptable values range between 10,240 bytes (10Kb) to 2,000,000,000
bytes (roughly 2Gb). The default value of zero indicates no limit.

Send old log file to postmaster
This option causes old logfiles to be automatically mailed to the postmaster.

Keep old log filesin disk
Prevents deletion of old log files. Storage of such files, however, uses up disk space very
rapidly and the administrator should deal with them regularly.

Local character set

Allows a character set identifier to be tagged to all outgoing mail. For recipients in most
Anglo-Saxon countries, US-ASCII should be used. Those in other countries, meanwhile,
will have to choose a different SO character set. For Japanese users, 1SO-2022-JP should
be used.

Local time zone
Sdlect from the list of locations offered. If the local timezoneis not listed, then the desired
time zone must be entered manually into the IEMTA.INI file using an editor as follows:

[Gateway]
Timezone=tzn[+|-]hh[:mm][:ss]] [dzn]

where tzn must be a three-letter time-zone name, such as PST, followed by an optionally
signed number, hh, giving the difference in hours between UCT and standard time. To
specify exact local time, the hours can be followed by minutes,:mm; and second-class; and
if applicable, athree-letter daylight-saving-time zone, dzn, such as PDT.

If the timezone value is not set, the default is PST8PDT, which corresponds to the Pacific
timezone of the USA. If the timezone "Use system TZ variable" is selected, the timezone
information is then obtained from the user defined as TZ environment variable. Under
Windows 95, this can be set in the AUTOEXEC.BAT system start-up file. Under Win-
dows NT, it is usually set in the system registry. In either case, the machine must be
rebooted in order to make the change effective.

Daylight saving
Indicates whether the local timezone uses daylight saving during summer.

MTA Component Status
Internet Exchange Messaging Server uses an enhanced Monitor Control (MC) User inter-
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face to combine the modul e status/control and the MC Responder’slocal components con-
figuration on a single HTML page. The new user interface should provide simpler
management tools and centralized control for the system administrators to monitor all the
Internet Exchange Messaging Server’s (IEMS) components in a distributed system. The
new MC user interface can be run on any machine using the IEMS web server. A major
enhancement in the functionality and appearance of Internet Exchange Messaging Server
v4.1 is it dlows the system administrator to start/stop the Responder module remotely
which will thereby start/stop all the installed modules all at the same time.

In a distributed system, the different components of the Internet Exchange Messaging
Server are allowed to run on multiple machines all at the same time. Therefore, it requires
a centralized monitoring and control module to manage the different modules running
across multiple machines and operating systems.

Updates __ Support

InternetExchange|Messaging|Serverd:1

VERELE T B EE .

Internet Exchang

Internet Exchange Messaging Server modules locations
Configuration

Location: LOCAL {pasay.ima.com)
Responder status \Ruﬂnmg
Stop Pesponder | Show Detsils |

Help

Figure 3-44: Component Status

The main page of the new MC user interface displays the host name’s location and
Responder’s status. To view the details of all the available components running within the
“Internet Exchange Machine” (IEM), click on the Show Details button. (see“ Figure 3-44:
Component Satus’ on page 3-46). An established Remote Procedure Call (RPC) connec-
tion to the Responder module displays the Responder Status as “Running”. However, if
the RPC connection is unavailable, the Responder module is shown as “Not Running”.
The MC user interface is unable to retrieve the “Internet Exchange Maching” host name
list if the IEMS Server Directory is not running.
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Figure 3-45: The new MC Responder User Interface

When the system administrator clicks the “Stop Responder” button, the RPC will com-
mand the Responder to quit. The remote Responder then carries out the normal termina
tion procedure and stop al the local modules that are automatically enabled on the
machine. Clicking the “ Show Details” button will list all the MTA modules located within
the machine with their corresponding status

Location
Displays the TCP/IP host name of the machine running the MTA components.

Status
Displays the current status returned by the MTA components.

When the administrator clicks the “Show Details’ button, the new MC user interface
retrieves alist of status information from a particular host. The Responder module returns
the total number of module information while the RPC updates the local components in
the MC user interface. This allows the system administrator to modify the Auto Start,
Auto Restart, Auto Stop and Wait Time value for any module controlled by the Responder.
If the component is already running, a Sop button is displayed in the Status column. If the
component is not running, a Sart button is displayed in the Status column.

Version 2.0/April 2000 Messaging Server - Administrator’s Guide 3 - 47



Message Transfer Agent

Dialup Scheduler

The Internet Exchange Dialup Scheduler allows the system administrator to choose which
days of the week to run the dialup schedule for Remote Access Service (RAS). RASisthe
remote access service for Windows and is actively supported by all WIN32 platforms. Itis
a useful feature not only for dialup issues but also for any Windows supported dialup
mechanism.

The Dialup Scheduler supports the following functions:

* Providesauser interfaceto enablethe M essaging Server administrator toconfigure
dialup schedules and other RA S connection-related profiles

* Performs RAS dialup at the scheduled dialup time

* Performs RAS connection hang-up at the scheduled hang-up time

Before configuring the Dialup Scheduler, the Windows system must be configured for the
appropriate dialup mechanism. For Windows 95/98 and Windows NT 4.0 platforms, use
Windows Setup/Programs/Accessories/Dial-up Networking to configure the appropri-
ate dialup mechanism.

The Dialup Scheduler link of the main MTA Configuration page allows you to configure
the Dialup Scheduler. The following screen displays the different Dialup options:

3/27/2000

.....

Dialup Scheduler

Configuration
Controls

Dialup Scheduler Configuration |

RAS Configuration |

Connection Profile |

Figure 3-46: Main Dial-up Scheduler Configuration Page

The Dial-up Scheduler button displays the Dial-up Scheduler configuration screen (see
“Figure 3-47: Configuring Dial-up Scheduler” on page 3-49). First, select the day(s)
when the Dial-up Scheduler should run.

Sun - Sat
Specifies that dial-up is to be executed every Sunday up to Saturday.

Every

Refers to periodic dial-up schedules, with the period specified by the hour and the minute
settings.
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Configuration Dialup Scheduler
Controls

[ I Sun | * Mon [ ® Tus [ ~ Wed [ ® Thu [ ¥ Fri [ I Sat
every 02 =] hrs 00 =| min  only if mail queued
ctart at [o=] [ stop at [7= [0= Whole Day |

Fixed Time Scheduling

O Automatic RAS Dialup and Hangup
Wodules to Start [ SMTPC I SMTPD M BSMTP

Hang up after [20 min
I~ Use different schedules on weekends “askend Schedule

Apply || Peset | Help

Figure 3-47: Configuring Dial-up Scheduler

Automatic RAS Dialup and Hang-up

Activate the Automatic RAS dialup and hang-up option to enable RAS support. With this
function enabled, Internet Exchange automatically starts a RAS connection during gate-
way start-up. When the gateway shuts down, the RAS connection will terminate automati-
cally.

Hang-up Time
This parameter specifies the time (in minutes) that the RAS Dia-up Scheduler should
hang-up a connection after the connection has been established.

Use different schedule on weekends

This option, when enabled, specifies that a different dial-up schedule isto be used for the
weekends (i.e. Saturdays and Sundays). The schedule for the weekends can be configured
by clicking on the Weekend Schedule button to bring up a dialog box for configuring the
weekend dial-up schedule.

Only if mail queued

It tells the Dialup Scheduler to check if there are mails queued in the SMTP Out channel
before establishing a dialup connection. If there are no mails in the queue, the Dialup
Scheduler will not attempt the dialup. This option is only valid for the periodic dialup
schedule.

Start at/Stop at

Specify the start time and the end time of the periodic dialup schedule. Periodic dialups
will be allowed within thistime interval.

Whole Day
Configures the periodic dialup schedule to remain active throughout the whole day.

Fixed Time Scheduling

Configures the Dialup Scheduler to perform only one dialup on every scheduled day.
Click on the Fixed Time Scheduling button to display the fixed scheduling options screen
(see“ Figure 3-48: Fixed time scheduling window” on page 3-50).
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Figure 3-48: Fixed time scheduling window
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Figure 3-49: Configuring weekend dial-up schedules

Enable autoshutdown

Activate the Enable autoshutdown option to enable automatic shutdown of the RAS con-
nections. When activated, this allows the system administrator to configure the dialup
schedules for the weekends. Click on the Weekend Schedule button to display the Week-
end Schedules configuration screen (see “ Figure 3-49: Configuring weekend dial-up
schedules’ on page 3-50).

Periodic Scheduling

When enabled, this configures the Dial-up Scheduler to perform periodic dial-up opera-
tions on every scheduled day. Click the Periodic Scheduling button to display the Periodic
Scheduling configuration window (see“ Figure 3-50: Configuring Periodic Dialup Sched-
ules’ on page 3-51).
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Figure 3-50: Configuring Periodic Dialup Schedules

Automatic RAS Dialup and Hang-up

Activates the Automatic RAS dialup and hang-up option to enable RAS support. With this
function enabled, Internet Exchange automatically starts a RAS connection during start-
up. When the Internet Exchange shuts down, the RAS connection terminates automati-
caly.

Enable autoshutdown
Allows automatic shutdown of the RAS connection.

Hang-up Time
Specifies the time (in minutes) that the RAS Dial-up Scheduler should hang up a connec-
tion after the connection has been established.

Use different schedule on weekends

Specifies that adifferent dial-up scheduleis to be used for the weekends. The schedule for
the weekends can be configured by clicking on the Weekend Schedul e button to bring up a
dialog box for configuring the weekend dial-up schedule.

RAS Configuration

The RAS Configuration button on the main Dial-up Scheduler configuration screen allows
you to configure RAS settings. The screen on the next page (see “ Figure 3-51: RAS Con-
figuration Page” on page 3-52) displays the different RAS parameters:

Phonebook

The first RAS Configuration entry, Phonebook, allows the Messaging Server administra-
tor to specify the phone book entry to be used by Internet Exchange for RAS connection.
If Internet Exchange is running on Windows 95, the only possible entry is System Phone
Book. More than one phonebook can be chosen under Windows NT; use the Browse but-
ton to search through the file system for other phonebooks (files with the.PBK extension).
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Figure 3-51: RAS Configuration Page

Phonebook entry selected
The Phonebook entry selected refers to the RAS profile name to be used. Internet
Exchange uses this RA S profile name for making a RAS connection during start-up.

Phonebook entries
Displays the first number to be tried during dialups. The phonebook contains several
entries which are tried by the Dialup Scheduler based on their order in the phonebook.

Timeout after

Specifies the timeout value (in minutes). The Dialup Scheduler waits for a RAS dialup
connection to be established. If the RAS dialup connection fails, the Dialup Scheduler will
redial automatically until the timeout value is reached.

Click the Apply button to save al the settings for the RAS configuration. The Reset button
clearsall the new entries.

Connection Profile

The Connection Profile button on the main Dialup Scheduler window enables you to con-
figure the different aspects of the RAS connection itself. The screen below displays the
different Connection Profile parameters.

Disable/Enable ETRN Support
Specifies the machine’'s FQDN to all remote SMTP hosts when the Messaging Server is
sending out mail during the dialup connection.

Alternate Name List

Enables the Messaging Server to send out ETRN requests that specify its alternate name
list to al remote SMTP hosts.
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Figure 3-52: Connection Profile

Send ETRN

Sometimes it might be useful to enable sending ETRN request only to a specific host to
which there might not be any outbound mail. This ensures that even though there is no
outbound mail to that host when SMTPC runs, the host still receives ETRN requests. An
option to add/delete hostnames is also available. To add a hostname, enter the hostname
and click the Add button. To remove a particular hostname from the list, select an entry
from thelist and click the Delete button.

Send keep alive packets

Click on Send keep alive packets to enable this option. For TCP connections established
over adialup connection (typically PPP or some ISDN connections), some TCP/IP stacks
can be configured to time out and automatically disconnect after a predetermined period of
zero network activity. Under this condition, it is necessary to keep the stack active if
SMTPD isto continue to be able to receive incoming mail. This option enables SMTPD to
keep sending keep alive packets to maintain the dialup connection.

Run a program

Click on the Run a program option when a connection is established to enabl e this option.
This option also allows the administrator to define the path of the program to be run after
the connection is made. Extra parameters regarding this function can be entered in the next
section.

Click the Apply button to immediately implement the settings or click on the Reset button
to discard the changes.

View Log File

The Internet Exchange Messaging Server logs the transactions for each operation that
has been carried out. An archive of the old log files can be viewed using this option. To
view alog file, click on the View Log File link on the main Dial-up Scheduler configura-
tion window. Select the log file that you wish to view from the list. Then click on the Sub-
mit button to view the contents of the selected log file (see “ Figure 3-53: Archive of Log
Files for Monitoring the Internet Exchange Messaging Server” on page 3-54).
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Figure 3-53: Archive of Log Files for Monitoring the Internet Exchange Messaging Server

View Current Log File

A new feature of the Internet Exchange Messaging Server lets you view the current log
files automatically using the View Current Log File link.The current log of the transactions
for each operation that has been carried out will be displayed for you to browse through.
You need not select from the list of archived files of the previous transactions in the View
Log Filelist (see “ Figure 3-54: Current Log File of the different IEMS Transactions’ on
page 3-54).

Internet/ExchangeMessaging Server 4l

EIEEIEr-" J@ir

LogFile: C:IPROGRA~NIMAINTERN~1.1\Logliemta.log

coggg;‘::,go" lan har 27 13:19:17 Certificate Installer. [Error] Certificate path not found.

Won War 27 12:19:50 LDAP Server: [Warning] main.c could not open NEXTID

hon Mar 27 12:19:50 LDAP Server: [Warning] main.c Creating new backend database files { including NEXTID )

Mon Mar 27 12:19:51 LDAP Client AP [Error] Idap_search failed

Whon har 27 123:19:52 LDAP Client AP [Error] Idap_maodify operation failed

hon Mar 27 12:19:52 LDAP Client AP [Error] Idap_modify operation failed

hlon Mar 27 12:20:14 LDAP Client API: [Error] Idap_search failed

Wlan har 27 13:20:14 LDAP Client AP [Error] Idap_search failsd

Won Mar 27 123:20:14 LDAP Client AP [Error] Idap_search failed

hlon Mar 27 123:21:18 Anti-virus: [Error] Mo active virus scan engine profile has been loaded

Wlon Mar 27 12:21:18 Anti-virus: [Error] Please run AntiVirus configuration

lon hlar 27 12:22:23 NotesOut: [Error] MailOpenltdessageFile failed

Won War 27 13:22:23 Notesin: [Error] SECKFMGetUserName failed

hlon Mar 27 12:22:24 Notesin: [Error] [Reason] Could not open the 1D file

lan har 27 13:22:25 Notesin: [Error] Cannot verify UserKey access to the database: mail bax

Whon hlar 27 13:22:25 NotesOut: [Error] [Reason]: File does not exist

hon War 27 123:22:40 LDAP Client API: [Error] Idap_open error

Wlon War 27 12:22:40 LDAP Client AP [Error] Idap_open error

lan har 27 13:22:40 Message Store Server. [Warning] LDAP connection failed, trying to reconnect to LDAP server pasay.ima.com
Won War 27 13:22:40 Message Store Server: [Warning] LDAP connection failed, trying to reconnect to LDAP server pasay.ima.com
hon Mar 27 12:22:45 LDAP Client AP [Error] Idap_open error

Mon Mar 27 123:22:45 LDAP Client AP [Error] Idap_open error

Wlon har 27 13:22:45 Message Store Server: Warning] LDAP connection failed, trying to reconnect to LDAP server pasay.ima.com
Won War 27 13:22:45 Message Store Server: [Warning] LDAP connection failed, trying to reconnect to LDAP server pasay.ima.com
Won War 27 12:22:50 LDAP Client AP [Error] Idap_open error

Wan har 27 123:22:50 LDAP Client API. [Error] Idap_open error

Wlon har 27 13:22:50 Message Store Server: Warning] LDAP connection failed, trying to reconnect to LDAP server pasay.ima.com
hlon War 27 123:22:50 Message Store Server: [Warning] LDAP connection failed, trying to reconnect to LDAP server pasay.ima.com
Wlon War 27 123:22:55 LDAP Client API [Ermor] Idap_open error

lan har 27 123:22:55 LDAP Client AP [Error] Idap_open error

Wlon War 27 13:22:55 Message Store Server: [Warning] LDAP connection failed, trying to reconnect to LDAP server pasay.ima.com
hlon War 27 12:22:55 Message Store Server: [Warning] LDAP connection failed, trying to reconnect to LDAP server pasay.ima.com
Mon Mar 27 123:23.01 LDAP Client AP [Error] Idap_open error

Won har 27 12:23:01 LDAP Client AP [Error] Idap_open error

hlon Mar 27 123:23:01 Message Store Server: [Warning] LDAP connection failed, trying to reconnect to LDAP server pasay.ima.com
hlon War 27 12:23:01 Message Store Server: [Warning] LDAP connection failed, trying to reconnect to LDAP server pasay.ima.com
lan har 27 123:23.06 LDAP Client API. [Error] Idap_open error

Won Mar 27 12:23:06 LDAP Client AP [Error] Idap_open error

hlon Mar 27 12:23:06 Message Store Server: [Error] Could not connect to LOAP server

Wlon War 27 13:23:06 Message Store Server: [Ermor] Could not connect to LDAP server

lon har 27 12:23.08 MsgStore Web Interface: [Error] Message Store server is unavailable

Figure 3-54: Current Log File of the different IEMS Transactions
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SIMPLE MAIL TRANSFER PROTOCOL DAEMON

INTRODUCTION

The Internet Exchange Simple Mail Transfer Protocol Daemon (SMTPD) is abackground
server process that receives messages from the Internet. Whenever a new connection
reguest for incoming mail is detected, the SMTPD Module creates a new thread that man-
ages the new connection. Once amessage is received by the worker thread, it is submitted
to the Internet Exchange MTA Shared Queue. SMTPD does not perform any message
tranglation. It simply creates the queue entry and goes back to wait for additional connec-
tion requests. SMTPD also performs severa anti-spam checks at the SMTP level before
the message enters the Internet Exchange Shared Message Queue.

Like the SMTPC module, SMTPD is designed to support the ESMTP service extension
DSN (Delivery Status Notification), as well as the 8BITMIME, MESSAGE SIZE, and
ETRN extensions for downstream dialup connected sites.

KEY FEATURES

Multi-threaded Architecture

In order to achieve optimal high performance, SMTPD features a multi-threaded architec-
ture. This multi-threaded architecture allows support to concurrent, multiple SMTP con-
nections. The Master Thread Manager (see “ Figure 3-55: SMTPD System Architecture”
on page 3-55) is responsible for listening to the SMTP port and waiting for incoming
SMTP requests from other SMTP MTAs. Once an SMTP connection request is received,
the Master Thread Manager creates a new SMTP worker thread to handle SMTP connec-
tion. The number of simultaneous SMTP connectionsislimited only by system resources,
such as the TCP stack and memory.

Message Switch

Figure 3-55: SMTPD System Architecture
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SMTPD supports the following features:

e ESMTP Support
SIZE (Message Size Declaration)
ETRN (Remote Message Queue Starting)
8BITMIME (8bit-MIM Etransport)
DSN

* Anti-Spam Defense
SMTP connection restriction
Mail Relay Authorization
Reverse DNS lookup verification
Real-time Blackhole List (RBL) support

CONFIGURING SMTPD

To configure SMTPD, click on the SMTPD icon on the Main Administrator Web Admin-
istration Interface. A screen for configuring the SMTPD modul€’s various options will
appear (see“ Figure 3-56: SVITPD Main Configuration Screen” on page 3-56).

InternetiExchangelMessaging Server4:

5 Nl * ] ol NN -]

SMTPD Module

Figure 3-56: SMTPD Main Configuration Screen

SMTP PARAMETERS

SMTPD shares a number of common parameters with Simple Mail Transfer Protocol Cli-
ent (SMTPC). To configure the different SVTP parameters (SMTP Ports, ESMTP Sup-
port, Delayed Mail Notification, and SMTP Timeout Tunnings), click the SMTP
Parameters link on the left side of the SMTPD configuration screen. The screen for con-
figuring the common SMTP parameters will appear (see “ Figure 3-57: SMTP Parame-
ters’ on page 3-57). Enter the desired vaues in the text boxes provided. Click on the
Submit button to implement the settings.
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Figure 3-57: SMTP Parameters

SMTP Ports

SMTPC Port

Specifies the TCP port number to be used by SMTPC, which delivers messages on the
Internet. This is useful when running Internet Exchange behind a firewall or any other
non-standard setup. The default valueis 25.

SMTPD Port
Specifies the TCP port number to be used by SMTPD. Thisis useful when running Inter-
net Exchange behind afirewall or any other non-standard setup. The default valueis 25.

ESMTP Support
Enable ESMTP
When this option is enabled, SMTPC/SMTPD will support ESMTP (Extended SMTP).
SMTPD will accept ESMTP command “EHLO” and SMTPC will issue “EHLO" to the
peer host. By default, it is enabled. Also the other ESM TP extensions will be supported
after “Enable ESMTP” is enabled. These extensions include “SIZE”, “DSN”, “ETRN",
and “8BITMIME”".

EnableESMTP SIZE
Activates the Enable ESMTP SIZE feature so that SMTPC/SMTPD can use the SIZE
extension service. If this option is enabled, SMTPD will advertise the EHLO keyword

SIZE in response to EHLO command. The administrator can configure the maximum
inbound message size for each peer domain as well as the default maximum size under the
Peer Configuration section. The optional parameter for the keyword SIZE, which is used
to specify the fixed maximum size, can be determined from the Peer Configuration by tak-
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ing the maximum value of the size limit for all the peer domains. The default is enabled.

Enable ESMTP 8BITMIME
When this option is enabled, SMTPD announces |IEMS support for 8BITMIME. The
default is enabled.

Enable ESMTP ETRN

Prompts SMTPD to announce its support for ETRN and accept ETRN requests. Once an
ETRN request is received, SMTPD signals the SMTPC module to start a new gqueue pro-
cessor for the requested ETRN host. The default is enabled.

Enable ESMTP DSN

Prompts the SMTPD to announce its support for Delivery Status Notification (DSN) and
accept DSN request during MAIL FROM and/or RCPT TO commands. SMTPC also gen-
erates a DSN message when reporting the delivery status. The default is enabled.

Delayed Mail Notification

Enable delayed mail notification

Prompts SMTPC to send a delayed notification message to the sender when an ESMTP
DSN isNOT enabled or a DSN request does not specify NOTIFY-NEVER. The default is
disabled.

Enable successful mail notification
When this option is enabled, IEMS notifies the sender when a delayed message has been
successfully sent. The default is disabled.

Send delayed mail notification after (hours)
SMTPC sends the delayed message notification after the specified amount of time. The
default valueis 4 hours.

Delayed mail notification text

Specifies the path name of the file containing the message to be used to notify the user of a
delayed message delivery. If no filename is specified or no file is found at the specified
path, an appropriate default warning message is used.

Successful mail delivery text

Specifies the path name of the file containing the message that will be sent to the Postmas-
ter when the machine, after having sent at least one delayed message notification, eventu-
ally delivers a message. If none is specified, or if no file is found at that path, an
appropriate default warning message is sent.

SMTP Timeout Tunnings

SMTPD

Indicates the timeout value (in minutes) that SMTPD waits for an open socket. The default
value, which is 5 minutes, should not be changed. However, if unusua delays are experi-
enced, the default value can be adjusted to stop SMTPD from timing out.

SMTPC Initial
The period (in minutes) that SMTPC waits for the initial contact of a remote host to be
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completed. The default value is 5 minutes.

SMTPC Helo
The period (in minutes) that SMTPC waits for the remote system to respond to the HELO
command. The default valueis 5 minutes.

SMTPC Mail
The period (in minutes) that SMTPC waits for the remote system to respond to the MAIL
FROM command. The default value is 5 minutes.

SMTPC Rcpt
The period (in minutes) that SMTPC waits for the remote system to respond to the RCPT
TO command. The default value is 5 minutes.

SMTPC Data
The period (in minutes) that SMTPC waits for the remote system to respond to the DATA
command. The default valueis 5 minutes.

SMTPC Data Block

The period (in minutes) that SMTPC waits for the remote system to respond to acknowl-
edge an individual buffer transmission of message data. It can a so be defined as the length
of time wherein SMTPC waits between writes to the TCP stack before it considers the
remote system “dead”. The default value is 5 minutes.

SMTPC Data End
The period (in minutes) that SMTPC waits for the remote system to respond to the DATA
phase wrap up represented by the dot (.) command. The default value is 5 minutes.

SMTPC Quit
The period (in minutes) that SMTPC waits for the remote system to respond to the QUIT
command. The default valueis 5 minutes.

Data Buffer size

The size, in bytes, of the data buffer used by the SMTP programs to read data from the
Internet. If the machine uses disk caching, set this option to the size of the read ahead
buffer. The default value is 4096 (4K); the maximum buffer sizeis 32768 (32K).

Set 554 SM TP error temporary

RFC821 on SMTP is not clear as to whether “error 554 transaction failed during the
DATA phase” should be regarded as a permanent error. Usually 5xx errors are permanent,
but some SMTP servers return 554 errors for temporary errors. IEMS takes the conserva
tive approach and re-tries such message later. If this option is set to No, then such mes-
sages will be bounced instead or re-send to their intended recipients. The default is Yes.

SMTPD Options

To configure the different SMTPD options, click the SMTPD Options link of the SMTPD
configuration screen. A new screen for configuring SMTPD options (i.e., maximum
number of SMTPD sessions, reject unqualified address, etc.) will appear (see “ Figure 3-
58: SMTPD Options’ on page 3-60). Set the desired options and enter the maximum
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number of SMTPD sessions. Click the Submit button to implement the new settings.

uuuuuuuuuuu

SMTPD Contols
Options

S

Maximum SMTPD sessions[15

SMTPD greeting message: [

Reject unqualified address: 7

Qualify address: v
Reject remote recipients:
Kill SMTPD zombie:
Disable VRFY command
Disable EXPM command

Submit | Reset

E AA™IAT

Figure 3-58: SMTPD Options

Maximum SMTPD sessions

Specifies the maximum number of incoming SMTPD sessions. Some TCP stacks have a
limit on the number of concurrent connections. A value of zero indicates that there is no
preset maximum value. The default valueis 15.

SMTPD Greeting M essage
Specifies the path name for the file which will be used to customize the SMTPD welcome/
greeting message displayed when a SMTPC client logsin.

Reect unqualified address

When enabled, SMTPD checks the recipient and sender addresses for a proper domain
part, refusing to receive messages where it is absent, e.g. user @host.com is accepted but
user aloneis rejected. Thisoption is useful in encouraging users to use FQDNSs everytime
they send mail to the Internet. The default is disabled.

Qualify address
When enabled, SMTPD automatically appends the local domain part to an unqualified
address. The default is enabled.

Reect remote recipients

When enabled, SMTPD rejects incoming messages for remote Internet recipients. Thisis
to prevent remote sites from trying to spoof messages by re-routing them through the local
machine back to the Internet. The default is enabled.

Kill SMTPD zombie

When enabled, SMTPD will close the socket used by SMTPD when it last shut down pre-
maturely. Thus, SMTPD will not get an Address already in use error when restarted. The
default is enabled.

Disable VRFY command

For security reasons, the "VRFY" (verify user) command is sometimes considered too
intrusive. Through this command, a remote host may confirm whether a particular user
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existsin a certain post office. Disabling the "VRFY" command causes SMTPD to respond
with 252 command disabled when a remote SMTP client issues this command. The
default is disabled.

Disable EXPN command

For security reasons, the "EXPN" (expand mailing list) command is sometimes considered
too intrusive. Through this command, a remote host may confirm whether a certain mail-
ing list exists in a certain post office. Disabling the "EXPN" command causes SMTPD to
respond with 550 command disabled when a remote SMTP client issues this command.
The default is disabled.

Version 2.0/April 2000 Messaging Server - Administrator’s Guide 3 - 61



=Y

Ey SIMPLE MAIL TRANSFER PROTOCOL CLIENT

INTRODUCTION

The Internet Exchange Messaging Server communicates with mail hosts on the Internet
using the Simple Mail Transfer Protocol (SMTP). This protocol is used for the submission
as well as the reception of mail messages. To communicate well with the Internet, IEMS
implements SMTP as two separate modules. A client program, Simple Mail Transfer Pro-
tocal Client (SMTPC), sends messages from the local machine to the Internet. The server
program, Simple Mail Transfer Protocol Daemon (SMTPD), receives messages from the
Internet bound for the local environment. see “ Smple Mail Transfer Protocol Daemon”
on page 3-55 for more information on SMTPD.

SMTPC is responsible for delivering messages to the Internet by regularly checking for
messages queued in the SMTP OUT queue. When messages are found, it establishes the
required number of connections with external SMTP servers and transfers the messages to
the appropriate Internet mail hosts. SMTPC is multi-threaded, which allows transmission
of many mail messages concurrently.

The IEMS SMTPC Module features an innovative approach to queue management that
supports server-side ETRN request. ETRN isan SMTP command issued by SMTPC when
connecting to a remote SMTP server. This command, which includes the FQDN of the
IEM S machine, requests that the remote SMTP server start processing its mail queues for
messages that are addressed to the machine’'s FQDN. If any such messages are at the
server, the server creates a new SMTP session and sends the messages at that time. This
can be especially useful in a dialup environment where SMTP servers usually send mail
only at specific intervals. The support for ETRN regquest ensures that even though there is
no outbound mail to the host where the SMTPC runs, the host still receives ETRN
requests.

The SMTPC Module aso provides a mechanism for message priority handling. This
architecture guarantees not only high throughput, but also the orderly handling of mes-
sages of different priorities. The module comes with the SMTPC Queue Router, which
retrieves outgoing messages from the Message Switch and determines whether they
should be routed to the Pending Queue or to the Deferred Queue. A shared message queue
structure is designed for these queues to achieve efficient usage of system memory. Each
gueue can have one or more queue processors active at atime, each of which will further
create multiple SMTPC worker threads to process multiple outbound messages simultane-
ously and send them to their next destination across the Internet.

To achieve high scalability and performance, SMTPC incorporates hierarchical multi-
threaded architecture (see “ Figure 3-59: SMTPC System Architecture” on page 3-63).
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Message Switch

SMTPC Queue Router

SMTPC Master
Queue Manager

Pending Pending Pending Pending
Queue Queue Queue Queue
Processor Processor Processor Processor

Worker Worker Worker Worker Worker Worker
thread thread thread thread thread thread

Figure 3-59: SMTPC System Architecture

The SMTPC Queue Router (see “ Figure 3-60: SMTPC Queue Router” on page 3-63) is
responsible for retrieving messages from the Internet Exchange Shared Queue and trans-
ferring them to the internal message queue viathe Mail Queue Switch. The SMTPC Mas-
ter Queue Manager, meanwhile, is responsible for controlling and synchronizing the
Pending Queue Processors and the Deferred Queue Processors.

MQ Switch

SMTPC Queue Router

Pending Deferred
Queue Queue

SMTPC Pending SMTPC Deferred
Queue Processor Queue Processor

Figure 3-60: SMTPC Queue Router
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KEY FEATURES

For fast message delivery, IEMS SMTPC Module features an efficient queuing strategy
that supports two types of independent queues: the Pending Queue and the Deferred
Queue. It also provides a mechanism for message priority handling based on the calcu-
lated message priority weight, mail routing handling, and internal database storage.

Pending Queue

Newly arrived messages that must be sent out immediately are placed in the Pending
Queue. These messages are processed by the Pending Queue Processors, which attempt
delivery viaSM TP, If the ddlivery of a message in the Pending Queueis unsuccessful, it is
passed on to the Deferred Queue so it can be delivered at a later time. Messages that are
destined for intermittently connected hosts with ETRN support, such as dialup accounts,
completely bypass the Pending Queue and are sent directly to the Deferred Queue.

The queue run interval for each Pending Queue Processor can be configured by the system
administrator. The system administrator can define the maximum number of Pending
Queue Processors that run concurrently and the number of messages to be processed by
each processor during each queue run. The number of pending messages are displayed for
each SMTP channel. Each Pending Queue Processor is capable of creating multiple
threads for handling multiple SMTP sessions at the same time.

Deferred Queue

M essages that are intentionally deferred or whose previous delivery attempt(s) have failed
are placed in the Deferred Queue. Messages in the Deferred Queue are further grouped
into different SMTP domain channels using information in the recipient addresses. This
allows server-side ETRN support and prevents deferred messages from delaying the
processing of new messages. A message is placed in the Deferred Queue if any of the fol-
lowing reasons is encountered.

* The option queue mail before attempting delivery is enabled. When this option is
enabled, messages will be placed to deferred queue and will not be delivered imme-
diately. Thisis particularly useful if the destination domainisan ETRN SMTP
domain. Dialup SMTP hosts connect to the Internet intermittently, and an attempt
to deliver messages to such hosts when they are not connected to the Internet will
usualy fail.

* Thereisatemporary DNS error during the domain name resolution process.

¢ A destination host is found, but SM TP connection cannot be established.

* The destination SMTP server issues atemporary SM TP response code.

* The SMTP connection is aborted prematurely due to network problems.

* The destination SMTP server did not reply within the configured time.

The number of deferred messages, deferred reason, and next queue retry time are dis-
played for each SMTP channel (see “ Figure 3-67: Information for selected SMTP Chan-
nel” on page 3-78). Messages in the Deferred Queue are processed by the Deferred Queue
Processors on a per channel basis. During each scheduled queue run time, one or more
Deferred Queue Processors are created for every SMTPC domain channel by the SMTPC
Module to handle deferred outgoing messages. Messages for each SMTPC domain chan-
nel are processed according to their message priority weight.
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SMTPC will attempt to deliver the first message from each SMTP Domain Channel. If the
delivery attempt is successful, the Queue Processor will create another SMTPC thread to
deliver subsequent messages. Otherwise, all subsequent messages in the entire channel
will remain queued. This approach greatly improves the overal efficiency of resource
usage by eliminating unnecessary message delivery attempts.

It is advisable to queue al the messages for a particular domain (such as ETRN domains)
before attempting delivery. When an ETRN host is connected, it makes an ETRN request
to SMTPD, which notifies SMTPC. SMTPC then starts a Deferred Queue Processor to
deliver all queued messages for this domain immediately. Since the messages for this
domain are already grouped, this approach ensures less processing time and fast delivery.

Message Priority Handling
SMTPC assigns a priority weight to each message based upon three factors, namely:

* the predefined message precedence
* the messagesize
* thetotal deferred time (for messages in the Deferred Queue)

The message priority weight is calculated using the following formula:

Priority weight = (precedence * Mp)
+ (size* Ms)
- (deferred_time* Md)

where Mp is the precedence multiplier, Msisthe size multiplier, and Md is the time multi-
plier.

The priority weight is an integer value. The lower the priority weight, the higher the prior-
ity level and the sooner the message is processed. The message precedence is a configura-
ble parameter that is defined by the system administrator. The message size is also a con-
figurable parameter that provides the system administrator with a mechanism for pre-
venting large messages from delaying the delivery of urgent, but smaller messages. The
total deferred time represents the time a message has been stored in the Deferred Queue. A
message with a longer total deferred time is given a higher priority level than those that
arrived recently. This parameter is also configured by the system administrator.

Mail Routing Handling
The IEMS SMTP client program is capable of routing Internet mail messages based on
severa criteria. The routing options are:

* Domain Name System (DNS) host name lookup
* Host Table lookup of destination host

* DNSfollowed by Host table lookup

* Host table followed by DNS lookup

* Deélivery to default

Mail routing viathe DNSisthe preferred method of mail routing in the Internet. The DNS
is an Internet network service that provides for the storage and retrieval of information

Version 2.0/April 2000 Messaging Server - Administrator’s Guide 3 - 65



Smple Mail Transfer Protocol Client

associated with the domain names, such as name to address mapping and mail routing
information.

If the SMTP client is configured to use host table lookup, the internal host table, usually a
text file, is used to determine the Internet Protocol (1P) address of the recipient host. The
exact format and path name of the host table depends upon the Transmission Control Pro-
tocol (TCP) implementation. The location of the host table is specified when |IEMS is
installed.

When configured to use a default mail relay host, all messages will be sent to a primary
mail forwarder for further routing. If this mail forwarder cannot be contacted for any rea-
son, and a secondary mail relay host is defined, the machine will use the secondary mail
relay host. In this case, it will occassionally check to see if and when it is possible to
switch back to use the primary relay host.

When not using amail relay hogt, it is recommended to consult the DNS first and then the
local host tablein the event of afailure to resolve a name with the DNS. The opposite con-
figuration can also be used if needed. In any event, if the name cannot be resolved using
either of the above methods, IEMS will use the mail relay host if defined

In the context of Internet mail, the DNS records that are of interest are the Mail Exchanger
(MX) records and Address (A) records.

MX records are used to store mail forwarder information for hosts registered on the Inter-
net. The records contain the name of the host or domain, and alist of one or more mail for-
warding hosts as well as the preference values associated with these hosts. The preference
values are used by SMTPC to determine the order in which to attempt delivery in case
more than one mail forwarder isidentified. MX records are essential for the proper routing
of mail, especially in situations where the destination host is not physically connected to
the Internet and hasto rely upon amail forwarder for mail delivery.

A records, on the other hand, are used to store | P address information for hosts. When con-
figured to use the DNS, SMTPC obtains a MX record for the destination host. If an MX
record is found, the list of mail forwarding hosts is used during SMTP connection. If no
MX record is found, SMTPC searches for an A record. If an A record is found, then this
address is used when the SMTP connection is established.

Internal Database Storage

IEMS uses severa databases to store message and peer information. The MESG.BTR is
used to store the envelope, priority value, and status information of messages. The CHAN-
NEL.BTR is used to store the status information for the SMTP Domain Channel. The
PEER.BTR is used to store the SMTP Domain Profile configuration information, such as
the queue run interval, queue run size, maxSMTPSessions, maxMesgPerSession, and
retryPeriod for each peer domain.

Another database, the DNS.BTR, is used to store the resolved DNS information for cach-
ing purposes to speed up the MX and A record lookup process. The maximum number of
records in this database is configurable via SMTPC Web Interface. To configure the maxi-
mum number of records to be stored in the database, click the Mail Routing link of the
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SMTPC main Web Administration Interface (see “ Figure 3-61; Main SMTPC Configura-
tion Screen” on page 3-67). The Mail Routing configuration screen will appear (see“ Fig-
ure 3-62: SMTP Mail Routing Configuration” on page 3-68). Then, specify the maximum
number of records to be stored in the database in the Maximum number of DNSrecords
field.

CONFIGURING SMTPC
To configure SMTPC, go to the main Web Administration Interface and click on the
SMTPC icon.

A screen for configuring the SMTPC Modul€'s various features will appear (see “ Figure
3-62: SMTP Mail Routing Configuration” on page 3-68).

uuuuuu

netjExchangeMessaging Server4

SMTPC Module

Figure 3-61: Main SMTPC Configuration Screen

SMTP PARAMETERS

SMTPC shares anumber of common parameters with Simple Mail Transfer Protocol Dae-
mon (SMTPD). To configure the different SMTP parameters (SMTP Ports, ESMTP Sup-
port, Delayed Mail Notification, and SMTP Timeout Tunnings), click the SMTP
Parameters link on the |eft side of the SMTPC configuration screen. The screen for con-
figuring the common SMTP parameters will appear (see SMTPD for configuring the
SMTP parameters).

MAIL ROUTING

To configure routing options, click the Mail Routing link of the SMTPC configuration
screen. The screen for configuring various mail routing options will appear (see “ Figure
3-62: SMTP Mail Routing Configuration” on page 3-68).

Select the name resolution approach desired from the pull-down menu, and then enter the
host table filename in the textbox provided. To configure the various DNS parameters
(Maximum number of DNS Caching records, DNS re-tries, etc.), enter the desired values
in the textboxes provided. Click on the Submit button to implement the settings.
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uuuuu Support

InternetiExchangelMessaging Server 4

Internet Ex et ot davi

SMTPC Controls
SMTP Mail Routing Configuration
Mail Routing
Name Resolution DNS Then Host Table
Host table filename CAPROGRA™TYMANNTE
DNS server address Add| Delete
Current DNS Server
DNS Parameters
Maxirnurn number of DNS records: 100000
DNS retries 4
DNS timeout(seconds) 5
Mail Relay
Primary mail relay host name:
Secondary mail relay host name:
Time interval to try secondary mail relay host:
Time interval to retry primary mail relay host
[ S
Figure 3-62: SMTP Mail Routing Configuration
Mail Routing

Name resolution

There are several name resolution options, namely: DNSonly, DNSThenHostTable, Host-
TableThenDNS, HostTableOnly, and MailRelayHost. Any combination of DNS or host
table lookup can be used regardless of the order. When the Mail relay host only routing
option is disabled, it is recommended that DNS be used if possible, as this usually results
in the most reliable routing and greatest throughput.

Host table filename

Stores the location of the Internet host table for address resolution. Even if the DNS is
used for name resolution, it is necessary to configure a host table that contains at least the
name and address for the local machine as well asfor the default mail relay host. This will
allow |IEMS to send the message to the default mail relay host for further routing in case
the machine encounters problems when communicating with the name server(s).

DNS server address

SMTPC contacts the list of configured DNS servers to send messages. Each address must
be of the form a.b.c.d, where each number is between 0 and 255. SMTPC can be config-
ured to contact a list of DNS servers and/or consult the local host table when resolving
hostnames.

Operation without access to DNS servers can be achieved only when the outgoing mail is
routed through a mail relay host. In this case, the name and address of the mail relay
host(s) must appear in the local host table.

DNS Parameters

Maximum number of DNSrecords

Specifies the maximum number of DNS records cached in the database on the local disk.
The DNS cache greatly improves the throughput of IEMS, particularly when the DNS
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server(s) are not on alocal LAN. The default value is 1,000,000, which balances through-
put against greater disk space used for the cache. A value of zero disables DNS caching.

DNSretries
Specifies the number of times a DNS query is retried after the operation has timed out.
The default valueis 4.

DNS timeout (seconds)
Specifies the length of time in seconds before a DNS request timeout is registered. The
default valueis 5 seconds.

Mail Relay

Primary mail relay host name

A mail relay host is another host capable for forwarding mail to third parties. Many Inter-
net hosts have this capability, but before using them it is polite to ask for permission from
the local administrator. The mail relay hosts used for delivery of outbound traffic are not
necessarily the same one used as MX forwarders for incoming traffic, although in some
configurations they may coincide. IEMS gives the administrator the ability to define a
number of strategiesto deliver mail, some of which involve using amail relay hosts as pri-
mary or last-resource mail router.

If SMTPC is unable to resolve a host name by either DNS or host table lookup, it routes
messages to the primary mail relay host for forwarding. This option is also used if routing
is configured to mail relay host only.

Secondary mail relay host name

In IEMS, it is also possible to define a secondary mail relay host to be used when the pri-
mary relay host is, for whatever reasons, unavailable. If this option is enabled, a secondary
mail relay is configured for use when the primary mail relay host is unavailable.

Timeinterval to try secondary mail relay host

The length of time in minutes that the primary mail relay host is unavailable, after which it
is considered off-line and the message is routed to the secondary mail relay, if the latter is
enabled.

Timeinterval toretry primary mail relay host
The number of minutes before the machine attempts to revert to the primary mail relay
host after the previous attempt has failed.

SMTPC QUEUE MANAGEMENT

To speed up mail delivery and save on storage resources, IEMS uses a shared message
gueue structure. By using this structure, duplicate storage of messages is avoided and
processing overhead is minimized. It also provides mechanism for efficient message prior-
ity handling, the efficient processing of server-side ETRN requests, and improved mes-
sage queuing strategies.

The SMTPC Queue Manager displays messages according to one of the following criteria:

Priority Weight, Sender, Deferred Time, and Size. When the sorting criteria is specified,
SMTPC will search all the deferred messages for the specified criteria. The results will be
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displayed on anew page showing all the messages that matched the searched criteria.

To configure the different queue handling options (SMTPC queue directory, maximum
number of Pending Queue processors, maximum number of Deferred Queue processors,
message priority, etc.), click the SMTPC Queue Management link of the Main SMTPC
Configuration screen. A new screen for configuring queue management options will
appear (see “Figure 3-63; Configuring SMTPC Queue Management” on page 3-70).
Enter the directory for the SMTPC queue and the desired values for the various queue
management parameters in the appropriate text boxes. Click on the Submit button to
implement the new settings.

SMTPC Queue Management

SMTPC Queue Management

SMTPC Queus directory [
Wasdmurm number of Pending Quels Processors: -
Queue Run Interval for Pending Queus (minutes) |
Waxdmum SMTP sessions for Pending Queue lﬁ_
Queue Run Size for Pending Queue: ITZ_
Maximum messages per SMTP session for Pending Queue: IE_
Waxdmum number of Deferred Queue Processors l_

SMTF Domain Profile

3
Message Priority
Precedence Multiplier, i1
Size Multiplier,
Time Multiplier
Size Boundaries (K bytes)
Corresponding priority weights for the defined size ranges:
Time Boundaries (hours)
Corresponding priority weights for the defined time ranges

Submit | Peset Help
_Subrit | Reses |

==

H

Figure 3-63: Configuring SMTPC Queue Management

SMTPC Queue Management
SMTPC QueueDirectory
The queue directory that SMTPC will use to store outgoing messages.

Maximum number of Pending Queue Processor s

The maximum number of Pending Queue Processors that will run concurrently. Pending
Queue Processors are responsible for processing messages in the Pending Queue. Each
gueue processor handles messages independently. The default is 6.

Queue Run Interval for Pending Queue (in minutes)

Determines how long the Pending Queue Processor should check for pending messagesin
minutes. If pending messages exist, they will be processed immediately. The default value
isl
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Maximum SM TP sessionsfor Pending Queue

Each Pending Queue Processor is capable of establishing multiple concurrent SMTP ses-
sions. This option specifies the maximum number of SMTP session for each processor.
The default valueis 5.

Queue Run Size for Pending Queue

At each queue run, each Pending Queue Processor will process messages simultaneously.
The queue run size specifies the number of message for each queue run. The default value
is12.

Maximum messages per SM TP session for Pending Queue

The highest number of messages that can be sent using a single SMTP connection. When
this number isincreased, more messages can be sent to aremote SMTP server per connec-
tion. The default value is 6.

Maximum number of Deferred Queue Processors

The maximum number of Deferred Queue Processors that will run concurrently. Each
Deferred Queue Processor is responsible for processing deferred messages for a particular
deferred SMTP domain. The default value is 6.

Maximum messages per SM TP session for Pending Queue

The highest number of messages that can be sent using a single SMTP connection. When
this number isincreased, more messages can be sent to aremote SMTP server per connec-
tion. The default value is 6.

Maximum number of Deferred Queue Processors

The maximum number of Deferred Queue Processors that will run concurrently. Each
Deferred Queue Processor is responsible for processing the deferred messages for a partic-
ular deferred SMTP domain. The default value is 6.

SMTP Domain Profile

It isusual for IEMS to communicate with Internet hosts that have different capabilities,
particularly with regard to e-mail formats. The Peers configuration screen allows such
information to be recorded and used in preparing outgoing messages for the Internet. This
ensures that messages sent to the Internet are successfully decoded by the recipients. The
information is stored as alist of peers for which certain capabilities apply. These capabili-
ties apply to a specific domain and all its sub-domains, unless a more specific capability
exists within the database (PEER.BTR).

To configure the peer domains, click on the SMTP Domain Profile button of the SMTPC
Queue Management screen. A screen for creating, editing, and deleting peer domains will
appear. The front end of the interface lists all the domain names stored in the database. A
specia entry called “default” is added when the database file is being initialized by the
system. This entry cannot be removed from the database.

To show an existing peer domain, select an entry from the list box. Click on the Show but-

ton and a web-based interface (see “ Figure 3-64: Configuring Peer Domains’ on page 3-
72) for modifying the peer domain’s various options will appear.
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To edit an existing peer domain, select an entry from the lists. Click on the Edit button to
modify the peer domain’s various attributes.

InternetiExchangelMessaging Serverd:

822 [ B2 3 2 [

Internef c

Peer domains

default

Show | New | Edit| Delete | Help

Figure 3-64: Configuring Peer Domains

To create a new peer domain, click on the New button and the web-based interface for cre-
ating a peer domain and configuring its various options (Domain Name, SMTP Connec-
tion, SMTPC Profile, native Attachment Encoding, etc.) will appear (see “ Figure 3-65:
Configuring Peer Domain Attributes’ on page 3-72).

To remove an existing peer domain, select an entry from the list box and click on the
Delete button.

I 120 o D) N

Intern

Queue mail before attempting delivery
Queue run interval e
Retry period ,72—
Maximum session | —

Maximum number of message per session |6

Maximum message size

Inbaund:[ outbound|

Outbound attachment option

™ Convert non-MAC file to MAC format

™ Convert MAC fils to non-MAC format

I© Generate non-MIME mail message

™ Send encapsulated MNoteshail as file attachment
I~ Send only encapsulated MNoteshail

Native attachment encoding

& MIME
© ULEncode

Apple attachment encoding

& MAC MIME AppleSingle  © UUEncode AppleSingle
€ MAC MIME AppleDouble ¢ Base64 MAC Binary Il
© MAC MIME Binhex © UUEncode MAC Binary Il

Add | Help

Figure 3-65: Configuring Peer Domain Attributes
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Peer Domain Attribute
Domain Name
The domain or subdomain that has the specified capabilities.

SMTP Connection

Accept Mail

If IEMS is not alowed to receive mail from a remote host, SMTPD rejects a HELO/
EHL O command from that host with the following response:

550 host sales.xyz.org is hot authorized to connect to iegate.jade.net
The default valueis Yes.

Transmit Mail

If IEMS is not allowed to transmit mail to a remote site, CCOUT/NOTESOUT will
bounce any messages destined for that host back to the original cc:Mail/Notes sender. The
default valueis Yes.

SMTPC Profile

Queue mail before attempting delivery

When this option is set to ON, all outgoing messages for this domain will be queued first,
i.e., placed in the SMTPC deferred queue, and they will then be processed together at the
gueue run for this domain. This will make use of the overall system resource more effi-
ciently.

For the dial-up connected ETRN hosts/domains, it is suggested to queue mail first before
any delivery attempt, until an ETRN request is received. When this option is OFF, al out-
going messages will be attempted first and will be queued if the attempt fails. Thisis suit-
able for those domains that require immediate delivery. The default is OFF.

Queuerun interval (in minutes)

Determines how long the SMTPC should actively start anew Deferred Queue Processor to
process the deferred messages for this domain. For those ETRN hosts, it is suggested to
have alonger queue run interval (e.g. 1 day), as the queue run for the ETRN host will be
triggered by the ETRN command once the ETRN host is connected. The default is 15 min-
utes.

Retry period (in hours)
Determines how long SMTPC should keep retrying the deferred messages for this domain.
When it expires, SMTPC will bounce the messages to the sender. The default is 72 hours

(3 days).

M aximum sessions

The maximum number of simultaneous outbound SMTP connections can be established
for this domain. The default is 5.

Maximum number of messages per session
The highest number of messages that can be sent using a single SMTP connection. When
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this number isincreased, more messages can be sent to a remote SMTP server per connec-
tion. The default is 6.

Maximum M essage Size

The largest message size, in bytes, that can be sent to and received from the selected
domain. The smallest size allowed is 8,192 bytes (8K). A value of zero indicates no limita-
tions.

Inbound
If the Inbound limitation is exceeded, SMTPD will reject the mail during SMTP session.
The default is 0 (i.e., unlimited).

Outbound
If the Outbound limitation is exceeded, SMTPC will bounce the message back to the orig-
inal sender. The default is O (i.e., unlimited).

Outbound Attachment Option®

Convert non-MAC fileto MAC format

When enabled, converts all non-Apple attachments to Apple format by adding a header
and an empty resource fork and encoding the attachments using the Apple encoding
method specified below. This option is useful when IEMS is communicating primarily
with a network of Macintosh computers.

Convert MAC fileto non-MAC format
When enabled, strips al Apple attachments of their headers and resource fork, allowing
non-Macintosh sites to access the information easily.

Generate non-M 1M E mail message

When activated, ensures that no MM E messages are generated for this peer. Thisis useful
when communicating with older e-mail systems that do not understand MIME. In this
case, either UUENCODE or BinHex 4.0 is used to encode binary attachments; if the peer
does not contain any Macintosh recipients, it is advisable to select UUENCODE encoding.

Send encapsulated NotesM ail asfile attachment

Attaches the native Lotus Notes.NSF to the message as well as the message text and the
attachments (if any). Thisis only useful if the recipient is also a Lotus Notes user. If the
remote Internet recipients are also using IEMS L otus Notes connectors, this option can be
used to set up a“Virtual Intranet” Notes network via IEMS. This option is used only by
the Notes Connector.

Native Attachment Encoding®
MIME
Specifies that non-Apple attachments are to be encoded using the MIME standard.

UUENCODE
Specifies that non-Apple attachments are to be encoded using the older UUENCODE for-

4. Applicable to Connector Modules only
5. Applicable to Connector Modules only
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mat. The Generate non-MIM E message option determines whether MIME headers should
be generated for messages or not.

Apple Attachment Encoding®

MAC MIME AppleSingle

Specifies that outgoing Macintosh attachments are to be encoded using the MAC Mime
AppleSingle standard.

MAC MIME DoubleSingle
Specifies that outgoing Macintosh attachments are to be encoded using the MAC Mime
DoubleSingle standard.

MAC MIME Binhex

Specifies that outgoing Macintosh attachments are to be encoded using the Binhex 4.0
standard. The Generate non-MIME message option determines whether MIME headers
should be generated for messages or not.

UUEnNcode AppleSingle

Specifies that outgoing Macintosh attachments are to be encoded using the AppleSingle
standard via UUENCODE instead of MAC Mime. The Generate non-MIME message
option determines whether MIME headers should be generated for messages or not.

Base64 MAC Binary |1

Encodes MAC Binary |l attachments using the base-64 encoding scheme. This option is
not used by the cc:Mail connectors. If thisis selected, CCOUT uses MAC MIME AppleS-
ingle instead.

UUENcode MAC Binary 11

Encodes MAC Binary Il attachments with UNIX-style x-uue Content-Transfer-Encoding.
This option is used only by the Notes Connector. If this is selected, CCOUT uses MAC
MIME AppleSingle instead. After configuring these options, click on the “Add” button to
add anew domain to the list of recognized domains.

Message Priority
The message priority weight is calculated using the following formula:

Priority weight = (precedence * Mp)
+ (size* Ms)
- (deferred_time* Md)

where Mp is the precedence multiplier, Msis the size multiplier, and Md is the time multi-
plier.

Precedence Multiplier (Mp)
Specifies the multiplier value for the Precedence factor. It is an integer value and is used
relative to the other factors, size multiplier, and time multiplier. The default valueis 0.

6. Applicable to the Connector Modules only
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Size Multiplier (Ms)
Specifies the multiplier value for the Size factor. It is an integer value and is used relative
to other factors, precedence multiplier, and time multiplier. The default valueis 0.

Time Multiplier (Md)
Specifies the multiplier value for the Time factor. It is an integer value and is used relative
to the other factors, size multiplier, and precedence multiplier. The default value is 0.

Size Boundaries (K bytes)

Use to classify messages into different ranges based on size. Different weight will then be
assigned for the defined ranges. The weights are used for calculating the total priority
weight.

e.g. 10, 1000, 10000

The boundaries define 4 ranges of sizes, sizes less than 1K (>10), sizes between 10K and
1,000K, sizes between 1,000K and 10,000K, and sizes larger than 10,000K (>10,000).

Corresponding priority weightsfor the defined sizeranges (e.g. 0, 2, 4, 10)
The defined weights are assigned to the corresponding size range defined by the Size
Boundaries. Thiswill assign the weights to the corresponding size range defined above.

* Assign 0to (<10) range

* Assign 2 to (10,1000) range

* Assign 4 to (1000,10000) range
* Assign 10 to (>10000) range

Time Boundaries (hours) (e.g. 1, 6, 12)

Useto classify messagesinto different ranges based on the deferred time. Different weight
will then be assigned for the defined ranges. The weights are used for calculating the total
priority weight.

The boundaries define 4 ranges of deferred time: deferred time shorter than 1 hour (<1),
deferred time between 1 hour and 6 hours (1, 6), deferred time between 6 hours and 12
hours (6, 12), and deferred time longer than 12 hours (>12).

Corresponding priority weightsfor the defined timeranges (e.g. 1, 4, 6, 12)
The defined weighs are assigned to the corresponding time range defined by the Time
Boundaries. Thiswill assign the weights to the corresponding time ranges defined above.

* Assign 1to (<1) range

* Assign4to (1, 6) range
* Assign 6to (6, 12) range
* Assign 20to (>12) range

QUEUE STATUS

This section shows the number of deferred messagesin the SMTP channdl, the deferred rea
son, and the next queue run time. (see* Figure 3-66: SMTPC Queue Satus’ on page 3-77).
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SMTPC Queue Status

Pending Queue
Mo, of messages:

Deferred Queue
SMTE channel|MNo

of mes

Deferred reason

MNext queue retry time
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Figure 3-66: SMTPC Queue Status

Pending Queue

The Pending Queue displays the number of newly arrived messages that must be sent out
immediately. These messages are processed by the Pending Queue Processors, which
attempt delivery via SMTP. If the delivery of a message in the Pending Queue is unsuc-
cessful, it is passed on to the Deferred Queue so it can be delivered at a later time. The
number of pending messages are displayed for each SMTP channel.

Deferred Queue

M essages that are intentionally deferred or whose previous delivery attempt(s) have failed
are placed in the Deferred Queue. Messages in the Deferred Queue are further grouped
into different SMTP domain channels using information in the recipient addresses. The
number of deferred messages, deferred reason, and next queue retry time are displayed for
each SMTP channel. The messages for each SMTPC domain channel are processed
according to their message priority weight.

Process M essages
Forces SMTPC to start processing the deferred messages in the selected SMTPC channels.

Show M essages

Shows the deferred messages for SMTP channels. When a criterion is selected, the
deferred messages will be displayed in a new page which has been sorted according to the
criteria.

Select All Channel
This will select all the SMTP channels. The selected action will be applied to al the
SMTP Channel.

Search M essages
The search can be based on two search type: sender or recipient address. When the input
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address and search type are specified, it will search all the deferred messages for the spec-
ified address. The results will be displayed on a new page showing all the messages that
matched the searched criteria

By clicking on one of the SMTP channel (i.e., jade.net), two sections of information for
SMTP Channd are shown. They are the “ Domain Profile’ and “ Queue Satus’. (see
“ Figure 3-68: Viewing more messages’ on page 3-79).

The Domain Profile displays the profile information defined for this domain. The profile
includes the option queue mail before attempting delivery, queue run interval, retry period,
maximum session, and maximum number of messages per session. To modify the domain
profile, click on the Modify Profile.

The Queue Status includes the number of deferred message(s), the deferred reason, and
next queue run time.

The fields shown include Message ID, Priority Weight, Sender, Deferred Time, Size, and
Recipients. The messages are displayed according to the sorting type. The one in the head-
ing that is highlighted, which in this case is the Priority Weight, indicates that the mes-
sages are sorted using this field. You may re-sort the messages by clicking the headers
link.

If the number of recipients exceeds three, a More Recipient link will be shown. Once
clicked, anew page displaying all the recipients for this message will appear.

jade_net

Domain Profile MModify Profile
Ciueuse mail before attermpting delivery: Ernablaed
Clueue run interval {min): =

Retry period (hour) T2

Faximum session: S

Flaximum number of messages per session:’]

Queue Status

Mo, of deferred message(s): =
Deferred reason Unable to connect to remote host
MNext queuese retry time: FProcessing

Liser 2. net
Lser2i@jade net
Liser3icdjade. net
MMore Recipients
= 0O000009 100 hansd@ima.com|1 hour 24 mins 256407 Lserldchjade net
LiserZichjade. net
Lser3chjade net
MMore Recipients
= |D000000s 100 hansc@ima. com|1 hour 33 mins 256407 Lserl@jade net
LiserZichjade. net
Lser3chjade net
MMore Recipients

referred = |S
hansaima. com

Bounce reason
YWiew Header I DCelete | Select All Messages I Reset | Help I

Figure 3-67: Information for selected SMTP Channel

The maximum number of messages shown for each SMTP channel on a page view is 100.
When the total number of deferred messages in the SMTP channel exceeds this value, a
More Message link will be shown below the message list. The link points to a new page
(see“ Figure 3-68: Viewing more messages’ on page 3-79) displaying the next messages.
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Deferred Message: 00000008 (jade.net)

Recipient(s)

00000008 hans@ma com'l hour 35 mins| 356407  user!@jade net
user?@jade net
Lserd@jade. net
userdi@jade.net
userdi@ade. net

Bounce Reason:| Bounce |

View Header | Delete | Helpl

Figure 3-68: Viewing more messages
Bounce
Bounces the selected message(s). The reason can be added in the edit box Bounce Reason
provided herein.

View Header
Used to view the message header of the selected message(s) in the SMTP Channel.

Delete
Used to delete the selected message(s) in the SMTP Channel.

Select All M essages
Used to select al the messagesin the SMTP Channel.
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INTRODUCTION

The Batch SMTP (BSMTP) Tunnel Encoder provides a mechanism for the tunneling of
messages for an entire organization or predefined Internet addresses, while preserving the
original envelope information for each message across non-SMTP links.

While most Internet e-mail is directly transported via the SMTP between systems, there
may be times when other forms of message transport are more desirable. The IEM S comes
with a standard Batch SMTP (BSMTP) Tunnel Encoder and Decoder which alows the
tunneling of mail messages across non-SM TP message transports. The BSM TP Encoder
also allowsfor the encoding or tunneling of mail directed to a single address or acomplete
domain to an administrator-defined internet address where the proper decoding or de-tun-
neling can take place. This destination address can be within the IEMS or any other Mes-
saging Server with an RFC-2442 compliant decoder installed. The BSMTP Decoder
works together with the POP3 Client module to pick up remote messages using the POP3
protocol and then de-tunnels the messages by re-injecting them into the IEMS input
queue.

Internet Internet

Directory

Server

SITED ; Message Transfer POP3BSMTP -
Agent (MTA) Decece]
4—'

Preprocessor Unit (anti-spam, anti-virus, etc.) ﬁ
Channel

MTA Shared Message Queue
Action

$ 8 8 5 3™

Batch SMTP Distribution Other Local
Tunnel List Messaging
Encoder IMAP4 Manager Systems

Optimized

Message
Store ’

Internet

Figure 3-69: BSMTP System Architecture

SYSTEM ARCHITECTURE

Internet Exchange's POP3 BSM TP Decoder retrieves tunneled messages using the POP3
protocol. After detunneling the messages, the BSM TP routes them into the IEMS input
channels/queues as though they were received directly via SMTP. Once they enter the
IEMS, they are handled just like the rest of the messages with the appropriate pre-process-
ing and message routing which takes place within the MTA.
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When the IEMS M TA receives a message that is addressed to a recipient on the other end
of aBSMTP tunndl, it routes the message to the BSMTP Tunnel Encoder. The BSMTP
Tunnel Encoder then encapsul ates the message together with its envelope information into
a new message. The new message will then be sent to the MTA Input Queue for further
routing and delivery to the fina BSMTP Decoder which is responsible for the intended
recipient(s).

! i

Batch

MIME

Batch

SMTP
Encoder

SMTP
Decoder

Capable
Transport

Figure 3-70: BSMTP message tunelling

The BSMTP Tunnel is an ideal solution for sites that would prefer to use POP3 as their
message retrieval protocol rather than SMTP. Unlike other systems that try to recover
message envelope information out of the message headers, resulting in improper routing
of messages, IEMS's BSMTP Tunnel implementation preserves the message envelope
across non-SMTP transports, such as POP3. This ensures proper message delivery to the
final intended recipients.

The enhanced BSM TP component of I nternet Exchange M essaging Server version 4.1
contains an added mechanism to handle situations with poor TCP connections such as
Dialup. TCP connections during Dialup Sessions may be terminated abruptly due to poor
line connections. The POP3 server will not remove those messages that have already been
acknowledged and marked as ‘ Deleted’ in situations where the POP3 session is not prop-
erly shut down. Two ways were designed to handle this situation. First, the BSMTP main-
tains a Database of Unique ID (UIDL) for each message to synchronize downloaded
messages between the POP3 client and server. This requires the POP3 Server to support
the UIDL command. Next, an option was added for downloading the maximum number of
messages per POP session. This is very useful if the POP3 Server doesn’t support the
UIDL command.

KEY FEATURES

. POP3 Client Profile Maintenance and Administration
. BSM TP Processor/Decoder

. BSM TP Generator/Encoder

. Domain Forwarding Web Interface

CONFIGURING THE BSMTP

Main Configuration and Administration Interface

The BSMTP button of the main Web Administration Interface displays the different mod-
ules of the Batch SMTP. The BSMTP Tunnel screen displays the different linksto let you
configure the features of the Batch SMTP Module.
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Tnternef er on: floflo ima.cotm

BSMTP Controls

User Profile
Administration

BSMTP Tunnel
BSMTP
Configuration

Figure 3-71: Main BSMTP Tunnel Configuration Page

User Profile Administration

Adding POP3 Client Profiles

The Add POP3 Client screen enables the system administrator to add new remote POP3
servers that may be accessed by the I nternet Exchange M essaging Server. To add anew
remote POP3 server, click on the Add User link on the BSMTP Tunnel screen. The Add
POP3 User Profile screen will appear (see “ Figure 3-72: Adding POP3 Clients” on page
3-82).

BSMTP Controls
Add POP3 User Profile Entry

User Profile
Administration

Login Mame: [John Doe

Password —
Configuration Confirm Password: —

i POP3 Server: iloilo.ima.com
nfiguration

Port Mumber: 110

Tirmeout {min): 10

Iax. no. of messages per Session: |0

Submit | Reset Help

Figure 3-72: Adding POP3 Clients

To add a new client profile, the following parameters need to be supplied with the corre-
sponding user’s information:

Username
This refers to the user name for an existing client account on that server.
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Password
Enter the user password for the particular user. For security purposes, the password should
be entered twice.

Server Name

Enter the POP3 server name to be accessed (i.e. host1l.domain.com or host2.domain.com).
The system administrator can allow a user to access as many POP3 servers. A POP3
server may also contain several user accounts as well.

Port Number
Thisrefers to the port number of the remote POP3 server to be accessed.

Timeout
This specifies the timeout in minutes. The timeout value in minutes determines how long
the POP3 Client will wait for the POP3 servers to respond to every POP3 command.

Maximum No. of Messages per Session

This refers to the maximum number of messages per POP session. Using Internet
Exchange Messaging Server 4.1, after the POP3 client has downloaded the maximum
number of messages from the server, it will issue the ‘QUIT’ command to end the current
session. The server will then update and remove those deleted messages from the mail-
drop.

Click the Submit button to add the name of the remote POP3 server to the Batch SMTP
database. Clicking the Reset button will clear all text boxes.

Listing POP3 Client Profiles

The Profile List screen (see “ Figure 3-73: A List of User Profiles’ on page 3-83) enables
the system administrator to view thelist of current user profiles. This screen also provides
an interface to select, update and delete user profiles.

nnnnnn

BSMTP Controls
Profile List

User Profile
Administration

User Name POP3 Server Port Number
John Diog iloilo ima.com 110 r

Delete Selected Help

Figure 3-73: A List of User Profiles
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Updating POP3 Client Profiles

When a particular user has been selected from the Profile List, atable of the user’'s POP3
User Profile will be displayed. The system administrator can update the user’s profile by
specifying the correct values for the different parameters. The following parameters can be
updated by the system administrator: (see “ Figure 3-74: Updating POP3 User Profiles’
on page 3-84).

BSMTP Controls

User Profile
Administration

Login Name:

Password o
BSMTP e —
Configuration Confirm Password: —
c FOP3 Server.
onfi
Fort Mumber: [110
Timeout {min} |m—
Mayx. no. of messages per Session: |0
Submit | Reset Help

Figure 3-74: Updating POP3 User Profiles

Removing POP3 Client Profiles

To delete a profile, select the particular profile by enabling the check box beside the profile
entry. see “ Figure 3-73: A List of User Profiles’ on page 3-83. Multiple selections of pro-
filesto be deleted are alowed. Click on the Delete Selected button to remove the profiles.

BSMTP Configuration

The BSMTP Configuration settings determines the parameters required by the BSMTP
module to start both basic components: the BSM TP Processor/Decoder and BSMTP Gen-
erator/Encoder.

BSMTP Controls

BSMTP Configuration

User Profile
Administrati

Active components

o A
- L Enable POP3C/BSMTP Decoder "
BSMTP Checking Interval {mins ) 5
Configuration
Enable BSMTP Encoder =2
Reset Help

Figure 3-75: Configuring the BSMTP
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Active Components
Enable POP3C/BSM TP Decoder
Set this option to enable the POP3C/BSM TP decoder.

Checking I nterval
The checking interval value will determine in minutes how long the POP3C will wait
before checking a POP3 server for available messages.

Enable BSMTP Encoder
Activate this option to enable the BMSTP Encoder.

BSMTP Decoder

The BSM TP decoder works together with the POP3 Client module to pick up remote mes-
sages using the POP3 protocol. It decodes the BSMTP format message into its origina
RFC822 message format. It then detunnels the messages by reinjecting them into the
Internet Exchange Messaging Server input channel.

BSMTP Encoder

The BSMTP encoder consists of a tunneling mechanism that wraps or encapsulate mes-
sages it retrieved from the Message Queue into Application/Batch-SM TP messages. It
encodes the origina message into a BSMTP format message that contains the original
message and an envelope information. These messages are then re-injected into the Mes-
sage Queue for forwarding to a specified account.

Domain Forwarding

The Domain Forwarding table provides the necessary information about the different
domain/channel mappings for a domain based mail routing. This table allows you to add,
modify and delete a table entry through a Web-based interface. A sample entry of the
Domain Forwarding Table is shown below.

Domain Channd Relay Host Channdl Identifier
smallcorp.com BSMTPOUT smallcorp@domain.com
othernet.org BSMTPOUT othernet@domain.net

Message Switch
Server \/\
DOMAIN
FORWARDING

i1

BSMTP Module
(Encoder)

Figure 3-76. BSMTP Domain Forwarding Architecture

Version 2.0/April 2000 Messaging Server - Administrator’s Guide 3 - 85



Batch Smple Mail Transfer Protocol

Using the sampl e figure above, once the messages enter the Preprocessor module it deter-
minesif thereis a Domain Forwarding Mapping defined for the domain name in the recip-
ient address. If the Domain Forwarding is defined, the Preprocessor will forward the mail
message to the defined BSM TP Channel. The BSM TP Encoder will encode the mail mes-
sages using the domain address (smallcorp@domain.com) and then re-submit them to the
Message Switch for further routing and delivery to the address defined in the Channel
Identifer (smallcorp@domain.com).

In the above example, all messages destined for smallcorp.com will be forwarded to the
BSMTP channel with the BSMTP identifier’s address “smallcorp@domain.com”, while
messages destined for Othernet.org will be routed to “mailto:othernet@domain.net”.

The Domain Forwarding Configuration Page can be viewed when you click on the
Domain Forwarding link. The following screen will appear (see “ Figure 3-77: BSVTP
Domain Forwarding” on page 3-86). When you click on a specific domain, the different
attributes of the domain will be displayed such as the channel selected, the Relay Host
(This Option is not applicable for Internet Exchange version 4.1 so it is advisable to just
leave the field empty) and the Channel Identifier (optiona).

nnnnnn

11:52:2240
4772000

BSMTP Controls Domain Forwarding

User Profile Domain Channel Relay Host Channel Identifier
Administration domain.com BSMTPOUT bsmtp1@domain.com

New| Help

Configuration

Figure 3-77: BSMTP Domain Forwarding

In creating new domains, click the ‘New' button at the bottom of the page. (see“ Figure 3-
78: Creating a New BSMTP Domain Forwarding” on page 3-87). Fill up al the required
parameters and then click the Submit Button to add the new domain to the Domain For-
warding list.
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EEEIRAEAr-T [

Internet Exc

7.00m

Domain Forwarding

Description Value

Domain name [domaincom
Queue Selection [EsmTroUT 5]

Relay Host ( optional )
Channel Identifier ( optional ) [psmipi@domaincom
=l

Figure 3-78: Creating a New BSMTP Domain Forwarding
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INTRODUCTION

The Distribution List (DL) Manager allows messages to be sent to all of alist's subscribers
by simply submitting the said messages to a single address. It enables the system adminis-
trator to create electronic mailing lists that supports the following features: mail blocking,
automatic mailing list subscription/unsubscription, and setting the preferred delivery
options.

The DL Manager provides the system administrator with the option to accept or reject sub-
scribers to higher mailing list(s). To subscribe to a mailing list, the potential subscriber
must submit a subscription request to the system administrator/list owner via email or a
Web-based interface. Before submitting the subscription request to the system administra-
tor/list owner, the DL Manager will verify the authenticity of the request by sending an e-
mail to the potential subscriber. The mail will indicate that the request has been received
and that it must be returned to the DL Manager before the subscriber’s address can be
added to the mailing list. If the potential subscriber replies to the e-mail, the DL Manager
forwards the request to the system administrator/list owner and waits for the latter’s reply.
If the DL Manager encounters the word “deny” in the Subject header of the message sent
by the system/administrator, it will reject the application of the attempting subscriber. Oth-
erwise, the potential subscriber’s address will be added to the mailing list. This feature is
very useful in managing public mailing lists since some of those applying for subscription
may be using forged identities.

The DL Manager also has the capability to add subscribersto the list after the authenticity
of said subscribers has been established. When the DL manager receives a request to
unsubscribe, it first checks the validity of the request via the same authentication proce-
dure used when adding subscribersto the mailing list. The list owner/system administrator
is provided with a Web-based user interface for removing subscribers from the list.

MESSAGE FLOW

When mail arrives at the Message Switch, a directory lookup is performed using the Inter-
net Exchange Directory Server to determine whether there are messages destined for a
mailing list. If such messages are found, they are routed to the Distribution Lists channel
viathe Preprocessor Unit and the MTA Shared M essage Queue. Upon receiving a message
destined for a mailing list, the DL Manager performs a directory lookup using also the
Directory Server to find the corresponding addresses of all the list’s members. After the
mailing list's members are identified using directory information, the message is for-
warded to the Preprocessor Unit of the MTA where appropriate actions (i.e. anti-virus
scans, etc.) are performed based on the configuration in the Channel Action Matrix. The
message is then sent to the MTA Shared Message Queue and subsequently forwarded to
the appropriate channel(s) (i.e. SMTPC, cc:Mail, Local Message Store, etc.) for fina
delivery to all mailing list members. (see “ Figure 3-79: DL Manager Message Flow” on
page 3-89).
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Message(s)
to be posted
1. Message arrives at input
queue of Message Switch
IEMS
H Directory Server
Input Queue/Message Switch
Channel Preprocessor Unit (anti-spam, anti-virus,
Matrix
2. Message is sent to the ~ 5. DL Manager re-
MTA Shared Queue injects message into
into input queue input queue with lookup to find
new envelope addresses of
all mailing list
members
MTA Shared Message Queue
3. Message is sent
to DL Manager

4. DL Manager
performs
directory

6. Message is

forwarded to

appropriate
channel(s) for final
delivery to recipients

Distribution List
Manager

All mailing list members

Figure 3-79: DL Manager Message Flow

KEY FEATURES

Typesof Distribution Lists

There are two types of distribution lists that are commonly used in the Internet, the open
and closed distribution lists. IEMS 4.1 Distribution List Managers supports both types to
provide both the system administrator/list owner and the subscribers with a wider range of
options.

Open distribution lists or unrestricted e-mail-based discussion groups are very efficient
tools for disseminating information and encouraging the free exchange of ideas. With
electronic mailing lists of this type, even non-members or non-subscribers have the privi-
lege to post message(s) or access the list's archives. However, only the members of the
list(s) can receive messages posted by member and non-members.

A closed distribution list, is accessible only to the list's members. Only those people who
subscribed to the list can post messages and/or access the lists archives. Those who want
to post messages on closed mailing lists must first apply for membership. The list owner/
system administrator exercises control over the application process. Usually, membership
in closed lists requires the approval of the list owner/system administrator or the recom-
mendation of a current member of the list being subscribed to.

Mail Blocking

The mail blocking feature is particularly useful for managing open distribution lists. It
allows the list owner/system administrator to prevent specific users from sending mail to
the server. This feature can be implemented based on either the address or domain of the
sender, which can be obtained from the envelope information provided by the connecting
client. Upon receiving a message, the DL Manager performs a directory lookup to deter-
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mine whether the address of the sender is included in the list of blocked addresses. If a
match is found, the message is bounced back to the sender. Otherwise, the DL Manager
processes the message and sends it to the list's members.

For closed lists, the list owner/system administrator has the right to prevent alist’s mem-
ber(s) from posting messages if his’her messages only serve as a nuisance to the group. By
invoking the mail-blocking feature, the member’s privilege to post messages can be
revoked, although he/she can still receive messages posted by other members or access the
list’s archives. Another option for dealing with such situations, although somewhat dras-
tic, isto remove the offending subscriber from thelist.

Automatic Mailing List Subscriptions

In automatic mailing list subscriptions, when the DL Manager receives a subscription
request, it first checks the type of list--open list or closed list--the sender is trying to sub-
scribeto. If it is an open list, the DL Manager activates automatic subscription. A confir-
mation message is then sent to the new member informing him/her that the subscription
reguest has been approved. Upon receipt of the confirmation message from the subscriber,
the subscriber will be automatically added to the requested list. If itisaclosed list, the DL
Manager passes the subscription request to the list maintainer. The list maintainer must
send an e-mail to the potential subscriber for verification purposes. If the potential sub-
scriber replies to the e-mail sent by the list maintainer, then his’her e-mail address will be
added to the mailing list. see “ Figure 3-80: Sep 1 of the subscription process’ on page 3-
90, see“ Figure 3-81: Step 2 of the subscription process’ on page 3-91 and see “ Figure 3-
82: Sep 3 of the subscription process’ on page 3-91

1. Potential
subscriber sends
subscription request
via e-mail or web
page

(e

Potential Distribution List

subscriber Manager

Figure 3-80: Step 1 of the subscription process
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2. Potential subscriber
returns e-mail sent by
the DL Manager for
verification purposes

3. DL Manager forwards
request to system
administrator/list owner

System
administrator/List
owner

Potential Distribution List

subscriber Manager

Figure 3-81: Step 2 of the subscription process

4. List owner accepts reguest 5. DL Manager notifies

and notifies the DL Manager potential subscriber and
adds his‘her name to
mailing list

System - 0 " A
administratoriList Distribution List szgtsecr:ﬂ:;r
owner Manager

Scenario A. List owner accepts request

7. DL Manager notifes
potential subscriber
that hisfher request is
denied

6. List owner rejects
request and notifies the
DL Manager

System [ 5 g A
administrator/List DISt:nbuuor! I,'ISt SE gt:c':—it:,aelr
owner anager

Scenario B. List owner rejects request

Figure 3-82: Step 3 of the subscription process

Automatic Mailing List Unsubscriptions

In automatic mailing list unsubscription, the DL Manager handles unsubscription request
by automatically removing the member from the mailing list. It first checks if the sender is
a registered member of the mailing list. If not, the DL Manager logs an error indicating
that the sender is not a member of the mailing list. If the DL Manager verifies that the
sender is aregistered list member, the sender is automatically removed from that list.

Delivery Modes

The DL Manager offers two modes of delivery: the immediate mode and digest modes. In
immediate mode, when messages are posted to amailing list, the DL Manager sends them
immediately to the mailing list's subcribers. The immediate mode is the default setting. If
a subscriber wants to his’her account to be in the digest mode, he must send a request to
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the list owner/system administrator.

In the digest mode, posted messages are allowed to accumulate in the local archive of the
member(s) who selected this mode and are sent to the subscriber based on a pre-deter-
mined schedule set by the list owner/system administrator as requested by the subscriber.
The delivery schedule is based on several parameters configured by the list owner/system
administrator, such as the day/time of delivery and the maximum number of messages that
can be stored as configured in the archive. A Web-based user interface is provided to ena
ble the list owner/system administrator to set the option preferred by the each subscriber.

Distribution List Manager Engine

The DL Manager Engine monitors the file operations, specifically the delivery of mes-
sages to the designated lists. It is also responsible for the delivery of messages to mem-
bers, regardless of the mode of delivery, and for performing automatic subscriptions/
unsubscriptions, which would normally be the list maintainer’s responsibilities. The DL
Manager Engine runs continuously, checking the appropriate channels for new mail and
ensuring minimum delay in mail delivery.

Archiving

The DL Manager Engine also performs archiving. The engine can optionally keep a copy
of message received by a mailing list. The archived messages are stored under the home
directory of the DL Manager in alist specific directory. Every archived message contains
important information such as the From:, To:, Date:, and Subject: headers, as well as the
message body. Each mailing list has its own archive directory where all the archived mes-
sages are stored.

The DL Manager allows system administrator to perform alist of operations, such as:

* Create New List

* DdetelList

* Search for mailing list

* Provide descriptive information of the mailing list
* Modifying list settings

* View list of subscribers

* Edit/add subscribers

e Update list owner password

CONFIGURING THE DL MANAGER

To configure the DL Manager, click on the DL icon on the top level of the main System
Administrator Web Administration Interface. The main screen of the DL Manager will
appear (see “ Figure 3-83: Main Distribution List Configuration Page” on page 3-93). If
you are to configure the DL Manager for the first time, you must first create new mailing
list before you could be able to configuring the rest of the DL components.
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Figure 3-83: Main Distribution List Configuration Page

CreateNew List

To create anew list, click the Create New List link on the left hand side of the DL screen.
A screen for creating a new list will be displayed (see “ Figure 3-84: Create mailing list”
on page 3-93). You are required to provide information on the fields provided, such as:

Intevnet;ExchangeiMessaging|Serverd

[4:01:36PM

Intern

DL Manager . -
Controls Create Mailing List

General Altributes

Mailing List Name [ezz@imacom
Mailing List Owner mickey(@ima.com
Descriptions Mailing list for jazz music
Enable Archiving & YES & NO

When Receiving Invalid Posting Bounce 1o the original sencler x|

Mailing List Control

Allow posting from non list member? & YES o NO
Enable Auto Subscription? & YES © NO
Default Posting Permission @ Allow ¢ Block
Remove Return-Receipt-To Header? & YES o NO

Message Digest

Use MIME Digest & YES O NO
Maximum hessage Digsst Size: [i =B
Digest Generation Time at 00 x|jo0 >
@ Daily © Weeldy < Monthly
on: [Mondey =] On: [1st_[=] Day of the Month

[E=] |
Figure 3-84: Create mailing list

General Attributes

Mailing List Name

Type in the email address of the electronic mailing list (e.g. mailinglist-
name@domain.com) to be created.
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Mailing List Owner
Enter the e-mail address (e. g. username@domain.com) of the person who will maintain/
manage the mailing list that will be created.

Descriptions
Write a brief description of the mailing list to be created.

Enable Archiving

Set the archiving option either Yes or No. Selecting Yes will save messages in the archive
folder under the DLMgr sub-directory. Messages will not be saved in the archive folder
under the DLMgr sub-directory if the option is set to No. The default is Yes.

When receiving Invalid Posting

Choose from the pull-down menu the action to be taken--bounce to the original sender,
forward to the list owner, bounce and forward, or discard--when thereisan invalid posting
to the list. The default is Bounce to the original sender.

Bounce to the original sender will bounce back the message to the original sender when
thereisaninvalid posting to the list. Forward to the list owner will pass the message to the
list owner of the particular mailing list. Bounce and Forward will bounce back the mes-
sage to the original sender and at the same time forward the message to the list owner of
the particular mailing list. The Discard option will delete the message.

Mailing List Control

Allow posting from non-list member ?

Set the archiving option either Yes or No. Selecting Yes will allow posting from non-list
members. Selecting No will restrict posting to list members only. The default is Yes.

Enable Auto Subscription?

Set the archiving option either Yes or No. Selecting Yes will allow the subscriber to be
automatically added to the requested list. The subscriber will not automatically be added
to the requested list if the option is set to No. The default is Yes.

Default Posting Permission

Set the posting permission either to Allow or Block al postings to list. The Allow permis-
sion allows the list member to post messages to other list members, receives messages
posted by other list members, and access the lists archives. The Block permission will pro-
hibit the list member to post messages to other list members although he/she can still
receive messages posted by other members or access the lists archives. The default is
Allow.

Remove the Retur n-Receipt-To Header
Set the header option either Yes or No. The default is Yes.

Message Digest

Use MIME Digest

Set the MIME Digest option either Yes or No. Select Yes to support MIME digest encoding
otherwise, select No. The default is Yes.

3 - 94 Messaging Server - Administrator’s Guide Version 2.0/April 2000



Distribution List Manager

Maximum M essage Digest Size
Specifies the maximum size of the message digest. If the message digest exceeds the limit,
it will be divided into several smaller messages.

Digest Generation at

Set the digest generation options--Daily, Weekly, and Monthly--to generate digest mes-
sage. Choosing the Daily option means the digest message will be generated on a daily
basis at the time specified. Choosing the Weekly option means the digest message will be
generated once a week at the day and time specified. Choosing the Monthly option means
the digest message will be generated once a month at the day and time specified.

The system administrator can also specify the day, hour, and minute when the message
digest shall be generated.

After setting all the required information, click on the Next button. A new page (see“ Fig-
ure 3-85: Auto text locations’ on page 3-95) displaying the default auto text locations will

InternetiExchangeiMessaging |Server4:

2 7 1Y) 5l N

Internet Excha 3

DL Manager . -
Controls Create New Mailing List

[Auto Text Locations
sl

Subscription text file djied 1\DLMgrjaz:

Unsubscription text file died. \DLMorjaz:

Welcome text file died. \DLMgrijaz:

Disclaimer text file { plain text ) 4. \DLMgrjszz claimerbt

Disclaimer text file { HTML version ) d:\ied. \DLMgrjazz @ima.combdisclaimer.htm

Crete | Help

Go backto Main Page

Figure 3-85: Auto text locations

The Auto text locations screen allows the system administrator to modify/change the
directory path of each text/htm files. However, the default locations are recommended.

Click on the Create button to store the new list in the database.

DeleteList

To delete a mailing list and its subscribers, click the Delete List link of the DL screen.
Select the name of the mailing list (e.g. jaz@ima.com) to be deleted from the pull-down
menu. Click on the Delete button to delete the mailing list and all its members (see “ Fig-
ure 3-86: Delete mailing list” on page 3-96). A new screen confirming the deletion of the
mailing list will appear. Click on the Confirm button.
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---m‘?‘--lﬂ Al PR e
Internet Exchar macta itna com

DL Manager . .
Controls Delete Mailing List

Iailing List Name

Delete

Go back to Main Page

Figure 3-86: Delete mailing list

List of Lists

This link alows the system administrator to search for particular mailing lists that are
serviced by the DL Manager without displaying the complete list of mailing lists. The sys-
tem administrator is also allowed to perform other mailing list-related operations, such as
editing subscriber lists, descriptive information, and modifying list settings.

After clicking the List of Lists link, a page similar to (see “ Figure 3-87: Searching for
mailing list” on page 3-96) will appear.

)
=

DL Manager
Controls List of Mailing Lists

[Please enter the rmailing list name in the text field

rErrET—

Figure 3-87: Searching for mailing list

To search for amailing list name, type in the mailing list name in the Search for Mailing
List field and click on the Submit button. The mailing list that matches the list entered will
be retrieved and displayed on the new screen (see “ Figure 3-88: Result of searched mail-
ing list” on page 3-97). Use of asterisks* will display the complete list of mailing lists that
are serviced by the DL Manager.
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List of Mailing Lists

|Please enter the mailing list name in the text field

jazz@ima.com - Mailing list for jazz music lovers
[ Edit Subscriber List | Descriptive Infarmation | Modify List Setfings ]

Help

Figure 3-88: Result of searched mailing list

In this example, the searched mailing list name is jazz@ima.com. The primary address and
the short description of this mailing list is displayed. The mailing list address is linked to
the Mailing List Profile. Click the mailing list address to view the list’s attributes (see
“Figure 3-89: Mailing list profile” on page 3-97).

10:38:22AM
3/9/2000

Internet E: i MACtan. ina, com

DL Manager Mailing List Profile
Controls

jazz@ima.com

Mailing list for jazz music lovers

supseribers |
Total number of subscribers 5
Nurnber of subscribers { Immediate Mode ) 5
Nurnber of subscribers { Digest Mode ) 0
Mailing List Narme azZEirma corn
Mailing List Owner rickeygima.corm
Descriptions Mailing list for jazz music lovers
Enable Archiving e}
When Receiving Invalid Posting Bounce the message to the original sender
Allow posting from nan list member? YES
Enable Auto Subscription? MO
Default Posting Permission Alloiy
Remove Retum-Receipt-To Header? YES
Use MIME Digest YES
IMaximum Message Digest Size. 0KB
Digest Generation Time: Ewveryday at 00:00

Figure 3-89: Mailing list profile

Editing Subscriber List

Membersin the list can be modified by clicking the Editing Subscriber List link from the List
of Lists menu (see “ Figure 3-88: Result of searched mailing lig” on page 3-97). The system
administrator can add subscribers, remove subscribers, and view subscribers through the respec-
tive links provided therein (see* Figure 3-90: Editing/adding subscriber(s)” on page 3-98).
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DL Manager R .
Controis List of Subscribers

jazz@ima.com

Mailing list for jazz music lovers

Edit Current Subscribers:
View Current Subscribers

Current Number of subscribers: 1

Subscribers to Add:
& Immediate © Digest

fninnie@ima.com poohfima.com =]
snoopyRina. com

gartieldding.com

=l

Back Peset | Help

Figure 3-90: Editing/adding subscriber(s)

To add subscriber (s), type in the e-mail address of the subscriber(s) in the Subscribers to
Add field. Select adelivery method by ticking the Immediate or Digest radio button.

In immediate mode, when messages are posted to a mailing list, the DL Manager sends
them immediately to the mailing list’s subcribers. The immediate mode is the default set-
ting. If a subscriber wants his’her account to be in the digest mode, he must send a request
to the list owner/system administrator.

In the digest mode, posted messages are alowed to accumulate in the local archive of the
member(s) who selected this mode and are sent to the subscriber based on a pre-deter-
mined schedule set by the list owner/system administrator as requested by the subscriber.
The delivery schedule is based on several parameters configured by the list owner/system
administrator, such as the day/time of delivery and the maximum number of messages that
can be stored as configured in the archive. A Web-based user interface is provided to ena
ble the list owner/system administrator to set the option preferred by each subscriber.

To remove subscriber (s), select the e-mail address of the subscribersin the Subscribersto
Delete field. The system administrator will be asked to confirm the changes to the sub-
scriber’slist.

The system administrator is also allowed to perform multiple addition/deletion of mem-
bers. To add/delete multiple members, enter the e-mail address to be del eted/added sepa-
rated by a comma, semi-colon, or space after each mailing addresses.

To view thelist of current subscriber(s), click the View Current Subscriber link. The e-
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mail address and delivery mode of each subscribers will be displayed (see “ Figure 3-91:
List of current subscribers’ on page 3-99).

DL Manager . -
Controls List of Subscribers

jazz@ima.com

Mailing list for jazz music lovers

View Current Subscribers:
Edit Current Subscribers

Current subscribers:

Subscriber Delivery Mode

mickey@ima.com Immediate Block
minnie@ima.com Immediate Block
poch@ima.com Immediate Block
SNoopYE@ima com Immediate Block
garfield@ima.com Immediate Block

Help

Figure 3-91: List of current subscribers

Links that corresponds to the posting permission of the user are given on this page. The
system administrator may either block or unblock the settings of the subscriber(s). By
clicking the Block link marks the subscriber as blocked. This means that the subscriber is
not allowed to post messages to the list. Clicking the Unblock link removes the blocked
setting of the subscriber, meaning the subscriber is allowed to post messages to the list.

Each mailing list address is linked to the Mailing List Member Profile. Click the mailing
list address to change the profile (e-mail address and delivery mode) of the subscriber. A
similar page will appear (see“ Figure 3-92: Mailing list member” on page 3-99).

InternetiExchange]Messaging Serverd:

2 Bl P IR [

Internet Exchan rwer on’ mactan ima.com

EEDN

DL Manager
Controls Mailing List Member

Mailing List: jazz@ima.com

Delivery Mode

minnie@ima.com Immediate =
Update || Goback | Help

Figure 3-92: Mailing list member
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Descriptive I nformation

This page will appear by clicking the Descriptive Information link from the List of
Lists menu (see“ Figure 3-88: Result of searched mailing list” on page 3-97). The
system administrator is allowed to provide a short/long description of the list, and a
wel come/farewell message (see “ Figure 3-93: Descriptive information page’ on page 3-
100). Welcome message is sent to those members who were added automatically (auto-
matic subscriptions). Farewell message is sent to those members who were removed from
the mailing list (automatic unsubscriptions).

uuuuuuuuuuu

Internet{Exchange/Messaging|Server 4

ool 2 2 ) o N ]
S o1 mactan ima. com

Internet

DL Manager . - -
Controls Descriptive Information

Mailing List: jazz@ima.com

Short Description:

[Meiling listfor jezz music lovers

Long Description:

[This list includes selection of old time faverite =]
1azz music as well as the latest hit.

Welcome Message:

[Thank you for subscribing to this mailing list. ||
Vou are now & member of this list.

Farewell Message:

[You are now deleted from this list] =

Save | Reset | Help

Figure 3-93: Descriptive information page

Modify List Settings

Mailing attributes can be modified by clicking the Modify List Settings link from the List
of Lists menu (see “ Figure 3-88: Result of searched mailing list” on page 3-97).
Click the mailing list address to change/update its attributes. A new screen for modifying/
updating the list attributes will appear. (see“ Figure 3-94: Modify mailing list settings” on
page 3-101). After modifying/updating the mailing list address, click on the Update but-
ton to save the changes.
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Modify Mailing List Settings

railing List MName W
Mailing List Owner mickey@ima.com
Descriptions hdailing list for jazz music
Enable Archiving @ YES < NO
YWhen Receiving Invalid Posting Bounce to the original sender ]
[Allow posting from non listmembers ~~ [[#¥ES <cNO
Enable Auto Subscription’ @ YES o NO
Default Posting Permission @« Allow  © Block
Remove Return-Receipt-To Header? & YES (el =]
[ |UsemiMEDigest  Jeyes cmnoO
Mandimum Message Digest Size: a i =]
Digest Generation Time at IE[ IE'
& Daily  Weaekly  Mlonthly
con [Mondey =] on: [1st =] Day of the Month
Subscription text file [dyied T\ DlMgrjasz@imacomsub bt |
LUnsubscription text file |:1 sied. \DLMorjazz @ima.comiunsub.bd
Welcome text file [cried. NDLMgr=zz@ima.comiwelcome.tt
Disclaimer text file { plain text ) |d Ned \DLMgrjazz@ima.comidisclaimer.tt
Disclaimer text file { HTWL wersion ) |d Wed \DLMgrjazz@ima comidisclaimer htm
| Updae |ﬂ| |Update List Owner Password

Figure 3-94: Modify mailing list settings

The DL Manager allows the list owner of the mailing list to update its password. Below
this screen you'll see Update Password link.

Update List Owner Password
To update the password for the mailing list owner, click the Update Password link. A new
screen will be displayed (see” Figure 3-95: Updating list owner password” on page 3-101).

InternetjExchangelMessaging Serverd:l

DL Manager

Controls Modify Mailing List Settings

jazz@ima.com

Update Password

Goback | Help

Figure 3-95: Updating list owner password

To update the password, enter the new password in the New Password field. Then, re-type
the new password in the Confirm Password field to ensure that it is entered correctly.

Click on the Update button to update the list owner password.

Version 2.0/April 2000 Messaging Server - Administrator’s Guide 3 - 101



Message Store

MESSAGE STORE

INTRODUCTION

The IMAP4 Optimized Message Store is the primary mail repository used by the Internet
Exchange Messaging Server Modules for remotely storing, retrieving and manipulating
mail messages. It consists of an Application Programming Interface (API) used by the dif-
ferent Internet Exchange Messaging Server Modules. The optimized IMAP4 remote
access protocol allows many users to access the system continuously. Unlike some other
IMAP4 based servers, the Internet Exchange Messaging Server efficiently handles large
mailboxes. As aflexible tool, it lets users access their mail through any of many capable
clients such as Microsoft Outlook, Eudora Mail, Pegasus Mail, and others.

Aside from the features mentioned above, the Internet Exchange Messaging Server's Mes-
sage Store also comes with a Mailsort Module for filtering the mail messages for the indi-
vidual users. The Mailsort allows users to define rules so that the Local Mail Ddlivery
Agent (LMDA) can direct messages to pre-selected mailboxes/folders other than the
INBOX. The Mailsort's Vacation Utility generates automatic replies to incoming messages
based on predefined criterias informing them of their unavailability.

An enhancement to the Internet Exchange Enterprise Messaging Server version 4.1 is the
'Messages Store Quota Agent'. It enables the system administrator to enforce disk quotas
for al Message Store users. It is a mechanism built to monitor the disk space usage of all
the Message Store users and generates system reportsin the form of HTML and text files
that the system administrator can use to check and verify the Message Store disk utiliza-
tion and performance. These reports are in HTML format to make them available in the
Internet Exchange Messaging Server's user interface. Reports can also be viewed as text
filesin the file attachments of mails sent to the system administrator.

SYSTEM ARCHITECTURE

After the mail messages have been stored in the MTA Shared Message Queue, the Local
Mail Delivery Agent will deliver the messages which contains local domains to the local
Message Store. The Local Mail Delivery Agent isresponsible for the delivery of messages
from the Internet to the Message Store. It also communicates with the Mailsort engine to
customize the delivery of messages based on user defined rules.

Another Message Store module is Mailsort, Internet Exchange's filtering utility. It delivers
messages to specific mailboxes/folders and/or forward messages based on the mail filter-
ing rules defined by the user. If no filtering rules are defined for the user, the messages are
forwarded directly to his’lher INBOX.

The Internet Exchange M essage Store consists of the following structured databases:

* Message Status Database
* Message Envelope Database
* Message Body Database
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IMAP4-related attributes and RFC822 header information are stored in the Message Sa-
tus Database and Message Envelope Database, respectively. The Message Body Database
stores the body structure of all messages in a given mailbox. Access to the different data-
bases in the Message Storeis carried out via the Message Store API.

Aside from containing multiple internal databases, the Message Store also includes both the
IMAP4 and POP3 servers. Each of these serversis capable of creating multiple threads to
support simultaneous access of the Message Store and the retrieval of multiple messages.

e S

Internet
Exchange POP3/

Messaging BSMTP
Server Decoder

Directory
Server

Message Switch

Channel
Action Preprocessor Unit (anti-virus, anti-spam, etc.)

Matrix

MTA Shared Message Queue

Local Mail MailSort
Delivery Agent

IMAP4 Optimized
Message Store with
Mail Sort

IMAP4 POP3
server Server

Figure 3-96. Message Store System Architecture
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KEY FEATURES
The key features of the Internet Exchange 4 IMAP4 Optimized Message Store are:

e IMAP4 support
* POP3 support

* Rules Engine with Mail Sort filtering
* Shared mailbox support

* Message Store Quota Agent

For the Message Store web interface:

*  User account management
e Shared account management

CONFIGURING THE MESSAGE STORE

Main Configuration and Administration Interface

System administrators can utilize the Message Store web interface by defining local users
and shared accounts. Defining accounts is necessary for the Local Mail Delivery Agent
module to deliver local messages.

The Message Store effectively manages individual user accounts using a web based user
interface. The Message Store's Main Page consists of three frames:. the top, left and right
frame. The left frame contains the list of controls for the User, Shared account and Quota
Agent administration while the right frame displays the form for the particular hyperlink of
the desired action. The top frame contains the different Internet Exchange Messaging Server
modules. (see” Figure 3-97: The Message Sore Web I nterface all ows System Administrators
to Maintain and Manage the individual accounts of the users’ on page 3-104).

uuuuuuuuuuu

Internet ExchangeMessaging Serverd:

951 5 N

Internet Exc

3/27/2000

Message Siore
Controls

User Account

Find Message Store

System Tools

Figure 3-97: The Message Store Web Interface allows System Administrators to Maintain and
Manage the individual accounts of the users
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Creation of User Accounts

The 'Add User' Control of the User Management Interface creates a new user account in
the Message Store. To create a new user, the following parameters need to be supplied
with the corresponding user'sinformation. (see “ Figure 3-98: Creating new user accounts
via"Add User" web interface” on page 3-105).

E-mail Address

The e-mail address of the new user needs to be registered to serve as reference to their per-
sonal mailboxes. The senders, on the other hand, will use this e-mail address to reach the
new user's mailbox. The mailbox system supports IMAP and/or POP3 clients such as
Microsoft Outlook Express and Netscape Mail or the Web Mail Client to gain accessto the
user's personal messages on the server.

Message Store
Controls

User Account E-mail Address
First Name: [John

Eind Last Name: Doe

Password —

Confirm Password —

Shared Account Roct Dirsctory: [C\Program Files\IMA\ntemet Exchangt
Disk Quota o[ wB & Urlirrited
User Permission.

e -~
System Tools Reset eip

Go back to Main Page

Figure 3-98: Creating new user accounts via "Add User" web interface

First Name

The First Name parameter corresponds to the first name of the new user to be added to the
Message Store. This is also the first name of the user that will be added to the LDAP
server.

Last Name

The Last Name parameter corresponds to the last name of the new user to be added to the
Message Store. This is also the last name of the user that will be added to the LDAP
server.

Passwor d/Confirm Passwor d

To secure the personal email of the individual users, a password is necessary. Thisis the
security password that will be used to gain access to the user's personal email. To make
surethat it istyped correctly, the password is entered twice.

Root Directory
The Root Directory specifies the physical location of the user's mailboxes and messages.
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A default root directory path has already been defined in the IEMTALINI. Thisis already
being displayed in the form. The system administrator can easily change the home direc-
tory of the user by altering the default value.

Disk Quota

Internet Exchange Messaging Server 4.1's Message Store web interface enables the sys-
tem administrator to set a user quota for new users. Each User's home directory has a
guota assigned by the system administrator. This quota determines the maximum storage
space alowed to be used by the users.

When assigning an unlimited quota, the system administrator must select the “ Unlimited”
radio button of the Disk Quota attribute. This allows the user to have an infinite size” and
number of mail messages inside the folder of his home directory in the Message Store.

User Permission

The User Permission parameter of the Message Store web interface enables the system
administrator to set a‘send and receive’ permission for theindividual usersin the Message
Store for them to send and receive mail messages. If the administrator clicks the ‘send
only’ option, the user will only be able to send messages. The user will not receive any
messages from the internet. If the ‘No Permission’ option is set, the user will not be able to
send nor receive any e-mail messages.

* Send and Receive
The user is allowed to receive and send messages.

e Send Only
The user is allowed to send messages only. If someone sends a message to the user
with a‘Send Only’ permission, the message will be bounced to the sender and the
postmaster.

* Receive Only
The user is allowed to receive messages only.

* No Permission
The user is not alowed to send or receive messages.

After providing all the necessary information, click the 'Add' button to create a user entry
in the local Message Store and LDAP server. To clear al the contents of the fields, click
the 'Reset' button in the form. This will erase al the previous information entered. When
the user has been successfully added, a notification screen will be displayed. (see “ Figure
3-99: A new user has been successfully added to the Message Store” on page 3-106).

Successful operation
User john@domain com has been added

Go back to Mein Page

Figure 3-99: A new user has been successfully added to the Message Store

7. Dependant on free disk space.
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Displaying the List of Registered Users

The Find User hyperlink of the Message Store User Interface enables the system adminis-
trator to view the list of existing users. By typing a specific search criteria, a subset listing
of userswill be displayed. For example, typing “ R*”8 on the First Name field will list all
usernames that start with the letter "R". Otherwise, the wild card "*" will list al the users
within the local Message Store. Clicking the Submit button will display the list of usersin
the Message Store.

Message Store
Controls

User Account

Shared Account

Systemn Tools

Figure 3-100: Viewing the list of users via "Find User" web interface

Viewing User's Profiles

The 'User Listing' web interface allows the system administrator to view the profile and
mailbox information of a particular user. When a user has been selected from the User
Listing, a table of the user's personal information will be displayed. (see “ Figure 3-101.
The '‘User Information’ screen enables you to Edit a user's profile” on page 3-108). The
system administrator can modify and edit the user's profile.

Updating User Profiles
The system administrator can edit the following information of a user:

Disk Quota
* Default
This refers to the default value. This attribute is unlimitted. The system administra-
tor may assign, say 20MB, to the default size of the user account. To assign a
default size of the user account, select the radio button beside the Disk Quota text
box. Enter the desired value in the text box provided.

* Unlimited
An unlimited disk quota allows a user to have an infinite number of mail messages

8. Removing the “*” will display nothing assuming thereisno “R” defined as First Name
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inside the folder of his Message Store home directory.

Internet|ExchangeiMessaging Serverd:l
E - A e

Message Store
Controls

Personal User Information

User Account User Nama: Johni@somsin.com

Find Us

Root directory: CAPragram Files\IMANrternet Exchange Messaging Server 4.1\WisgStorel

Disk Quota: unli mited

User Permission: Send and Recive

System Tools

Aol Time of last access: Mon Mar 27 00:0000 2000

Personal Mailbox Information

inbox [t} ) [t}

outbox [t} ) [t}

Shared Mailbox Information

classical@domain.com o u} o

Goback ﬂl Remove Help

Figure 3-101. The 'User Information’ screen enables you to Edit a user's profile

User Permission

* Send and Receive
The user is allowed to receive and send messages.

e Send Only
The user is alowed to send messages only. If someone sends a message to the user
with a'Send Only' permission, the message will be bounced to the sender and the
postmaster.

* Receive Only
The user is allowed to receive messages only.

* No Permission
The user is not alowed to send/receive messages.
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Updates  Suppont

InternetExchangelMessaging Server4:

Message Store
Controls Edit User Profile

User Account

« Fin
Edit User Profile

Shared Account
User Name: Jehn@damain.com

Root directory: IC\Pngram FilesiiAhInternet Exchange

System Tools

=
Disk Quota: = WB Unlimited

User Permission:

Update Password Update Shared Wailbox

Update Help

Figure 3-102: Updating the User Profiles via “Edit User Profile” user interface

Update Password

The 'Update Password' web interface of the Message Store provides a more secure envi-
ronment for the system administrator and user to prevent unauthorized persons from
accessing their mailboxes. Since it isimportant for employees to maintain privacy within
their surroundings, the Internet Exchange Messaging Server caters to this need by imple-
menting security passwords for individual users.

The users can easily update their passwords using the web interface of the Internet
Exchange Messaging Server. They just need to fill out the required parametersin the form
and click on the Update button afterwards to implement the new password. The system
administrator may also update the password of a particular user. (see “ Figure 3-103: The
'Update Password' user interface implements a more secure environment for the individ-
ual users of the Message Store” on page 3-110).

Update Shared Mailbox

The 'Update Shared Mailbox' web interface adds/removes a shared mailbox to/from the
list of shared mailboxes subscribed to by the user in the User Name field. (see “ Figure 3-
104: Users may be added or removed from a shared mailbox via the Message Store's
'Update Shared Mailbox' web interface” on page 3-110). To update a shared mailbox, the
following fields should be set:

Remove List Box

Selects the mailbox that is to be removed from the list of mailboxes subscribed to by the
user given in the User Name field. To delete the selected mailbox from the user's shared
mailbox list of the Message Store, click the 'Remove’ button.
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Add List Box

Selects the mailbox that is to be added to the list of mailboxes subscribed to by the user
given in the User Name field. To add the selected mailbox to the user's shared mailbox list
of the Message Store, click the'Add' button.

Internet Exchang

C B

IVET on

Message Store

Controls Update Shared Mailbox

john@domain.com
« Fin Femawe classical@domain.com ¥
. A

Add jaez @domain com =

User Account

Shared Account

Help

Go backto Main Page

Figure 3-103: The 'Update Password' user interface implements a more secure environ-
ment for the individual users of the Message Store

Internet Exc

Message Store

Controls Update Shared Mailbox

User Account WEETRNETEN john@domain.com
n Femave classical@domain.com =
Add jazz@domain.com ¥

Help

Go back to Main Page

Figure 3-104: Users may be added or removed from a shared mailbox via the Message
Store's 'Update Shared Mailbox' web interface

Removing User Accounts

The 'Delete User' Web Interface deletes an existing user from the Message Store. The sys-
tem administrator may also delete multiple users by selecting their names from the “Users
to Delete” list. Deleting a user also deletes its home directory in the Message Store and its
corresponding connectors in the LDAP server. When the “ Submit” button is prompted, a
confirmation screen will appear to inform the user. To deselect the user/s to delete, click
the “Reset” button. To return to your previous screen, click the “Back” button.
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Figure 3-105: The 'Delete User’ web interface performs the role of removing users from
the Message Store

Configuring Shared Mailboxes
The Message Store also features aweb interface for creating, deleting, finding and/or list-
ing all the shared accounts in the Message Store.

The Message Store effectively manages shared accounts using the web based user inter-
face. The Message Store's Main Page contains the list of controls for the shared account
administration as well as the form for the particular shared account hyperlink.

Creating a Shared Account
To add a shared account to the shared mailbox database, the system administrator needs to
supply the required parameters with the necessary information on the next page.

E-mail Address

The e-mail address of the new shared account needs to be registered to serve as reference
to the shared mailboxes. This e-mail address will also be used by the IMAP4 capable cli-
ents such as Microsoft's Outlook Express and Netscape Mail which supports the IMAP4
mailbox system to gain access to the shared messages on the IMAP4 server. Senders use
this e-mail address to reach the recipients of the shared mailbox.

User Name

The User Name parameter corresponds to the name of the new shared mailbox to be cre-
ated in the Message Store. This is aso the user name of the shared mailbox that will be
added to the LDAP server.
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Figure 3-106: To create a shared mailbox for the users, the system administrator must fill
up the required parameters

Root Directory

The Root Directory specifies the physical location of the shared account's mailboxes and
messages. A default root directory path has already been defined in the IEMTALINI. This
is aready being displayed in the form. The system administrator can easily change the
home directory of the user by altering the default value.

Members

The members will be the initial Local Message Store users that will have access to the
shared account. The system administrator can choose from a list box that contains al the
registered users of the Message Store. At least one user must be selected for a shared
account. To select the members of a shared account, highlight the names of the users and
click the'Add' button.

To clear all the contents of the fields, click the 'Reset' button in the form. Thiswill erase dll
the previous information entered. When the user has been successfully added, a notifica-
tion screen will be displayed.

Displaying theList of Shared Accounts

The 'Find Shared Account' Web I nterface enabl es the system administrator to view the list
of existing shared mailboxes. By typing a specific search criteria, a subset listing of shared
mailboxes will be displayed. For example, typing "R*" on the Shared Name field will list
all shared mailboxes with names that start with the letter "R". Otherwise, the wildcards "*"
will list all the shared accounts. Clicking the 'Submit' button will display the list of shared
mailboxes in the M essage Store.
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Figure 3-107: The 'Find Shared Account' user interface enables users to list the existing
shared accounts in the Message Store

Viewing Shared Account’s Profiles

The "Shared Account Listing' web interface allows the system administrator to view the
profile and mailbox information of a particular user. When a shared account has been
selected from the Shared Account Listing, atable of the shared account's information will
be displayed. (see “ Figure 3-108: System administrators are presented with a table of
information for @’ on page 3-114).

Deleting A Shared Account

The system administrator can delete the shared account's profile using the 'Shared Mail-
box Information' user interface. Deleting the shared mailbox will also delete its home
directory in the Message Store home directory and corresponding local connector in the
LDAP server. A confirmation screen will be displayed after the shared account has been
successfully deleted.
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Figure 3-108: System administrators are presented with a table of information for a
particular shared account

Configuring the Quota Agent

A newly added feature of the Internet Exchange M essaging Server v.4.1 isthe Message
Store Quota Agent. It is a system tool that allows the system administrator to set and
enforce disk usage quotas on all the Message Store user accounts. This feature limits the
amount of resourcesthat is allocated to the individual usersto prevent them from consum-
ing al of the available disk space. The Message Store Quota Agent provides a simple disk
monitoring system that allows the system administrator to monitor the disk usage of al the
users in the server. Aside from controlling the size of the disk usage, the system adminis-
trator can also monitor the total number of users as well as those who have exceeded the
quota.

The Message Store system information such as disk usage will be gathered by the Mes-
sage Store quota agent. The gquota agent will generate reports in the form of html and text
files to let the system administrator verify the Message Store's performance. The reports
in HTML format are available in the Internet Exchange Messaging Server web interface
while text file reports will serve asfile attachments to mails sent to the system administra-
tor. The quota agent can be run instantaneously or during their scheduled time of activa
tion. The system administrator can configure the time schedule of the Quota Agent by
selecting a preferred run schedule. He can choose from two options: Daily or Weekly.
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Figure 3-109: Quota Agent Message Flow

Key Features

Setting of a Default User Quotain the M essage Store

Using the Message Store Web Interface, the system administrator can set a limit on the
disk usage for every Message Store user. The administrator can set a disk usage limit dur-
ing the creation of users as well as modify an existing user account. The default quota
limit that can be set for each user is defined using the Quota Agent web interface.

Scheduled Checking of User’s Disk Quota and Disk Usage

There are two scheduling options, namely daily scheduling and weekly scheduling. The
scheduling states how often the Quota Agent checks the user quota usage. It also notifies
the user of its current disk usage in the Message Store. The Quota Agent checks the user’s
disk usage everyday according to the scheduled time set by the system administrator. For
the weekly scheduling, the Quota Agent checks the user’s disk usage once a week accord-
ing to the day and time set by the system administrator.

M essage Notification on User’s Disk Usage
A notification message will be sent to the user if the following conditions are met:

* Thedisk space utilization of the user reaches the threshold limit.

* Thealotted disk usage of the user exceeded the maximum allowed in the Message
Store.

* The grace period has expired and the user account is still over quota.

When the disk space utilization of the user reaches the threshold limit, a warning message
will be sent. The following is a sample warning message of the Message Store Quota
Agent:
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To: john.doe@ima.com
From: postmaster@ima.com

Subject: Your account size has exceeded the set limit

Dear Message Store User,

Your Message Store account has exceeded the set limit. Please delete some of your
messages. Your Message Store account is limited to [Quota] MB of disk usage and you

are currently consuming [Warning Level]% of the actual disk space assigned to you.

When you delete your messages, it is recommended that you delete messages which
contain attachments, as they tend to be the largest in size.

Regards,
Message Store Administrator

Figure 3-110: Sample Warning Message

When the user exceeds his alowed disk quota, the Quota Agent will send a Notification
M essage stating that he will be given agrace period from the date of notification to reduce
his disk space usage below the alotted quota. If the grace period has expired and the user
istill over the above quota, the Quota Agent will disable the said account of the particular
user. The following is a sample Notification Message generated by the Message Store
Quota Agent:

To: john.doe@ima.com
From:postmaster@ima.com
Subject: Your Account Size exceeded the Quota assigned to you

Dear Message Store User,

Your Message Store account size has exceeded the quota assigned to you. Please delete
some of your messages.

If, on [Date], your account size still exceeds the [Quota] MB, your account will be dis-
abled.

When you delete your messages, it is recommended that you delete messages which
contain attachments, as they tend to be the largest in size.

Regards,
Message Store Administrator

Figure 3-111: Sample Notification Message
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The Natification Message includes the Date and the Quota assigned to the user. The Date
is determined depending on the grace period. If the grace period is set for two weeks, the
current date will be adjusted to two weeks ahead of time. Thiswill be the grace period for
the user to reduce his disk consumption below the allotted disk quota. The same appliesif
the grace period is set to one week. The quota will also be displayed.

As for the third condition, when the grace period has expired and the user account still
exceeds the disk quota, a notification message will be sent to the user stating that his
account has already expired. The following is a sample notification message when the
grace period has already expired.

To: john.doe@ima.com
From: postmaster@ima.com
Subject: Your Account has been disabled

Dear Message Store User,
Your Message Store account has been disabled because you failed to reduce the
account size to [Quota] MB limit within the grace period given to you. To re-enable

your account, delete some of your files and contact the system administrator.

Regards,
Message Store Administrator

Figure 3-112: Sample Notification Message after Expiration of Grace Period

These notification messages are sent according to the scheduling option set by the system
administrator. For tracking purposes, the system administrator also receives a copy of the
notification message sent to the user.

Generates a Summary Report of the Disk Quota and Disk Usage

When the run-time schedule is reached, the Quota Agent will retrieve all the Message
Store users and will determine each user’s disk quota and disk consumption. All the data
gathered by the Quota Agent will be saved to afile. This will be the summary report file.
The summary report file lists the current Message Store users with their corresponding
disk usage and disk consumption. The summary report is always sent to the system admin-
istrator for tracking purposes.

Archive Summary Report

Aside from the summary report notification, the Quota Agent also saves the summary
report to the Message Store's home directory under the History Folder. This serves as a
backup report for the system administrator.

Overview

The Message Store Quota Agent is a tool that provides a much simple disk monitoring
system for the System Administrator. Its main function is to enforce Disk Usage Quotas
for al the Message Store Accounts. While reading the entire document, you might chance
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upon some of the terms below:

Disk Quota
Each user’s home directory has a quota assigned by the system administrator. This quota
determines the maximum storage space allowed in the home directory.

Actual Space
The amount of data currently stored on disk. The actual disk space used is typically less
than the quota.

Over Quota
A condition which arises when a home directory has more actual disk space used than the
guota limit.

Disk Space Utilization
Ratio of actua space over disk quota. Thisisin percentage form.

Grace Period
Time given to the user for him to reduce the actual space of his account until it reaches
below the alotted disk quota.

Threshold Setting
Thisisthe “near limit” warning trigger. Another term for the Threshold Setting is “Warn-
ing Level” which isalso in percentage form.

System Components

QUOTA ENGINE

The Quota Engine is responsible for enforcing disk usage quotas on the Message Store
user accounts. The following are the tasks of the Quota Agent Engine:

* Retrievesall of the Message Store Accountswith their corresponding disk quotaand
disk usage.

* Determinesif the user’s disk space utilization hasreached the threshold setting. This
isonly applicable to those users who have limited disk quota. Users who have
Unlimited disk quota are exempted from the checking process done by the Quota
Agent.

* Determinesif the user isover quota. If so, the engineisalso responsiblefor notifying
the user that his account has exceeded the allotted space.

* Givesthe user agrace period to reduce his disk consumption.

* Disablesthe user’s account if the grace period has expired and the disk usage is till
over quota.

The Quota Agent isimplemented as a separate module and will be run periodically viathe
MC Responder. For the Quota Agent to run, it needs to be configured. Configuring the
Quota Agent is discussed in the Operation and Administration section. Once the Quota
Agent has been executed, it retrieves the configuration settings from the LDAP server. If it
failsto retrieve the settings (i.e. it is not yet configured), it will be inactive for 15 minutes.
During an inactive state, the Quota engine will be idle for the time being. After 15 min-
utes, the Quota Agent will again try to retrieve the configuration settings from the LDAP
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server. After a successful retrieval of the configuration settings, the Quota Agent will
check if the scheduled run-time has been reached. Once the scheduled run-timeis reached,
the Quota Agent will start its operations.

AGENT SCHEDULER CGI

The Agent Scheduler is a CGI program responsible for configuring the Quota Agent. The
Agent Scheduler will save the configuration settings both in the LDAP and IEMTA.INI.
The attributes to be saved in the LDAP are:

* Freguency- Thiswill serve asthe run-time schedule. The value for this attribute is
either Daily or Weekly.

* Which Day- Thiscorrespondsto the day of the week when the Quota Agent will run.
Thisisonly applicableif the selected frequency isweekly.

* Time- Thisisthetimewhen the Quota Agent will begin traversing the M essage Store
accounts.

Asfor the IEMTA.INI file under the Message Store, the following attributes will be set:

* User Quota-Thiswill bethedefault quotathat the system administrator can assign to
the Message Store users.

* Quota Warning- this corresponds to the threshold setting. The default value is 90
which means that the user has used up 90% of his disk space.

* GracePeriod- Thisisthetimegiven to the userswho have exceeded their disk quota
and are advised to reduce their disk consumption below the quota. The value may
either be 1 or 2 (in weeks).

REPORT CGil

The Report CGl is responsible for displaying the disk usage of the Message Store and its
users. It generates areport in HTML format which contains the number of Message Store
users and their corresponding disk quota and disk consumption. The report sorts al the
users by the Fully Qualified Domain Name (FQDN).

Principles of Operation

The Quota Agent is a new feature of the Internet Exchange Messaging Server 4.1 that
monitors disk usage and disk quota. It periodically checks the user’s disk usage and disk
guota according to the schedule set by the administrator. The system administrator can
also configure how the Quota Agent will notify the user depending on his current disk

usage.

The first job of the Quota Agent is to retrieve all the Message Store users. The Quota
Agent sorts the users by their disk quota setting. All the users who have limited disk quota
will be subjected to the process of checking which the Quota Agent will perform. The
process of checking includes the following:

* Determineif the users disk space utilization reaches the Threshold Setting.
The Quota Agent determines if a user’s disk utilization has reached the threshold
setting. If this is the case, the Quota Agent will send a notification message to
inform the user that he is approaching his quotalimit and that he must delete some
of his messages particularly those which contain file attachments which consume
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large disk spaces.

e Determining if the user is over quota

When the user has exceeded his allowed disk quota, the Quota Agent will send a
notification message stating that he will be given a grace period from the date of
notification to reduce his disk space usage below the allotted quota. If the grace
period has expired and the user is still over quota, the Quota Agent will disable the
said account. The Quota Agent will modify the user permission attribute and set it
to “No Permission”. This alows the Local Mail Delivery Agent (LMDA) not to
deliver any more messages for the particular user. The Quota Agent will also notify
the user that his account is temporarily disabled. Once the user’s permission is
changed, only the system administrator can re-enable the said account.

The Quota Agent will be implemented as a separate module named Quota Agent
Engine. The MC Responder automatically executes the Quota Agent or it can be
run manualy using the Quota Agent web interface under the Message Store Web
Interface.

Operation and Administration

The web use interface of the Internet Exchange M essaging Server 4.1 Quota Agent is a
CGl program that enables the system administrator to configure the quota-related profiles
of the Message Store such as the: Disk Quota, Quota Agent Schedule, Warning Level and
Grace Period.

The scheduling of the Quota Agent will be done on the web interface. When the scheduled
time is reached, the Quota Agent will determine if a user is already over quota or has
reached the threshold setting. If the disk space utilization reaches the threshold setting, the
Quota Agent will send a notification message to the user. The notification message will
inform the user that hig’her account has reached the threshold setting and that he must
delete some of hisemail.

|l o ol N
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Message Store
Controls Message Store Agent

User Account

Configuring Quota Agent

|(‘ l_ MB ‘f-‘ Unlimited
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IZweeksj
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Submit | Help

Figure 3-113: In configuring the Message Store Quota Agent, the system administrator
has to fill in the preferred values that needs to be set
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Configuring the Quota Agent Web | nterface

Clicking on the Configure Quota Agent link of the Message Store Web Interface will bring
up the configuration page of the Message Store Quota Agent. To configure the Quota
Agent, the following preferred values need to be set.

Default Size® of User Account

Thisrefersto the default disk quota given to all Message Store users. The default value for
this attribute is unlimitted. The system administrator may assign, say 20M B, to the default
size of the user account. To assign adefault size of the user account, select the radio button
beside the input text box. Enter the desired value in the text box provided. Once the value
for the Default size of User Account has been set, all the succeeding new users of the Mes-
sage Store will take the default value of this attribute.

Warning L evel

Thisrefers to the Threshold Setting of the Message Store Quota Agent. The default value
for this attribute is 90%. This means that when the user’s disk space utilization reaches
90%, a warning notification message will be sent to the particular user.

Grace Period
This is the period given to the user if he has reached beyond the alotted disk quota. The
value for the grace period will either be 1 week or 2 weeks.

Check Mailbox Quota at:
This is the time when the Quota Agent will start traversing and retrieving the disk quota
and disk consumption of all the Message Store Users.

On:
The Quota Agent will have two Scheduling Options namely:

* Daily Scheduling
The daily scheduling will allow the system administrator to schedule the Quota
Agent to run on adaily basis. Please select the radio button that corresponds to the
Daily Scheduling.

*  Weekly Scheduling
The Weekly scheduling will allow the system administrator to schedule the Quota
Agent to run on aweekly basis. If the Weekly Scheduling is preferred, click on the
radio button and select the specific day when the Quota Agent will retrieve the disk
guota and actual space of the users.

After the successful configuration, the new setting can be viewed by clicking on the Con-
figure Quota Agent link from the System Tools of the Message Store Web Interface.

An additional field is displayed in the Quota Agent Setting page, the Next Run Time field..

9. Note: Once the Default size of User Account is defined, the Add User page of the Message Store web
interface will use this value for it's succeeding members. The system administrator, however, has the
option to assign any disk quota value to the user.
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The Next Run Time field refers to the scheduled run time of the Quota Agent. The system
administrator can start/stop the Quota Agent using the Quota Agent Setting page.

Change Setting

The system administrator can change the current settings of the Quota Agent by clicking
on the Change Setting button of the Quota Agent Setting page. A new form listing all the
attributes found in the configuration page of the Quota Agent will be displayed. The sys-
tem administrator can change the settings of the following attributes below:

Message Store
Controls

Message Store Agent

User Account

Quota Agent Setting

8 20 MB

Everyday at 00:00

30 %

2weeks

Tue War 28 00:00:00 2000

Figure 3-114: The Message Store Quota Agent Setting

Default Size of the User Account
* Warning Level

Grace Period

Check Mailbox Quota at:

After the preferred values have been set, the Update button must be clicked for the
changes to be implemented.

Setting User Quotas

The Message Store’s Add User Web Interface enables the system administrator to set user
guotas for new users. When the Default size of the User Account is set, the Disk Quota
attribute will take the default size. The system administrator, however, can assign any disk
guota to the new user. When assigning an unlimited quota, the system administrator must
select the “Unlimited” button of the Disk Quota attribute. (see* Figure 3-115: Setting-up a
User Quota for the New Users’ on page 3-123).

The setting of user quotasfor the current usersis a so done on the Message Store web interface.

The system administrator can change the disk quota of a particular user by specifying the Disk
Quota to be alotted to the user. When assigning an unlimited quota, the system administrator
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must select the “Unlimited” button of the Disk Quota attribute. (see “ Figure 3-115: Setting-up
a User Quota for the New Users’ on page 3-123).

Inter: y.ima.com

Message Store

Controls Add User

User Account E-mail Address: liohn@domain.com
First Name: John
Last Name Doe
Password —
Confirm Password: —
Shared Account Root Directory: C\Program FilestMAlnternet Exchang
. Ein Disk Quota: & wB © Unlimited
User Permission Send and Receive ¥
Resat =R

System Tools

nfigure Go backto Main Page

Figure 3-115: Setting-up a User Quota for the New Users
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Intern
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Controls Edit User Profile

Edit User Profile

Shared Account ]
User Name: John@domain.com

Root directory: |C \Prograrm FilesiMAlnternet Exchange

System Tools

v Ui
Disk Quota: @ J20 MB Unlirmited
User Permission: Send and caive 1]
Update Password Update Shared Mailbox

Figure 3-116: The Message Store Web Interface enables the System Administrator to set-
up User Quotas for existing Users.

View Disk Usage

The new Quota Agent of Internet Exchange Messaging Server 4.1 can also generate
Quota Reports on the fly. Thisis accomplished by clicking the View Disk Usage hyperlink
of the Message Store Web Interface. This link generates the HTML report, which sorts all
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the users by their Fully Qualified Domain Name (FQDN).

If you click on the “View Disk Usage’ hyperlink and you have already configured the
Quota Agent to compute for the disk usage of the Message Store users, then the Quota
Agent will display awindow indicating that there is already a generated text file report of
the previous disk usage of the Message Store (see “ Figure 3-117: Computing the Disk
Usage” on page 3-124). Since computing for the disk usage takes quite some time espe-
ciadly for those who are managing thousands of Message Store Accounts, the Quota Agent
has been designed to let you choose whether you would like to view the previous Quota
Agent Report to reduce time consumption. Having decided to view the previous report,
click on the YES button. A Window indicating the last run time and run date of the Quota
Agent will be displayed. Click on the run time and a text file report of the previous Quota
Agent will be generated on your screen. If you would like to compute for the latest disk
usage, click on the NO button instead and the Quota Agent will start computing the disk
usage of all the Message Store user accounts (see “ Figure 3-118: View Previous Quota
Agent Report” on page 3-124).

The Quota Agent System Report for Message Sore page summarizes the Quota Status of
the Message Store. The table displays the Home Directory, Total Disk Usage, Tota
Number of Users and Total Number of Users Over Quota. The program also sorts all the
users by their FQDN. To display the profiles of the entire Message Store Users with their
respective disk usage, select the Get All Users option from the field list and then click the
Get button. When a specific FQDN is selected say, ima.com, the resulting Quota Agent
Report can be seen in the figure:

Computing Disk Usage

There is an old disk report already available in the Message Store
Would you like to view the last report instead?

Figure 3-117: Computing the Disk Usage

View Previous Report
The disk repart generated by Quota Agent was generated last

Maon Mar 27 10:37:57 2000

Figure 3-118: View Previous Quota Agent Report
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Figure 3-119: The View Disk Usage displays the Quota Status of the Message Store

Quota Agent History

This will serve as the archive of all the text file reports generated by the Quota Agent
engine. The System Administrator can browse through the previous reports via the Quota
Agent History Report page. The History Report page can be viewed by clicking the Quota
Agent History link of the Message Store Web Interface.

The History Report includes the Run Time Date of the Quota Agent engine. (see “ Figure
3-118: View Previous Quota Agent Report” on page 3-124). Each Run Time Date is the
link to the generated text file report. Take Note that the Run Time Date includes three
attributes which summarizes the Quota Report. These attributes are the: Used Space, Total
Number of Users and Total Number of Users Over Quota. The system administrator can
also delete the old quota report using the History Report page. Just select the checkbox of
the report file/s to delete and then click the Delete button. Clicking on the Run Time Date
will, on the other hand, display the Quota Agent Text File. (see “ Figure 3-119: The View
Disk Usage displays the Quota Status of the Message Sore” on page 3-125).
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Figure 3-120: The Message Store Quota Agent History archives all the text file reports of
the Quota Agent engine.
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amith Unlimited 15 KB
domain.com :
Total Number of Users under domain.com : 3
Total Nurker of Users Over guota under domain.com @ 0
Users :
User Hame: Quota Limit: Uzed Space:
Jjohn Tnlinited 15 KB
amith Unlinited 15 KB
tom nlimited 15 KB

-- End of Cmota Beport —

Figure 3-121: Quota Agent History Text File Report
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9 MAILSORT

INTRODUCTION

Individual users of the Local Message Store can configure their own filtering mechanism.
All of the authenticated users as well will be able to use the end-user web interface for
configuring the Mailsort engine. Click on the Mailsort button on the main Web Adminis-
tration Interface to start defining your own filtering statments.

SYSTEM ARCHITECTURE

Internet Exchange 4.1 features a Mail Sort filtering utility for defining rules so that the
local mail delivery agent can direct messages to preselected mailboxes/folders other than
the INBOX. It can also selectively forward messages to other addresses. This feature ena-
bles users to sort incoming mail based on attributes such as the message sender and subject
without having to go through all the messages. For example, a user may want to store mes-
sages in folders according to sender or subject line. This can easily be done in Internet
Exchange using the MailSort utility.

Mailsort is divided into two modules, the engine and the web configuration interface. The
engineis used by the Local Mail Delivery Agent to determine the destination of messages
whose recipients maintain filtering information in their respective Message Store directo-
ries. The web interface allows the users to create and edit filter files used by the engine to
inform the Local Mail Delivery Agent of the destination of the messages.

Local Mail
Delivery Agent

MailSort Engine

Filter Infromation

A

MailSort's Web-
based Interface

-

4

MAILSORT MODULE

Local Message
Store

Figure 3-122: Mailsort System Architecture
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The Internet Exchange Mailsort Module provides users with a utility for preprocessing
incoming email on a per user and per message basis. Incoming messages that will be
delivered to the Message Store through the Local Mail Delivery Agent will be sorted
according to the rules set by the user. The engine will read thefilter file (filter.txt), and per-
form avery simple recursive-decent parsing to speed up the interpretation of the filter file.

The recursive-decent parsing scheme is divided into two steps, scanning or lexical analy-
sis and parsing. The engine uses alexical analyzer on the filter file to divide the file input
into meaningful units. A parser is used to determine the relationships among these units.
For this kind of input, the units are lines of text, with a distinction between lines that con-
tain a match of the target strings and the lines that do not. The division into units, which
are usually called tokens, is known as lexical analysis. The token descriptions are regular
expressions that are used by the lexical analyzer to scan the input text. As the input is
divided into tokens, the parser establishes the relationships among them. This task is
known as parsing and the list of rulesthat define the relationshipsis agrammar. The parser
automatically detects whenever a sequence of input tokens matches one of the rulesin the
grammar and also detects a syntax error whenever its input does not match any of the
rules.

KEY FEATURES

* Creating Filter Statements for Your Mail
* Editing Your Filter Mechanism
* Vacation Message Utility

CONFIGURING MAILSORT

Log on tothe Mailsort engine

To log on to the Mailsort engine, all the system administrator has to do is select the * Edit
Filter’ button from the left frame of the Mailsort user interface . If the user does not have
any filter statements, a web interface for starting filter statements will be displayed. For
users which already have declared filters for their mails, the Filter Information user inter-
face will be shown to display the different Filter statements of the particular user.

nnnnnn

Mailsort

Edit Filter

Mailsort

Figure 3-123: Mailsort User Interface
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Creating a Filter file

After getting onto the mailsort page click on the New button, another web interface for
entering the information needed to create afilter fileisinvoked (see” Figure 3-124: Mail-
sort Starts to create a New Filter File for john@pasay.ima.com” on page 3-129).

Gl 27| ot w00 4 -]

Internet Exch 2,00

Mailsort

Mailsort Start

Edit Filter infernef Exchange Version 4.1

You have no existing fiffering informafion. Click on the New button fo creafe ane.

No filter for john@domain.com.

[New | i Help

Figure 3-124: Mailsort Starts to create a New Filter File for john@pasay.ima.com

To create a new filter block, fill up the text boxes with information that will tell the local
mail delivery agent where to send a particular message.

For example, a user may want the local mail delivery agent to deliver all messages with a
From: field containing news to be delivered to the ballads@ima.com. To do this:

y.ima.com

Mailsort
Mailsort New Filter

Edit Filter Internef Exchange Version 4.1

You can choose from the message headers in the fist and provide the pattern o be matched with the chosen header of the message.
The "move to" action will deliver the message fo the selected mailbox in the Jisf. The "copy to" action will deliver the message fo your
Inbox and selected maiftbox in the kst The "forward” action will send fhe message fo the email address or email addresses ( separated
by comma ) enfered. The "send vacation message” will send the vacalion imessage you created. The "reject” action will not deliver {he
messags af all

Click OK buttar fo save the changes or Cancel button fo go back fo start

User . john@domain.com

New Filter:

o [Frem = contains frews |
& move to clas: omain.com
O copy to

Then ¢ forward
€ gend vacation message
O reject

Filter Continuously? Yes: € No: &

E Cancel Help

Figure 3-125: Mailsort sorts out messages according to the user’s specific filter statements
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Select the From:field and enter news in the opposite text box.

Select the option move to and enter the email address ballads@ima.com.
Select Yesto filter continously.

Click the OK button to create a new filter block.

To create another filter block, repeat the procedure.

Editing an existing filter file

After clicking on the OK button, a new page displaying filter block information will be
displayed. Information contained in existing filter blocks can be changed or updated using
the MailSort Filter Information window. Users with existing filter files are automatically
brought to this window upon logging on to Mailsort. To display and edit a filter block,
click on the Edit button for that filter block. Users can also delete their existing filter state-
ments using the Mailsort Filter Information user interface.

Internet{Exchange]Messaging Serverd:

-121231PM

Mailsort
Mailsort Filter Information

Edit Filter Intarnaf Exchange Version 4.1

Filfer information befow is used fo fiter incoming messages. All incoming messages will be filtered using the first filter staterment up fo the
last filter statement.

Ta add new filter staterment(s), click on the Add butfon To change any of the fifter statements, click on the Edit button beside the fiiter
statement. To delete any of the filfer sfafements, click on the Delete bufton beside the fifter statement To change the positioning of any of
tha fiiter statements, click on the Move Up or Move Down butfon. To campose vacation messages, click an the Vacation Message bufton
To go back fo the User Authentication page, chick an fthe Exit buifon.

Usger . john@domain.com
Add | Exit|  Vacation Message

Edit | Delst
Filter 1 is not set to filter continaLshy _‘Iil

If From: contains news
then move to classical@domain.com

Add | Exit]  Vecation Message

Figure 3-126: Mailsort Filter Information

In the Edit page (see” Figure 3-127: Web-based interface for editing filter files’ on page
3-131), the user can update one filter dataat atime.

Select the header field which the Mailsort engine must scan (i.e. From:, To:, Cc:, Bcc:,
Subject:) to compare the pattern.

In the opposite text box, enter the word or phrase that the Mailsort engine must search for
in the selected header.

Check the action that you want to be taken by the Mailsort engine for messages that meet
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the defined criteria (i.e. move to, copy to, forward to, send vacation message, reject).

Select Yes/No to configure filtering action.

Click on the OK button to save the new filter information for that particular filter block.

AE R R E =

Internet Exchan ma.com

Mailsort

Mailsort Edit Filter

Edit Filter Internef Exchange Version 4.1

You can chaose from the message headers Jn the ist and provide the pattern fo be matched with the chosen header of the message

The "move to" action will deliver the message fo the selected mailbox in the fist. The "copy to" acition will deliver the message to the
Inbox mailbox and selected maiibox in the lisl. The "forward” action will send tfe message fo the email address or email addresses

( separated by comma ) entersd. The "send vacation message” will send the vacation message you created. The "reject” action will not
deliver fhe message af ail

Incaming messages wilf be fittered using the first filfer statement up to the last filter staternsant if the fifter continuously aplion js on. If
nof, succeeding filter staternents after the filter statement that matched, will not be check anymore. To Filter continuously select Yes if
nof sefect No.

Click OK buttan fo save the changes or Cancel buttan fo go back fo the list

User : john@domain.com

Edit Filter

If lm contains lnews—
& moveto [Classical@domain.com =]
€ copyto fibox =]

Then ¢ forward —

© send vacation message
© rejsct

Filter Continuously: Yes’éll\lo ol

[oK] Cancel Help

Figure 3-127: Web-based interface for editing filter files

Vacation Utility

Vacation utility allows you to send automatic replies to incoming messages. Thisfeatureis
specially useful when you are on leave or are not able to reply to your messages for an
extended period of time. This option is available on the screens for creating/editing filter
blocks (see “ Figure 3-127: \WWeb-based interface for editing filter files’ on page 3-131), In
order to activate Click on the Vacation Message'® button, and the screen shown on (see
“Figure 3-128: Mailsort Vacation Message” on page 3-132) will be displayed. The fol-
lowing information needs to be specified in order to enable this feature:

M essage Subj ect
Use thisfield to specify the message subject/header.

10.NOTE: Vacation messages will not be generated for standard formatted distribution lists. Also, the Mail-
Sort Vacation Utility only sends replies to a specific sender every seven days. Thus, if the Vacation Util-
ity has already replied to a sender, it will not send any more messages to that sender until after seven
days.
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M essage Body
Use thisfield to compose the message that needs to be sent out.

Click the Save button to save the message. This message will be used when replying to
incoming messages.

A

Internet Ex

Mailsort A i
Mailsort Vacation Message

Edit Filter Infernat Exchange Version 4.1

Subject

['m taking my vacation

Message,

Hi. I cannot attend to your needs as of this =]
moment but I will surely get back to you as soon
as I arrive.

John Doe
=
Cancal | | (el Hete |

Figure 3-128: Mailsort Vacation Message
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Chapter 4

User Web Administration Interface

Internet Exchange Enterprise Messaging Server 4.1 (IEMS) also provides its users
with a Web-based Administration Interface for configuring the following modules:

[ EX Directory Service
- Message Store
B et Distribution List Manager

The end user web administration page allows the IEM S users to view the list of users and/
or edit the user information recorded in the database. Through this page, users are allowed
to define their Mailsort filters or update their password for the Message Store. This also
gives them the option to view the available mailing list and/or subscribe to or unsubscribe
from thelist.

To access the End User Web Administration Interface, click the end user link of the main
Web Administration Interface (see Chapter 3, page 3-1). The Web Administration
Authentication Information screen will be displayed (see “ Figure 4-1: End User Log-in
Authentication Page” on page 4-1) to verify user’s accounts.

Internet Exchange Messaging Server 4.

Authentication Information

internef Exchange Version 4.1

Ta access end-user controfs, complate the fialds below and click on the Submit button,

Your Username:
[John@ima com

Your Password:

LogOn | Peset Help
[Leaon | Resst|

Figure 4-1: End User Log-in Authentication Page

User Name

Type in the e-mail address of the user as it is entered in the Message Store (e.g. user-
name.domain.com) or the mailing list address (e.g. mailinglist.domain.com) asit is entered
in the Distribution List Manager. The e-mail and/or the mailing list address should
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matched the entries recorded in the Message Store and/or in the Distribution List database.

Entering the e-mail address as it is entered in the Message Store database will allow the
user to access the Directory Services, Message Store and the Distribution List.

Entering the mailing list address will allow the end user to access only the Directory Serv-
ices and the Distribution List Owner Configuration.

Password

The password of the particular user as entered in the Message Store and/or in the Distribu-
tion List database. The password will appear asarow of asterisks (*****) for security rea-
sons.

After entering the user name and password in the text boxes provided, click on the Log On
button. If the user name and password are verified to be correct, the End User Main Web
Administration Interface will appear (see “ Figure 4-2: Main End User Web Administra-
tion Interface” on page 4-2).

Internet|Exchange Messaging Server 4.1

Figure 4-2: Main End User Web Administration Interface
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DIRECTORY SERVICES

To configure the Directory Server, click on the Directory Server icon on the End User
Main Web Administration Interface. The Directory Server page (see “ Figure 4-3: Direc-
tory Services Controls Configuration Page” on page 4-3) will be displayed.

| 2 Mailsor

- Microsoft Intemet Explorer
») 5 =
e e L2 .8 Q [ @B g9 .
Back  Fowad  Swop  Refiesh Home | Seach Favoiles Hisoy | Mal Pt Edé

Adehess [€] hitp://mactan ima.com/evd user/ dap/index him ~| @t
Links &]Bestof the'Web @] Channel Guide & Customize Links 4] Free Hotmall ] Intemet Explorer News 8] Intemet Stat & ]*%indows
Talothational Messaging ASSOC.al6 Fome “About News Updates. Support

LDAP Controls

Directory Services

Figure 4-3: Directory Services Controls Configuration Page

View User

To view user profile, click the View User link. A new page displaying user attributes (i.e.,
first name, last name, telephone number, address and e-mail address) will be displayed
(see“ Figure 4-4: View User” on page 4-3).

LDAP Controls )
View User

107 Leviste corner
Herrera Sts.,
Bakati City

G
Go back Help

Figure 4-4: View User

To modify the different user attributes, click on the Edit button. A new screen (see“ Figure
4-5: Edit User” on page 4-4) for editing the user profile will be displayed.
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LDAP Controls

3
Goback | Update | Reset Help

Figure 4-5: Edit User

In this screen you can change the following parameters:

* First Name

¢ |ast Name

* Telephone number
e Address

The Mail (e-mail) attribute can only be changed by the administrator.

After making the necessary changes, click on the Update button to save the changes you
have made.

Click on the Reset button to ignore al modifications. The original values will then be dis-
played.

Log Out
To log out, click the Log Out link on the left hand side of the screen.
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MESSAGE STORE

Users are provided with a Web-based interface for modifying their Mailsort configuration,
for updating their passwords and for logging in again the as another user. To update and/or
edit the Mailsort filters and password entries, click on the Message Store icon on the main
administration interface (see “ Figure 4-6: Configure the MailSort module and Update
Password features of the Message Store Web Interface” on page 4-5).

Message Store

Figure 4-6: Configure the MailSort module and Update Password features of the Message
Store Web Interface

To configure Mailsort, click on the Configure MailSort® link. A new page for creating/
editing message filters via the MailSort engine will appear (see “ Figure 4-7: Creating a
new filter in the Mailsort module” on page 4-5).

Internet{Exchange/MessagingServerd:
==
-

Mailsort Start

Internsf Exchange Version 4.1

You have no existing filfering information, click on the New bufton fo create.

No filter

New | B e

Figure 4-7: Creating a new filter in the Mailsort module

1. If you aready have existing filters, the initial MailSort configuration page will display all the existing fil-
ters.
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Creating afilter file

By clicking on the New button, another web-based interface for entering the information
needed to create a filter file is invoked (see “ Figure 4-8: Enter the New Filter informa-
tion” on page 4-7), provided that there is still no filter file that exists for the user.

To create a new filter block, fill up the text boxes with information that will tell the local
mail delivery agent where to send a particular message.

For example, a user may want the local mail delivery agent to deliver all messages with a
From: field containing news to be delivered to the ballads@ima.com. To do this:

Select the From: field and enter news in the opposite text box.

Select the option move to and enter e-mail address ballads@ima.com.
Select Yesto filter continuously.

Click the OK button to create a new filter block.

To create another filter block, repeat the procedure.
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Mailsort New Filter

Internef Exchange Version 4.1

You can choose from the message headers /i the list and provide the pattern {o be maich with the chosen header of the meszage.

The "move to" action will deliver the message to the selected mailbox in the list The "copy to" action will deliver the messags fo your
Inbox and selected maiibox in the fist. The "forward” acfion will send fhe message to the email address or email addresses ( separated
by comma ) entared. The send vacation message will send the vacation message you created. The "reject” action will not deliver tha
message at alf

Click Ok button fo save the changes or Cancel butfon fo go back fo sfarf.

New Filter:

F [From =] contains [news
@ moveto [ballads@ima.com 2]
© copyto inbox -

Then ¢ forward [
© send vacation message
© reject

Filter Continuously? Yesi @ N ©

Caneel _Hele |

Go back to main page

Figure 4-8: Enter the New Filter information

Mailsort Filter Information

internef Exchange Version 4.1

Filfer information befow fs used to fiter incoming messages. incoming messages will be filfered using the first fifter statement up to the
last fitfer sfafement.

To add new filter statements, cfick on the Add bufon. To change any of the filfer staternent, click on the Edit bufton beside the fifter
statermnaent. To delete any of the filfer sfafement, click on the Delete butfon beside the filfer sfafement. To change posifions of fifter
statemments, click on the Move Up or Move Down butfon. To compose vacafion message, olick on the Vacation Message button. To exit,
click on the Exit butfon

Add | Exit]  Vacaton Message

Edi Del
Filter 1 is set to filter continously. _"Iil

If From: contains news
then move to ballads@ima com

Add | Exit]  Vacation Message

Figure 4-9: Display Filter Blocks

Editing an existing filter file

After clicking on the OK button, a new page displaying filter block information will be
displayed. Information contained in existing filter blocks can be changed or updated using
the MailSort Filter Information window (see” Figure 4-9: Display Filter Blocks” on page
4-7). Userswith existing filter files are automatically brought to thiswindow upon logging
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4 - 8 Messaging Server - Administrator’s Guide

on to MailSort. To display and edit a filter block, click on the Edit button for that filter
block.

Mailsort Edit Filter

Internef Exchange Version 4.1

You can chaose from the message headers Jn the ist and provide fhe pattern fo be match with the chosen header of the message.

The "move to" action will deliver the message fo the selected mailbox in the fist. The "copy to" acition will deliver the message fo the
Inbox mailbox and selected maiilbox in the list. The "forward” action will send tfe message fo the email address or email addresses

( separated by comma ) entersd. The send vacation message will send the vacalion message you created. The "reject” action will not
deliver fhe message af ail

Incaming messages will ba Fiftered using the first filfar stafament up to the last fitler staternant if the filter continuously aptiar s on. ff
nof, succeding fifter statements affer the fiffer staternent that mafched, will not be check anymore. To Filter continuously sefect Yes if nof
select No.

Click Ok bufton to save the changes or Cancel bution fo go back fo the list

Edit Filter

o [Fem =] cortaing ews
© moveto ,m
© copy to ,m

Then ¢ forward [

€ gend vacation message
O reject

Filter Continuously: Yes: & Moo €
OK | Ccancel

Go backto main page

Help

Figure 4-10: Edit filter block
In the Edit page (see” Figure 4-10: Edit filter block” on page 4-8), the user can update one
filter data at atime.

Select the header field which the Mailsort engine must scan (i.e. From:, To:, Cc:, Bcc:,
Subject:) to compare the pattern.

In the opposite text box, enter the word or phrase that the Mailsort engine must search for
in the selected header.

Check the action that you want to be taken by the Mailsort engine for messages that meet
the defined criteria (i.e. move to, copy to, forward to, send vacation message, reject).

Select Yes/No to configure filtering action.

Click on the OK button to save the new filter information for that particular filter block.

Vacation Utility

Vacation utility allows you to send automatic replies to incoming messages. Thisfeatureis
specialy useful when you are on leave or are not able to reply to your messages for an
extended period of time. This option is available on the screens for creating/editing filter
blocks (see“ Figure 4-9: Display Filter Blocks’ on page 4-7; see “ Figure 4-10: Edit filter
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block” on page 4-8). In order to activate, click on the Vacation Meaagez button, and the
screen shown on (see “ Figure 4-11: Create vacation message” on page 4-9) will be dis-
played. The following information needs to be specified for this feature.

M essage Subj ect
Use thisfield to specify the message subject/header.

M essage Body
Use thisfield to compose the message that needs to be sent out.

Updates __ Support

Internet{Exchange/MessagingServerd:

[i/z02000 |
k-
ez 2=

Mailsort Vacation Message

infernef Exchange Version 4.1

Subject

[Vacation Leave

Message:

T'm sorry I cannot to you right now. [ will get =]
lback to vyou as soon as I arrive.

Cancel | etz Help

Figure 4-11: Create vacation message

Click the Save button to save the message. This message will be used when replying to
incoming messages.

Click the Cancel button to cance the current message being composed.
Click the Delete button to del ete the saved message.
Change Password

To modify your password, click on the Update Password link. A new page will be dis-
played (see “ Figure 4-12: Change user password” on page 4-10).

2. Vacation messages will not be generated for standard formatted distribution lists. Also, the MailSort
Vacation Utility only sendsrepliesto aspecific sender every seven days. Thus, if the Vacation Utility has
already replied to a sender, it will not send any more messages to that sender until after seven days.
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InternetiExchange/MessagingServerd:

Update Password

Go back to main page

Figure 4-12: Change user password

Enter your old password in the textbox provided. Then, type your new password and press
Enter. You will need to re-type your new password in another textbox. Click on the
Update button to save the new password. For security purposes, the passwords will appear
asrow of asterisks.

To log out of the Message Store administration interface, simply click on the Log Out link

You will be brought back to the Authentication Screen to log-in using your own username
and password or using another username and corresponding password.
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= DISTRIBUTION LIST MANAGER

Local users of Distribution List Manager may access this page by logging in to the End
User page of IEMS. Tolog, click the End User link of the Main Web Administration Inter-
face. The user authentication page will appear (see “ Figure 4-1: End User Log-in Authen-
tication Page” on page 4-1).

In the user and password fields, enter the e-mail address (e.g. username@domain.com)
and the password of the user, respectively as it is entered in the Message Store database.
The Main End User Web Administration Interface will appear (see” Figure 4-2: Main End
User Web Administration Interface” on page 4-2). Click on the Distribution List button to
bring out the Distribution List Manager web interface (see “ Figure 4-13: Distribution List
End User Menu Page” on page 4-11).

InternetiExchange Messaging Serverd:l

Distribution List . . . .
Manager Distribution List Manager

Available Mailing Lists

Displays all available mailing lists and your current subscription status
Subscribe to Lists
Unsubscribe from Lists

Log Out

Figure 4-13: Distribution List End User Menu Page

Available Mailing Lists

Clicking the Available Mailing Lists link will display all available mailing lists and end
user’s current subscription status. Clicking the Subscribe/Unsubscribe to Lists link will
display all the mailing list classified as open list. Through this, local user can perform mul-
tiple subscriptions to/unsubscriptions from the mailing lists.

To view the available mailing lists, click the Available Mailing Listslink and a screen (see
“ Figure 4-14: Displaying the available mailing lists” on page 4-12) displaying the availa-
ble mailing lists, with short description as provided by the system administrator, will
appear. If the user accessing this page is currently subscribed to any of these lists, the list
will be marked with the word subscribed.
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Distribution List
Manager Available Mailing Lists

+ jazz@ima.com

Mailing list for jazz music lovers

« classical@ima.com

Mailing list for classical music lovers

« ballad@ima.com

Mailing list for ballad music lovers

« instrumental@ima.com

Mailing list for those who appreciate instrumental music.

Help

Figure 4-14: Displaying the available mailing lists

Each mailing list address (e.g. jazz@ima.com; standard@ima.com) is linked to a mailing
list summary where end user can subscribe to or unsubscribe from the list. Click the link
of the available mailing list addressto display the mailing list summary (see” Figure 4-15:
Mailing List Summary” on page 4-12).

Distribution List - .
Manager Mailing List Summary

Subscription Status:

@ Subscribe (Immediate delivery)
© Subscribe (Digest dslivery)

& Unsubscribe

List Name: jazz@ima.com
Short Description:Mailing list for jazz music lovers
Long Description:

Cn this mailing list you'll find list of people who enjoy
listening to jazz rusic

Back | Submit | Help

Figure 4-15: Mailing List Summary

The Mailing List Summary web interface displays the short/long description of thelist as
provided by the system administrator. It also displays the end user’s subscription status.
Users may subscribe to or unsubscribe from the mailing list.

To subscribe, tick the subscribe radio button and select delivery mode. Click on Submit
button.
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Once the Submit button has been clicked, the subscription request will be forwarded to the
DL Manager. When the DL Manager receives a subscription request, it first checks the
Enable Auto Subscription attribute of the list the sender is trying to subscribe to. If the
value of Enable Auto Subscription is “YES’, the DL Manager activates automatic sub-
scription. Confirmation message is then sent to the prospective subscriber informing him/
her that he/she must reply to the confirmation message with the word "OK" before he/she
is successfuly added to the mailing list. If the value of Enable Auto Subscription is set to
“NQO”, the DL Manager passes the subscription request to the list owner. The list owner
will then decide if he will add the prospective subscriber to the list or not..

The DL Manager offers two modes of delivery: the immediate mode and digest modes. In
immediate mode, when messages are posted to a mailing list, the DL Manager sends them
immediately to the mailing list's subcribers. The immediate mode is the default setting. If
a subscriber wants hig/her account to be in the digest mode, he must send arequest by tick-
ing the digest mode radio button to the list owner/system administrator.

In the digest mode, posted messages are allowed to accumulate in the local archive of the
member(s) who selected this mode and are sent to the subscriber based on a predetermined
schedule set by the list owner/system administrator as requested by the subscriber. The
delivery schedule is based on several parameters configured by the list owner/system
administrator, such as the day/time of delivery and the maximum number of messages that
can be stored as configured in the archive. A Web-based user interface is provided to ena
ble the list owner/system administrator to set the option preferred by the each subscriber.

To unsubscribe, enter your e-mail address in the input text box. Select Unsubscribe then,
click on the Submit button. Once the DL Manager receives the unsubscription request, he/
she will then check if the sender is a registered member of the mailing list. If not, the DL
Manager logs an error indicating that the sender is not a member of the mailing list. If the
DL Manager verifies that the sender is a registered list member, the sender is automati-
cally removed from thelist.

Subscribeto Lists

User may also subscribe to the available mailing list by clicking the Subscribe to List link
(see “ Figure 4-13: Didtribution List End User Menu Page” on page 4-11). The subscrip-
tion form (see” Figure 4-16: Subscription Form” on page 4-14) will be displayed. To sub-
scribe, select a delivery mode, indicate the lists desired, and click on the Submit button.
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Distribution List o
Manager Subscription Form

To subscribe, select a delivery mode, indicate the lists desired, then click on the submit
button.

@ Immediate Delivery
© Digest Delivery

Fjaz@ima.ccm - Wailing list for jazz music lovers

IC classical@ima.com - Wailing list for classical music lovers

IC ballad@ima.com - Mailing list for ballad music lovers

T instrumental@ima.com - Mailing list for those who appreciate instrumental music.

Submit | Help

Figure 4-16: Subscription Form

Unsubscribe from Lists

To unsubscribe (see “ Figure 4-13: Distribution List End User Menu Page” on page 4-11),
click the Unsubscribe link. The unsubscription form will be displayed (see “ Figure 4-17:
Unsubscription Form” below). Tick the unsubscribe radio button and the check box of the
mailing list address to which you are currently subscribed to. Click on the Submit button.

Distribution List Lo
Manager Unsubscription Form

To unsubscribe, simply mark the appropriate list, then click on the submit button.

'ﬁ',jazz@ima.ccm - Wailing list for jazz music lovers

T classical@@ima.com - Wailing list for classical music lovers

T ballad@ima.com - Mailing list for ballad music lovers

T instrumentai@ima.com - Mailing list for those who appreciate instrumental music.

Submit | Help

Figure 4-17: Unsubscription Form

Distribution List Owner

Mailing list owners are provided with a Web-based administration interface for configur-
ing the IEMS Distribution List entries. To access the Distribution List Owner page, click
the End User link of the Main Web Administration Interface. The user authentication page
will appear (see“ Figure 4-1: End User Log-in Authentication Page” on page 4-1).

In the user and password fields, enter the mailing list address (eg. mail-
inglist@domain.com) and the password as it is entered in the Distribution List database.
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The Main End User Web Administration Interface will appear (see“ Figure 4-2: Main End
User Web Administration Interface” on page 4-2). Click on the Distribution List button to
bring out the Distribution List Owner web interface (see “ Figure 4-18; Main DL Owner
Configuration Screen” on page 4-15).

3:16:45PM
32772000

Distribution List
Owner

Distribution List Owner

Figure 4-18: Main DL Owner Configuration Screen

Configure mailing list

To modify an existing mailing list, click the Configure Mailing List link. A new screen for
updating/editing the mailing list's attributes will appear (see “ Figure 4-19: Modify Mail-
ing List Settings’ on page 4-15).

Modify Mailing List Settings

jazz@ima.com

mailing list for jazz music lovers

General Attributes

Enable Archiving @ YES C© NO
When Receiving Invalid Posting Bounce to the original sender =]
Allow posting from non list member? & YES o NO
Enable Auto Subscription? ®YES © NO
Default Posting Permission @ Allow ¢ Block
Remove Return-Receipt-To Header? & YES o NO
Use MIME Digest @ YES CNO
Iaximum Message Digest Size, 0 =k
Digest Generation Time at 00 =] [ ]

@ Daily © \Weskly € Nonthly

on: [Mondey = on: [T= =] Day of the Month
Uptlate ﬂl

Figure 4-19: Modify Mailing List Settings
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The Mailing List Profile page displaysinformation of the selected distribution list, such as
the mailing list type, mailing list owner, digest generation time, archiving option, among
others. These attributes (except the mailing list owner) can be modified by the distribution
list owner. To modify the attributes, click the link of the attribute (e.g. Mailing list type) to
be modified. A screen for modifying the attribute will be displayed.

Edit Subscriber List

Members in the list can be modified by clicking the Edit Subscriber List link. The system
administrator can add subscribers, remove subscribers, and view subscribers through the
respective links provided therein (see “ Figure 4-20: Editing and Adding Subscribers’ on
page 4-16).

ppppppppppp

Distribution List i B
Owner List of Subscribers

jazz@ima.com

Wailing list for jazz music lovers

Edit Current Subscribers:
View Current Subscribers

Current Number of subscribers: 4

Subscribers to Add:
@ Immediate ¢ Digest

H

|

Subscribers to Delete: Select the subscribers to delete

Submit | Reset | Help

Figure 4-20: Editing and Adding Subscribers

To add subscriber, enter avalid e-mail address in the Subscribersto Add field and select a
delivery method for these subscribers.

To remove subscriber, select the e-mail address of the subscriber in the Subscribers to
Delete field. The system administrator will be asked to confirm the changes to the sub-
scriber’slist.

You can aso perform multiple addition/del etion of members. To add/del ete multiple mem-

bers, enter the e-mail address to be deleted/added separated by a comma, semicolon, or
space after each mailing addresses. Then, click on Submit button to save the changes.
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View Current Subscribers

To view thelist of current subscribers, click the View Current Subscribers link. The e-mail
address and delivery mode of each subscribers are displayed on this page (see “ Figure 4-
21: List of Subscribers’ on page 4-17).

Update

uuuuuu

Internet{Exchange]Messaging Serverd:1

List of Subscribers

jazz@ima.com

mailing list for jazz music lovers

View Current Subscribers:
Edit Current Subscribers

Current subscribers:

Subscriber
mickey@ima.com

shoopy@ima.com Immediate Elock
tweety@ima.com Immediate Block
minnie@ima.com Immediate Elock

Figure 4-21: List of Subscribers

By clicking the Block link marks the subscriber as blocked. This means that the subscriber
is not allowed to post messages to the list. Clicking the Unblock link removes the blocked
setting of the subscriber, meaning the subscriber is allowed to post messages to the list.

Each mailing list addressis linked to the Mailing List Member Profile, so click the appro-
priate address to change the profile (e-mail address and delivery mode) of the subscriber.

Descriptive I nformation

Provides short/long description of the list. It also alows the system administrator to pro-
vide a welcome/farewell message. Welcome message is sent to those members who were
added automatically (automatic subscriptions). Farewell message is sent to those mem-
bers who were removed from the mailing list (automatic unsubscriptions). After providing
text on each respectivefields, click on Save. (see”” on page 4-18).
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Distribution List L i
Owner Descriptive Information

Mailing List: jazz@ima.com

Short Description:

[Mailing list for jazz rusic lovers

Long Description:
on this mailing list you'll find list of people  |+]
who enjoy listening to jazz music.

Welcome Message:

[four swbscription has been verified and accepted. |
You are now = member of jazz@ima.com mailing list.

Farewell Message:

[four name has been deleted in the mailing list. =]

Resat

Figure 4-22: Descriptive Information

Update password
To update the password for the mailing list owner, click on the Update Password link. A
new screen will be displayed (see “ Figure 4-23: Update Password” on page 4-18).

List Owner Update Password

To update your password, complete the fields below and click on the Update buttan.

Enter Old Password:

Enter New Password:

Retype New Password:
===

Update || Resat | Help

Figure 4-23: Update Password

Enter your old password in the textbox provided. Then type your new password and press Enter.
You will need to re-type your new password in another textbox. Click on the Update button to
save the new password. For security purposes, the passwords will appear asrow of asterisks.

Log Out
To log out, click the Log Out link on the left side of the screen.
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Chapter 5

Administration

Free Lists Web Administration Interface

ADMINISTRATION

The Free Mailing Lists Web Administration Interface of the Internet Exchange Enterprise
Messaging Server 4.1 allows the end users to subscribe and unsubscribe to the open mail-
ing lists available on the Messaging Server.

To access the list of open mailing lists, click the Free Listslink of the main Web Adminis-
tration Interface (See“ Figure 5-1: Main WWeb Administration Interface” on page 5-1.).

Internet Exchange Messaging Server 4.1

3] [ [ [ intemet

Figure 5-1: Main Web Administration Interface

After clicking the Free Listslink, the screen (See* Figure 5-2: List of Open Mailing Lists”
on page 5-2.) displaying the available mailing lists that contains all the registered open
mailing lists, with short description as provided by the system administrator, will appear.
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Internet Exchange/Messaging Server 4.1

List of Open Mailing Lists

To subscribe/unsubscribe , click on the list name

« jazz@ima.com - Mailing list for jazz music lovers

» classical@ima.com - Mailing list for classical music lovers
- pop@ima.com - Mailing list for pop music lovers

« fashion@ima.com - Mailing list for fashion fanatics

Figure 5-2: List of Open Mailing Lists

SUBSCRIBE/UNSUBSCRIBE

To subscribe/unsubscribe to the list, click the link of the mailing list address (e.g.
jazz@ima.com) you want to subscribe/unsubscribe. A screen similar to (See “ Figure 5-3:
Mailing List Subscription Form” on page 5-2.) will appear. It displays the mailing list
summary form that contains the following: mailing list name, short/long description, and
digest schedule. Here you can subscribe/unsubscribe from the list.

Internet Exchange Messaging Server 4.1

Mailing List Subscription Form

List Name: jazz@ima com
Short Description: Mailing list for jazz music lovers
Long Description:

Jaz@ima.com is a mailing list for jazz music lowvers. Here, you'll find names of those who enjoy listening to jazz music
Digest Schedule: Daily at 06:00
YourEmall
@ Immediate Delivery

© Digest Delivery
© Unsubscribe

Submit | Help

Figure 5-3: Mailing List Subscription Form

To subscribe to the preferred mailing list, enter your e-mail address on the input text box.
Select your preferred delivery mode. Then, click on Submit button.

Once the Submit button has been clicked, the subscription request will be forwarded to the
DL Manager. When the DL Manager receives a subscription request, it first checks the
type of list--open list or closed list-- the sender istrying to subscribe to. If it isan open list,
the DL Manager activates automatic subscription. Confirmation message is then sent to
the new member informing him/her that the subscription request has been approved. Upon
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receipt of the confirmation message from the subscriber, the subscriber will be automati-
cally added to the requested list. If it isaclosed list, the DL Manager passes the subscrip-
tion request to the list maintainer. The list maintainer must send an e-mail to the potential
subscriber for verification purposes. If the potential subscriber replies to the e-mail sent by
the list maintainer, then his’/her e-mail address will be added to the mailing list.

The DL Manager offers two modes of delivery: the immediate mode and digest modes. In
immediate mode, when messages are posted to amailing list, the DL Manager sends them
immediately to the mailing list's subcribers. The immediate mode is the default setting. If
a subscriber wants to his’/her account to be in the digest mode, he must send a request by
ticking the digest mode radio button to the list owner/system administrator.

In the digest mode, posted messages are alowed to accumulate in the local archive of the
member(s) who selected this mode and are sent to the subscriber based on a predetermined
schedule set by the list owner/system administrator as requested by the subscriber. The
delivery schedule is based on several parameters configured by the list owner/system
administrator, such as the day/time of delivery and the maximum number of messages that
can be stored as configured in the archive. A Web-based user interface is provided to ena
ble the list owner/system administrator to set the option preferred by the each subscriber.

To unsubscribe, enter your e-mail address on the input text box. Select Unsubscribe then,
click on the Submit button. Once the DL Manager receives the unsubscription request, he/
she will then check if the sender is a registered member of the mailing list. If not, the DL
Manager logs an error indicating that the sender is not a member of the mailing list. If the
DL Manager verifies that the sender is a registered list member, the sender is automati-
cally removed from that list.
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Chapter 6

Introduction

Web Mail Client

INTRODUCTION

A new feature of the Internet Exchange Messaging Server version 4.1 isthe Web Mail Cli-
ent. The main advantage of this new feature is it allows users to compose, reply, forward
or redirect their mail messages as well as large file attachments using any kind of web
browser anytime, anywhere. Users can now enjoy reading and sending their mail at their
own convenience.

What's more important is that system administrators can customize the Web Mail Client
according to the preferences of their company. They can include the company’s logo
within the login page, header and footer or any other information viaHTML insertion files
or custom programs.

System Architecture

The Internet Exchange Web Mail Client is a collection of Common Gateway Interface
(CGlI) programs that provide users with features to access their mailboxes from the Inter-
net Exchange Message Store through a web browser. The set of CGI programs use low-
level Message Store Application Programming Interface (API) to interface with the opti-

mized IMAP4 Message Store.
4 HTTP 4 4

Web Client CGI
(Mail Read)

Web Client CGI
(Mail Send)

Message Store API

MTA Message Queue SMTPC
Message
Store

Mailbox

Figure 6-1: The IEMS Web Mail Client System Architecture
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CGI Components

Mail Messages from the Web Mail Client are routed to the internet via the Internet
Exchange Messaging server. The Web Mail Client submits message to the Message
Queue, whichisresponsible for distributing the mail to the proper channels in the Internet
Exchange Messaging Server. The Web Mail Client CGls use the Message Store API to
directly access the Mailbox Database and the Mail File thus, eliminating the use of stand-
ard protocols such as IMAP4/POP3 to access the mail from the optimized Message Store,
(see “ Figure 6-1: The IEMSWeb Mail Client System Architecture” on page 6-1) for more
details.

CGI COMPONENTS

The Web Mail Client is composed of a group of CGI programs. The following are the list
of CGI programs featured in the Web Mail Client:

LOGIN
The Login CGl isresponsible for validating the username and password when a user logs
in the Web Mail Client.

MENU
The Menu CGI displays the Menu Frame together with the different Menu hyperlinks in
the Web Mail Client.

VFOLDER
The VFolder CGI presents a summary information of the different folders. It also allows
users to copy, move or delete a particular folder.

VIEWMSG
The Viewmsg CGlI alows users to view and manipulate their mail messages.

GETFILE
The GetFile CGI plays the role of displaying the file attachments contained in mail mes-

sages.

DELMAIL
The DelMail CGI deletes unwanted messages in the file folders of users for mail mainte-
nance and management.

NEWMAIL

The NewMail CGlI lets users compose mail messages. It also allows users to reply to mail
messages they have received, and allows users to forward mail messages to other recipi-
ents.

FOLDER
The Folder CGI provides the functionality to let users manage their folders.

CONFIGURING THE WEB MAIL CLIENT

LOGIN Procedure
Before users can access their mailbox, they have to login through the proper authentica-
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tion procedure. The Web Based Mail Client's Login screen presents a username and pass-
word dialog box for user validation. (see “ Figure 6-2: The Web Mail Client Login Screen
is responsible for validating users’ on page 6-3) which displays the Login Screen for the
Web Mail Client. If the login fails, the user will be informed though an "error message”
dialog box. Once the user has successfully logged in, the Web Mail Client main page will
be displayed. A frameset with two panes will contain the links and screen for the user to
compose his mail messages. The left frame contains the MENU hyperlinks while the right
frame contains al the output corresponding to the functions found in the Menu frame.

Web Mail Login

jiames@mactanima.com
-

Poceed

Figure 6-2: The Web Mail Client Login Screen is responsible for validating users

Menu Frame
The Menu Frame of the Web Mail Client can be found at the left-hand pane of the screen.
It provides a set of Menu hyperlinks that performs the following functions:

View the Inbox summary

The Inbox displays the summary information of the incoming mailbox of the user. New as
well as old messages are listed accordingly with their corresponding authors, date and
time of receipt, subject heading and file size. The Inbox also contains an option to delete,
copy or move a corresponding mail to a predefined folder. (see “ Figure 6-3: The Inbox
hyperlinks of the Menu Frame displays a summary of all the” on page 6-3).

inbox for: james@mactan.ima.com 5 Message(s), 2 Unread

me Date Size

[m] Abbie Santiago 2/8/200012:1 test BOK

[m] James Hetfield 3/10/200015:51 test 1K

r James Hetfield 31072000 15:57 test 1

- NEW jason n 37152000 14:08 Welcome Message 597 bytes
[~ NEW lars u 37152000 14:15 Enterprige meeting 711 bytes

To delete, copy or move, first select each mail by checking its box
Selact All Messages CopyTo | Move To | [CopyiMove Selected Mail To Other Falder 7]

Delete ﬂl

Figure 6-3: The Inbox hyperlinks of the Menu Frame displays a summary of all the
received mail messages.

Compose New M essages

To compose new mail messages, the user is provided with a blank form that allows him to
freely compose his message. The Web Mail Client providesa HTML form for the user to
input the following information:
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New message

From “james h" <james@mactan.ima. coms

larsfmactan. ina, com

harryfmactan, ims. com

] ] S

EBec ’

Subject |Mavketmg Sales

Dear Lars, =]

Please be informed that the marketing sales for this month has been very good
and that the marketing tesm iz doing their hest to attain more profic by the
end of this month.

[James Jones
Marketing Director
1% Corporatisn

Attached file(s)

Uploaded aftachment(s) x| = Aftachfile | Delete

Copy this message to Outbax | Send ﬂl

Figure 6-4: Users can compose their mail using any kind of web browser with Internet
Exchange Messaging Server's Web Mail Client.

View the Outbox Summary Infor mation

Similar to the Inbox, the Outbox displays a summary of the messages sent by the user.
Newly sent messages as well as formerly sent messages are listed accordingly with their
corresponding recipients, date and time sent, subject heading and file size.

Manage and Maintain the Different Folders
The Folders hyperlink of the Menu Frame displays summary information for all available
folders contained in the user's mailbox.
The Foldersinterface also displays a summary of all the messages of a particular folder. If
a user clicks on a specific folder say, Administrative, the different messages contained in
the Administrative folder will be displayed. A check box is provided for every message in
the folder to alow the user to mark specific messages. Once a user selects a message/s
from the folder, he can automatically perform the different functions such as deleting the
messages or moving/copying all the marked messagesto a particular folder.
The Folders user interface performs the following functions:
* Displays the summary information of a particular folder. The summary includes:
All the Messages available in the particular folder
Number of unread messages

The Message Size of all messages availablein that folder
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Folders

EED)

Administrative 0 {0 Unread) 0K Renarne Delete
Harry Jones 0 {0 Unread) 0K Renarne Delete
Inbox 6 [3 Uniread) 4441
Marketing 0 {0 Uniread) 0k Renarne Delete
outhioy 1 (1 Unread) 0k
Personal 0 {0 Uniread) 0k Renarne Delete
Pop Jazz 0 {0 Uniread) 0k Renarne Delete

Create New Folder
]

Figure 6-5: The Folders link of the Menu Frame

The Web Mail Client also displays the total number of message and total number of
unread messages next to the name of the folder. (see “ Figure 6-5: The Folders link of the
Menu Frame” on page 6-5) If the user clicks on the particular folder, the number of
unread messages will appear beside the title of the Web Mail Client Header. This features
helps the user determine how many messages are stored in his mailbox. It also informs
him if he still has unread messages in his mailbox. (see “ Figure 6-6: Unread Messagesin
the Administrative Folder” on page 6-5).

Administrative for: james@mactan.ima.com 2 Message(s), 2 Unread
I N =
I NEW as0n i 1572000 14:06 Welcome Message 597 bytes

I ONEW  lazu 62000 14:15 Enterprise meeting 711 bytes

To delete, copy or move, first select each mail by checking its box

Select All Messages | CopyT0| MDVETol [ Copyhave Selected Wi To Cther Folder 7]

Delete m‘

Figure 6-6: Unread Messages in the Administrative Folder

Selecting/Deselecting All M essages

With just a Single button, users can already select or desdlect all the messages in the particular
folder. (see* Figure 6-7: Sdecting/Desdlecting All Messages’ on page 6-6). Once the Sdect All
Messages button is clicked, al the messages listed in the particular folder will be selected. The
user has the option to delete, copy or move the messages to another destination or folder. To
desdlect the messages, click on the Desdlect All Messages button and the messages will auto-
maticaly be desdected. (see” Figure 6-7: Sdecting/Deselecting All Messages’ on page 6-6).
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inbox for: james@mactan.ima.com 6 Message(s), 3 Unread
I L 7~ 7 fize
7 Abbie Santiago 2812000181 fest 80K
7 Jarnes Hetfield 307000 1551 1est 1K
7 Jarmnes Hefield 31072000 15:57 test K
¥ NEW  jasonn 3152000 14:06 Welcome Message 557 bytes
¥ NEW  lasu 31572000 14:15 Enterprise meeting 711 bytes
¥ NEW  postmaster@mactan.ima. com 3N5000 1421 unable to deliver mail 1K
To delete, copy or move, first select each mail by checking its box
DeselectAll Messages | Copy Ta | Move T | [ Capyihave Selected b To Other Falder |

Figure 6-7: Selecting/Deselecting All Messages
Display the Individual M essage Contents
When the user clicks on a message, aside from viewing the original message contents, the
following information is aso being provided by the Web Mail Client:
* Display the Details of the Message Header such as:

FROM - Displays the sender's name.

TO - Displays the recipient's name.

Cc - Displays the names of the person with a carbon copy of the mail.

Date - Displays the date the message is received.

Subject - Displays the subject of the mail message.
View M essage Headers

The Web Mail Client’s Message Headers shows the mail’s contents before the ‘first’ blank
lineisdisplayed. (see “ Figure 6-8: The Web Mail Client Message Headers’ on page 6-6).

Figure 6-8: The Web Mail Client Message Headers
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View original message source

The Web Mail Client displays the original message content of the mail message via the
Message Source function. (see “ Figure 6-9: The original message source of Mail Mes-
sages’ on page 6-7).

Figure 6-9: The original message source of Mail Messages

Reply/Reply All/Forward a message

Aside from composing mail messages, the Web Mail Client is also capable of replying to the
messages it receives. A user has the option to reply, reply al or forward a particular message
to several people. To Reply to a sender, click the ‘Reply’ link at the bottom of the page and a
new page will be displayed to let you Reply to the email message. If the user would like to
reply to al of the people listed in the “From”, “To” and “Cc” fidds. (“From” field contains
only one address) he should click the ‘Reply All’ link at the bottom of the page. To Forward a
message to another person, click the ‘ Forward' link at the bottom of the page. Type the name
of therecipient at the ‘' To' field then click on the Send Button to send the mail message.

Reply

From Yames h* <james@mastan ima com>

"lars u" <larsfwactan. ima.com:

Y

Subject IRe Enterprise meeting

Thank you for the information. -
I will disseminate the details to the rest of the staff in my department.
James Bond

Marketing Head
%X Corporation

Original g
Flease be informed that there will be & schedule meeting this coming Thursday,
March 9, 2000 at the Conference Roow regarding the new rules to be implemented
within the company. Your presence will be very much appreciated. Snacks will be
served during the meeting.

H

Attached file(s)

Uploaded attachment(s) x| = Aftachfile | Delete
Copy this message to Outhox ¥ Help

Figure 6-10: Users have the option to Reply, Rely All or Forward
their messages using the Web Mail Client
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Delete M essages
The Web Mail Client allows users to deletes particular messages from the folders allowing
the users to maintain their folders.

Navigate the Previous/Next M essage in the folder
The users can easily move forward or backward when reading their messages by using the
navigation tools of the Web Mail Client.

Displays all the Textual Contents

The Web Based Mail Client is capable of breaking down nested MIME structures to dis-
play any textual body part on the screen. The display engine runs recursively on the
MIME structure to display the textual body as well as to provide a hyperlink to download
the attachment. The supported MIME content-types are as follows:

Multipart/Mixed

If a message is Multipart/Mixed formatted, the Web-based mail client scans all
message body to display the textual portion on the screen, or display a hyperlink
for the user to download the body part as a file attachment.

Multipart/Rel ated
Thisis also handled in the same way as Multipart/mixed message.

Multipart/Alternative

For a multi part/aternative body, the Web Mail Client tries to find only one textual
body part and then displays the contents on the screen. The CGl first tries to locate
adisplayable TEXT/HTML body. If no displayable TEXT/HTML body isfound, it
then scansfor a TEXT/PLAIN body. If thereiseven no TEXT/PLAIN body availa
ble, the Web Mail Client then display a hyperlink for users to download the Multi-
part/Alternative body as afile attachment.

Message/RFC822

If the body part is Message/RFC822 type, the Web Mail Client displays the embed-
ded message FROM, TO, CC, DATE, and SUBJECT fields before displaying the
embedded message body parts. (see “ Figure 6-11: This screen displays a message
with an embedded” on page 6-9).
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Folder: inbox

o ima.com
Date Fri, 31 Mar 2000 17:20:19 +0800
Subject fod: Log File

an embedded message/RFC822 body part

om "Paul Summers’ <paui@pasay.ima.comz
james@pasay.ima.com

it Fri, 31 Mar 2000 17:18:23 +0800

ubject Lag File

rtached IEMTA.log for your reference

-----

Content-type: TextIECM-LOGFILE
Mame: iemta.log

Figure 6-11: This screen displays a message with an embedded
Message/RFC 822 body part

* Text/Plain

If the body part isa TEXT/PLAIN body, the Web Mail Client first performs MIME
level decoding based on the content-transfer-encoding header declared for the body
part. The "charset" header will be ignored by the Web Mail Client so that no char-
acter set conversion will be done. Therefore, it will be the job of the Client Web
Browser to use the proper character set to display the message. The updated brows-
ers of Netscape or Internet Explorer allows the user to switch the display characters
set on the fly. Therefore, it should not be a problem for the user when viewing the
message content in hig’her native language character set.

e Text/HTML

If the body partisa TEXT/HTML body, the Web Based Mail Client first performs
a MIME level decoding based on the content-transfer-encoding Header declared
for the body part. The "charset" header will be ignored by the Web Mail Client so
that no character set conversion will be done. Therefore, it will be thejob of the cli-
ent web browser to use the proper character set to display the message. The updated
browser of Netscape or Internet Explorer allows the user to switch the display char-
acters set on the fly. Therefore, it should not be a problem for the user when view-
ing the message content in his/her native language character set. (see“ Figure 6-12:
The Web Mail Client allows messages with TEXT/HTML” on page 6-10).
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Folder: inbox

Fram "Michael Stevens" <michael@ima.com=
Ta john@pasay.ima.com
Date Wed, § Feb 2000 13:52:03 +0800

Subject HTML message
Shiw all headers

Shiw messaie SOUrCE

Hi, thisis a HTML message.

Hi, this is a HTML message.

Hi this is a HTML message

Hi, this is a HTML message.

Hi, this is a HTML message.
Hi, this is a HTML message.

Hi, this is a HTML message.

<--Ga hack

Figure 6-12: The Web Mail Client allows messages with TEXT/HTML
body parts to be displayed on the screen

Download attachments

The Web Mail Client displays a hyperlink for the user to download file attachments. It dis-
plays the content-type of the message's body part as well as the name of the attachment on
the screen. After displaying the file attachment on the screen, the user is prompted to save
thefile on the disk.

Logging In the Web Mail Client asanother user

The Web Mail Client includes a feature to let its users to Log-In using another login
account. This can be done when you click the Login hyperlink from the Menu Bar of the
Web Mail Client. The current user will be logged out from the Web Mail Client to let a
new user be logged into the system.

Web Mail Client Customization

The Web Mail Client CGls use style sheets to customize the format of the web user inter-
face. The style sheet is used for customizing the color, font size and font style that is used
by the Web Mail Client CGls. The system administrator can configure the style sheets
using the different configurable items found within the different CGl components.

Login Page

The Web Mail Client Login module provides a login page for the user to log into their
mailbox. If the system administrator or webmaster would like to override the default login
page, he can build a HTML with a FORM component pointing to /iev4/scripts/login.exe.
Below is an example on how to customize the login page of the Web Mail Client:

<FORM action="/iev4/scripts/login.exe" method=POST>

User nane: <INPUT TYPE=TEXT nanme="name" MAXLENGTH="255" S| ZE="16">
Passwor d: <I NPUT TYPE=PASSWORD nane="password" MAXLENGTH=32 Sl ZE=16>
<I NPUT TYPE=SUBM T nane="Comand" val ue="Logi n">

</ FORW>
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In addition to the above key-values, an optional parameter “domainname” is added for
supplying the Internet domain. This allows the system administrator to design alogin page
that the mailbox users need to supply only the “local part” of their email address. Below is
another example of how to customize the login page using the loca part of the email
address:

<FORM action="/iev4/scripts/login.exe" nethod=POST>

User nane: <I NPUT TYPE=TEXT nane="nane" MAXLENGTH="255" SIZE="16">
Passwor d: <I NPUT TYPE=PASSWORD nane="password" MAXLENGTH="32" S| ZE="16">
<I NPUT TYPE=SUBM T nane="Conmmand" val ue="Logi n">

<I NPUT TYPE=HI DDEN nane="domai nname" val ue="i ma. cont >

</ FORW>

The HTML sample below shows how to create a multiple domain on a single login page.

<HTM.>

<HEAD>

<TI TLE>Wel cone to XYZ free web nmil service</ Tl TLE>

</ HEAD>

<BODY bgcol or =#AABBFF t ext =dar kbl ue>

<FORM action="/iev4/scripts/login.exe" nmethod="POST">

<TABLE>

<TR>

<TD><font face="Arial, Hel vetica" col or="#006600" si ze=-1>User nane: &bsp; <f ont ></ TD>
<TD>

<I NPUT NAME="nane" VALUE="" TYPE=t ext MAXLENGTH="255" S| ZE="16">
<font face="Arial, Helvetica" col or="#006600" size=-1>

&nbsp; @nbsp;

</ font>

<SELECT NAME="domai nnane" S| ZE="1">

<OPTI ON VALUE="i na. contf' > MA. COM

<OPTI ON VALUE="npbi | e. i ma. net " >MOBI LE. | MA. NET

</ SELECT>

</ font>

</ TD>

</ TR>

<TR>

<TD><font face="Arial, Helvetica" col or="#006600" si ze=-1>Passwor d: &bsp; </ f ont ></ TD>
<TD>

<I NPUT NAME="password" VALUE="" TYPE=password MAXLENGTH="255" S| ZE="16">
</ TD>

</ TR>

<TR>

<TD col span=2 al i gn=CENTER>

<I NPUT TYPE=SUBM T NAME="Conmand" VALUE="Logi n">

</ TD>

</ TR>

</ TABLE>

<! --| NPUT TYPE=HI DDEN NAME="donai nnane" VALUE="nobile.im.net"-->
</ FORW>

</ BODY>

</ HTM.>

To illustrate the HTML sample above, please (see” Figure 6-13: Sample Login page using
multiple domains’ on page 6-12) the diagram which shows the output of the above HTML
sample:
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LIsermame: | @ |IMA.COM j

Password: |

MOBILE IMAMNET

Login

Figure 6-13: Sample Login page using multiple domains

DOMAIN BASED STYLE SHEET

The IEM S Message store is a multidomain capable repository. The Web mail client allows
the system administrator to setup different style sheets based on the users domain names.
By default the web mail client reads the style sheet information from /iev4/stylelwmc/
ieclientstylesheet.css for the default domain. As mentioned earlier if your mail system
supports more than one domain then it is possible to implement style sheets based on the
individual domains. If you havetwo domainsi.e. “domainl.com” and “domain2.com” you
can implement separate style sheets for each domain. You will have to make a subdirec-
tory for each domain i.e. for “domainl.com” you will create a directory such as follows:

liev4istyle/lwmc/domainl.com/

and then copy the style sheet from /iev4/style/wmc/ieclientstylesheet.css to the new
domain directory:

liev4/style/wmc/domainl.com/ieclientstylesheet.css

Now you can make changes to the style sheet in the "domainl.com" directory and the
changes will be reflected accordingly in the web mail client for “domainl.com”.

Now in case you do not make a directory for "domain2.com” it will keep on using the
default style sheet i.e:

lievd/style/wmclieclientstylesheet.css

Only when you create a domain directory and copy the default "ieclientstylesheet.css' to
that directory will it implement the new style sheet.
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To configure the various attributes in the style sheet, any editor that supports ASCII text
input/output such as Microsoft Notepad can be used. Open the ieclientstylesheet.cssin the
lievd/stylelwmc directory for the default style sheet, or under the /iev4/style/lwmc/
domain.com directory if you are using a style sheet to apply to a single domain. Modify
the attributes based on your preferences. Save the file when you are done and click on the
Refresh or Reload button on your browser to view the new style.

Below is alist of the different screens within the Web Mail Client with a table of all the
style sheet item class and item names in the ieclientstylesheet.css file used by the different
Web Mail Client screens. It also contains a list of the controllable areas of the different
item class and item names. The circled numbers refer to the item class names that is listed
in the table.

Following is abrief explanation of the list of theitem names used in the tables for custom-
izing the associated screens.

Body.login(1) - Here “Body” isthe HTML tag, “Login” is the class ID or the associated
CGlI and (1) isrefersto the circled number on the screen.

TD.Login(2) - Here“TD” isthe Table Data tag, “Login” is the class ID or the associated
CGlI and (2) refersto the circled number on the screen.

H3.Login(3) - Here “H3" is the Heading tag where 3 is the size of the heading. The size
can vary between H1to H6. “Login” isthe class ID or the associated CGI and (3) refersto
the circled number on the screen.

HR.Login(4) - Here“HR” isthe Horizontal line tag, “Login” isthe class D or the associ-
ated CGI and (3) refer to the circled number on the screen.

A.menu(l) - Here “A” isthe Anchor tag, “menu” isthe class ID or the associated CGI and
(2) refersto the circled number on the screen.

Web Ml Login  (3)

Figure 6-14. Customizing the Login Page
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Item Name Description

BODY.Login(1) Configure the attributes of the LOGIN <BODY >

TD.Login(2) The username and password is presented in a TABLE, use
TD.LOGIN to configure the color, font style and font size.

H3.Login(3) The heading “Web Mail Login” of the LOGIN CGl is pre-
sented in a<H3> tag. Use this value to configure the color,
font style and font size.

HR.Login(4) Configure the attributes of the horizontal linein the LOGIN
CGl page.

Table 6-1: Login screen

Table 6-1 explains screen 6-14 (see * Figure 6-14. Customizing the Login Page” on page 6-13).

inbox for: james@mactan.ima.com

I N N PR
r Abbie Santiago 24872000 19:11

r James Hetfield 3102000 15:51

[nl James Hetfield 310/200015:57

[ MEW  jasonn 3/15/2000 14:06

© OMNEW  lazu 315720001415

To delete, capy or move, first select each mail by checking its box

5 Message(s), 2 Unread

Subject
test

test
test
Welcome Message

Enterprise meeting

SelectAll Messages | CnpyTn| Mave Ta | ICUpyﬂMuveSe\ededMai\TuOﬂwerFu\derj

80K

1K
39K
597 bytes
711 bytes

Delete ﬂl
Figure 6-15: Customizing the Main Menu Page
Item Name Descriptions
BODY.menu(2) Configure the attributes of the MENU <BODY >
A.menu Configure the attributes of the hyperlink Inbox, Compose,
A.menu:link Outbox, Folders and Login.
A.menu.visited
A.menu:active
A.menu:hover(1)

Table 6-2: Menu screen

Table 6-2 explains screen 6-15. (see* Figure 6-15: Customizing the Main Menu Page’ on page 6-14).
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inbox for: james@mactan.ima.com @

Lo Fon
Abbie Santiagn @
James Hetfield

James Hetfield
NEW as0n n
NEW lars u

ooOooon

5 Message(s), 2 Unread

Date Sibject R
20872000 18:11 test 80K

3102000 15:51 test 1K @

31072000 15:57 test K

31572000 14:06 Welcome Message 597 bytes

31572000 14:15 Enterprise meeting 711 bytes

To delete, copy or move, first select each mail by checking its box @
Select All Messages | CupyTU| Mova Ta | |CDpyﬂaneSe\emedMai\TnOthean\derj@

Delete

B

Figure 6-16: Customizing the Folders Page

Item Name Descriptions

BODY.vfolder(8) Configure the attributes of the VFOLDER <BODY >

H3.vfolder(1) Configure the attributes of the “XXX for YYY” label

H4.vfoldersummary(2) Configure the attributes of the “X Message(s), Y Unread”
label

A.vfolder:link Configure the attributes of hyperlink under the “From” field

A.vfolder:visited of each mail message.

A.vfolder:active

A.vfolder:hover(6)

TD.vfolderheader(3) Configure the attributes of the header items(Info, From, Date,
Subject and Size) of the message summary table

TD.vfolder(4) Configure the attributes of the message summary items

TD.vfolderaction(5) Configure the attributes of the table cells containing the
“Select All Messages’, “Copy To”, “Move To”, “Delete” but-
ton and the folder selection box.

Table 6-3: Folders screen

Table 6-3 explains screen 6-16 (see“ Figure 6-16: Customizing the Folders Page’ on page 6-15).
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Folder: inbox
| Reoy |

From “lars u" <lars@mactan.ima.com>
To james@mactan.ima com

Date Thu, 18 Mar 2000 17:17:55 +0800
Subject fied: Marketing Sales

Showr all headers @

Show messane sourte

Forwarded
Dear Lars,

Pleamse be informed thar the marketing sales for this month has been very good
and that the marketing tesm i3 doing their best to attain more profit by the
end of this month.

Jawes Jones
Harketing Director
X% Corporation

From “james h" <james@mactan ima. com>
Ta lars@rnactan.ima. corm

ce harry@mactan.ima.com

Date Wed, 15 Mar 2000 14:21:26 +0800
Subject Matketing Sales

Dear Lars,

Pleass he informed that the warketing Sales for this wmonth has been very good
and that the warketing team is doing their best to attain more profit by the
end of this monch.

Jaes Jones
Harketing Director
XX Corporation

ontert-type: Image/JPEG
Mare: bg pg (111}

-G back @

oo ®

Figure 6-18: Customizing the Message Header Page
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Figure 6-19: Customizing the Message Source Page

Item Name Descriptions
BODY.viewmsg(1) Configures the attributes of the VIEWM SG<BODY >
BODY.viewmsgheader(1A) Configures the attributes of the <BODY > from the popup
page displaying the message headers.
BODY.viewmsgsource(1B) Configures the attributes of the <BODY > from the popup
page displaying the message source.
TD.viewmsgheader(2) Configures the attributes of the table cell containing the

“Reply”, “Reply All”, “Forward”, “Delete”, “Previous”
and “Next” hyperlinks at the top of the VIEWM SG screen.

TD.viewmsgtrailer(3) Configures the attributes of the table cell containing the
“Reply”, “Reply All”, “Forward”, “Delete”, “Previous”
and “Next” hyperlinks at the bottom of the VIEWM SG
screen.

TD.viewmsgname(4) Configures the attributes of the table cell containing the
message header fields including “From”, “To", “Cc”,
“Date” and “Subject”.

TD.viewmsgvalue(5) Configures the attributes of the table cell containing the
value of the header fieldsincluding “From”, “To”, “Cc”,
“Date” and “Subject”.

TD.viewmsgbody(6) Configures the attributes of the table cell containing the
message contents.
TD.viewmsg822(7) Configures the attributes of the table cell containing the

embedded RFC822 message contents.

TD.viewmsg822name(8) Configures the attributes of the table cell containing the
message heades fields label of embedded RFC822 message
including “From”, “To”, “Cc”, “Date” and “ Subject”.

TD.viewmsg822value(9) Configures the attributes of the table cells containing the
value of the header fields of an embedded RFC822 mes-
Qge, 13 TO” , " CC” , “* Dde” ar]d 13 &ij a:t” .
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Item Name

Descriptions

TD.viewmsgattach(10)

Configures the attributes of the table cells containing a
hyperlink for downloading attachments.

A.viewmsgattach:link
A.viewmsgattach:visited
A.viewmsgattach:active
A.viewmsgattach:hover(11)

Configures the attributes of the hyperlink for downloading
attachments

A.viewmsgsource:link
A.viewmsgsource:visited
A.viewmsgsource:active
A.viewmsgsource:hover(12)

Configures the attributes of the hyperlink to “View mes-
sage Headers” and “View message Source’

A.viewmsg:link
A.viewmsg:visited
A.viewmsg:active
A.viewmsg:hover(13)

Configures the attributes of the hyperlink to the “Reply”,
“Reply To All”, “Forward”, “Delete”, “Previous’, “Next”
and “Go Back” operations.

H3.viewmsg(14)

Configures the attributes of the “Folder XXXX" label

Table 6-4: Message Content Screens

Table 6-4 explains ecreens 6-17, 6-18 and 6-19. (see“ Figure 6-17: Cuztomizing the Message
Content Page” on page 6-16), (see “ Figure 6-18; Customizing the Message Header Page’
on page 6-16), (see” Figure 6-19: Customizing the Message Source Page” on page 6-17).

Attached file(s)

Copy this message to Outbox M

New message
From “james h" <james@mactan.ima. coms
To 1ars@maa:an.mi con =
Cc harryBmactan. ing.com =
Bce ’ =
Subject |Mavketmg Sales
Dear Lars, =]
Please be informed that the marketing sales for this monch has been very good
and that the warketing tesw is doing their hest to attain more profit by the
end of this month.
James Jones
Marketing Director @
X% Corporation

Uploaded aftachment(s) x| = Aftachfile | Delete
“Send!| Help

Figure 6-20: Customizing the New Message Page
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®

Frarm “james h" <james@mactan.ima. com:
To lz "lars u" <lars@ilc:tan.1ma.c:om> =
Cic ’ |
Bee 2|
E
Subject |Re. Enterprise meeting
Thank you for the information. |

I will disseminate the details to the rest of the staff in wy department.

\Jewes Bond
Marketing Head

X% Corporation

Original o
Plesse be informed that there will be a schedule meeting this coming Thursday,
March 3, 2000 at the Conference Roomw regarding the nev rules to be implemented
Wwithin the company. Your presence will he very much appreciated. Snacks will he
served during the meeting.
||

Aﬂachedfile(s]
Uploaded attachment(s) »| = Atiachfie | Delete

i |

Copy this message to Outbox ¥

Figure 6-21: Customizing the Reply to Message Page

@

From “james h" <james@mactan ima com>

To
@ |
Cc |
Beco I
|

3 R

Subject [fwd Enterprise mesting

=
orwarded
Please be informed that there will be a schedule meeting this coming Thursday,
March 9, 2000 at the Conference Room regarding the new rules to be implemented
Wwithin the company. Your presence will be very much appreciated. Snacks will he
served during the mesting.

Lars Luna
Adwinistrative Staff

X% Corporation @

Attached file(s) @
Uploaded attachment(s) »| _ Atachfile | “Delete
Copy this message to Duthox P _Send | Help

Figure 6-22: Customizing the Forward Message Page

Attach file 0)
File to aftach: Broiwse..

Click the uﬁluad button and veait for your file to
anpear in tne attachment list below

= g

Uploaded atiachment(s) »

Complete ﬂl

Figure 6-23: Customizing the Attach file Page
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@ Yaur message has been sent to the following recipient(s)

[ars@mactan.ma.com hanry@mactan.ma.com
Cormpose new message @ Back to INBOX

Figure 6-24: Customizing the Confirmation Page

[tem Name Descriptions
BODY.newmail (A1) Configures the <BODY > attributes of composing new mes-
Sage page.
TD.newmail(A2) Configures the attributes of the table cell of the composing
new message page.
TD.newmailtag(A3) Configures the attributes of the table cell containing the

field label including the “From”, “To”, “Cc”, “Bec” and
“Subject” on the composing new message page.

TD.newmailvalue(A4) Configures the attributes of the table cell containing the
header fields input boxes on the composing new message
page.

H2.newmail(A5) Configures the attributes of the “New Message” and
“Attached file(s)” label.

BODY.replymail(B1) Configures the <BODY > attributes of reply mail message.

TD.replymail (B2) Configures the attributes of the table cell of the reply mail
page.

TD.replymailtag(B3) Configures the attributes of the table cell containing the

field label including “From”, “To”, “Cc”, “Bcc” and “ Sub-
ject” on the reply mail page.

TD.replymailvalue(B4) Configures the attributes of the table cell of the header
fields input boxes on the reply mail page.

H2.replymail (B5) Configures the attributes of the “Reply” and “ Attached
File(s)” label.

BODY.forwardmail (C1) Configuresthe <BODY > attributes of the foward mail page.

TD.forwardmail(C2) Configures the attributes of the table cell of the forward
mail page.

TD.forwardmailtag(C3) Configures the attributes of the table cell containing the

field labelsincluding “From”, “To", “Cc”, “Bec” and “ Sub-
ject” on the forward mail page
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Item Name

Descriptions

TD.forwardmailvalue(C4)

Configures the attributes of the table cell of the header
fields input boxes on the forward mail page.

H2.forwardmail (C5)

Configures the attributes of the “Forward” and “ Attached
file(s)” label.

H3.newmailattach(6)

Configures the attributes of the “ Attach file” label on the
file upload page.

BODY.newmailattach(7)

Configures the <BODY > attributes of the file upload page.

BODY.sendmail(8)

Configures the <BODY > attributes on the sent mail sum-
mary page.

TD.sendmail(9)

Configures the attributes of the table cell on the sent mail
summary page.

TD.sendmailrecip(10)

Configures the table cell containing the recipient
address(es) on the Sent Mail summary page.

A.sendmail:link
A.sendmail:visited
A.sendmail:active
A.sendmail:hover

Configures the attributes of the hyperlink to the “Compose
New Message” and “Back to Inbox” on the Sent Mail sum-

mary page.

Table 6-5: Compose, Reply, Forward and Attach File Screens

Table 6-5 explains screens. 6-20, 6-21, 6-22, 6-23 and 6-24, (see “ Figure 6-20: Customiz-
ing the New Message Page’ on page 6-18) , (see “ Figure 6-21: Customizing the Reply to
Message Page” on page 6-19), (see “ Figure 6-22: Customizing the Forward Message
Page” on page 6-19), (see “ Figure 6-23: Customizing the Attach file Page” on page 6-
19), (see “ Figure 6-24: Customizing the Confirmation Page” on page 6-20).

Folders@

Adrninistrative D(DUnread)
Harry Jone 010 Unread!
inbox B (3 Unread!
Marksting 010 Unread
outhay {1 Unread
Personal 00 Unread!
Pop Jaz 00 Unread

Create New Folder

4K
1§ Rename e\ete@

=

K
0K Renarne Delete
I§ Renare Delete

)
)
)
)
)
)

tt

Help

Figure 6-25: Customizing the Folders Page
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Item Name Descriptions

BODY.folder(1) Configures the <BODY > attributes of the folder manage-
ment page.

H2.folder(2) Configures the attributes of the “Folders’ |abel

TD.folderheader(3) Configures the attributes of the table cells containing the
labels “Existing folders’, “# of message”, “Size" and
“Command”.

TD.folderdata(4) Configures the attributes of the table cells containing the
value of folder’s summary information.

A.folder:link Configure the attributes of the hyperlink to the VFOLDER

A .folder:visited CGI and commands “Delete” and “Rename”.

A .folder:active

A.folder:hover

Table 6-6: Folders Screen

Table 6-6 explains screen 6-25, (see “ Figure 6-25: Customizing the Folders Page” on
page 6-21).

DOMAIN BASED HEADERS AND FOOTERS

The system administrator is alowed to define the headers and footers for the Web Mail
Client. The Web Mail Client can display HTML/plain text file or run an executable in the
headers or the footers. These headers and footers can be further defined for multiple
domains in case the Internet Exchange Messaging server is setup to handle multiple
domains. These headers and footers are applicable to both the menu side and the body side
of the Web Mail Client Interface. All thisis achieved by inserting the required settings in
the IEMTA.INI file under the [WebClient] section.

To define headers and footers for the body side of the Web Mail Client in asingle domain
configuration, following entries are to be defined:

HeaderHTML=
FooterHTML=
HeaderEXE=
FooterEXE=

In the above settings you can use HTML/Plain text files for the "Header-HTML=" and
"Footer-HTML=" or use an executable for the "HeaderEXE=" and FooterEXE=". Thisisa
good way for | SP's/service providers to display banners on the Web Mail Client interface.
These headers and footers are only for the body part of the Web Mail Client Interfacein a
single domain environment. It should also be noted that In the header/footer, you can use
either a HTML (static) or an EXE (this is a program that can generate any HTML tags
dynamically). In case you is decided to use EXE, the Web Mail Client will pass the cur-
renly logged in user name, which is his’/her email address as the 'command line' arguement
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to that EXE file. For example,
HeaderEXE=c:\wmc\banner.exe
Here the Web Mail Client will launch the EXE via:
system(" c:\wmc\bannder.exe user@domain.com™)

In this example the current logged in user is user@domain.com. It should be noted that
only this one parameter is passed to the external EXE.

To define headers and footers for the menu side of the Web Mail Client in asingle domain
configuration, following entries are to be defined:

MenuHeaderHTML=
MenuFooterHTML=
MenuHeaderEXE=
MenuF ooter EXE=

Similarly to define headers and footers for the body side of the Web Mail Client in a mul-
tiple domain configuration, following entries are to be defined in the IEMTALINI file:

HeaderHTML-domain.com=
FooterHTML-domain.com=
Header EXEdomain.com=
Footer EXE-domain.com=

In the above "domain.com” is the name of the domain. In case you do not define the
domain in the header and the footer settings and you have multiple domains the default
settings are used.

To specify the headers and footers for the menu side of the Web Mail Client Interfacein a
multiple domain environment, following entries are to be defined in the IEMTA.INI file:

MenuHeaderH TML-domain.com=
MenuFooterHTML -domain.com=
MenuH eader EXEdomain.com=
MenuF ooter EXE-domain.com=

The usage for the above mentioned is similar to the body part of the headers and footers.
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Chapter 7

Introduction

Troubleshooting Tools

INTRODUCTION

Internet Exchange Messaging Server 4.1 is based on different modules which run in syn-
chronization with each other at all times. With all these modules running in synchroniza-
tion it aso has to operate in highly primed production environments. In these
environments the uptime for the system is absolutely essentia. This chapter will provide
troubleshooting hints for some of the more common problems which might arise in these
environments. We will take a modular approach to discuss these problems hence, we will
discuss troubleshooting details associated to each module which make up the Internet
Exchange Messaging Server 4.1.

LOG FILES

One of the most effective tool in diagnosing errors which occur during a transaction is
through the use of Log Files. Checking the log files help identify the sequence of events
which brought about the problem. Internet Exchange logs the most recent transactions in
the log file called iemta.log. When the size of the current log file reaches the maximum
configured value, the logfile is renamed and a new log is created.

Internet Exchange offers six logging levels for debugging. They are:

e ErrorsOnly

* Warning

* Message Logging
» SMTPsession!
* |Informational

* Diagnostic?

“Errors Only” logs only the erroneous activities, “Warning” logs all warning messages
“Message Logging” logs the information about the delivery of all messages, “SMTP ses-
sion” logs al the SMTP conversations, “Informational” logs the different detailed infor-
mation of the different modules while “Diagnostic” logs additional diagnostic data
including information concerning core operations.

1. Thislevel records each incoming and outgoing SMTP command.

2. Thisoption isfor debugging purposes and is the best type of logging level available for troubleshooting.
Dueto thelarge amount of debugging information produced, thislevel of logging ishighly recommended
for situations where very detailed logging information is required. Neverthel ess, under the Diagnostic
mode, extensive logging activity will slow down the operation of the Messaging server and will eventu-
ally fill up the local storage space.
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SMTP Daemon
SMTP DAEMON

TCP/1P connectivity of the Network

At times it might happen that the Internet Exchange Messaging Server is not able to
receive messages. The remote host keeps on trying to send messages to no avail. The first
logical step is to check the network connectivity between the two hosts or the Internet
Exchange Messaging Server 4.1 to the internet.

The network diagnostic tool “ ping” can help to investigate the network problem such asto
determine the TCP/IP connectivity of your host with the Internet or the remote host, even-
tually helping to determine if the SMTPD module can receive messages from the Internet
or the remote host.

The following example shows how to use the Network tool Ping to diagnose a network
problem.

To run the Ping diagnostic tool from the M SDOS command prompt, type “ping hostname”
and then press the Enter key (The hostname refersto the Internet hostname of the machine
that we are trying to reach, i.e. hostname.domain.com).

For exampleif apeer MTA cannot connect to SMTPD. You should:

First, try using ping on the peer MTA machine and run ping using the hostname of the
machine that is running the SMTPD module. Example: “ping hostname.domain.com”.
Here the “ hostname.domain.com is the FQDN of the machine running SMTPD. (see“ Fig-
ure 7-1: Using the Diagnostic Tool “ Ping” " below)

"% Command Prompt _ O] x

Microsof t(R> Windows NI{TH>
(C> Copyright 1985-1996 Microsoft Corp.

C:sping panay.ima.com

Pinging panay.ima.com [202.75.2.118]1 with 32 bytes of data:

Reply from 202.75.2_110: hytes=32 time{1@ms TTL=128
Reply from 202.75.2.110: hytes=32 time{1Bms TTL=128
Reply from 202.75.2.118: hytes=32 time{iBms TTL=128
Reply from 202.75.2_1108: hytes=32 time{1@ms TTL=128

Cani

Figure 7-1: Using the Diagnostic Tool “Ping”
Afterwards, try to use ping on the machine running the SMTPD module and run ping
using the hostname of the peer MTA. example: “ping hosthame.domain.com” here “host-
name.domain.com” isthe FQDN of the peer MTA.
In most cases, this procedure can help verify if the underlying network between the two
MTAs is working properly. If the ping tool is not working properly between the two
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MTAs, then there maybe configuration problems with one or more host’s TCP configura-
tion or the network itself.

SMTPD module will not start

A problem wherein the SMTPD cannot start can be due to the fact that the SMTP port is
being used by another SMTP Daemon. You must check if there is another SMTP Daemon
that has been started and is running on the machine. Many timesit happens that you install
other email software and it installs another SMTP Daemon by default.

SMTP CLIENT

Mail Routing problem

It is possible that a message cannot be delivered to the Internet due to a Mail Routing
problem. One reason can be the mis-configuration of the DNS MX records in the name
server or host table (if host table is used). If you are using Windows NT you can check the
MX records for the peer host using nslookup which is a DNS diagnostic tool shipped with
Windows NT. Nslookup is also available on most UNIX systems.

Following example (see “Figure 7-2: Using “ nslookup”” below) shows how to use
nslookup to resolve the MX (Mail exchange) records for the peer host. In this example the
peer host is* jade.net” .

H5 Command Prompt - nzlookup

Microzoft(R> Windows NT{THM>
(C> Copyright 1985-1996 Microsoft Corp.

C:x>nslookup
Default Server: ns2.ima.net
Address: 282.75.2.1

: nsZ.ima.net
Address: 282.75.2.1

.net M preference = B, mail exchanger = mail.ima.com
.net nameszerver = nsl.ima.net
.net nameserver = ns2.ima.net
.net nameserver =
il.ima.com internet
nzl.ima.net internet
nz2.ima.net internet
jade.net internet address
>

Figure 7-2: Using “nslookup”

To run nslookup from MSDOS command prompt, type “ ndookup” and then press the
enter key. Thiswill invoke the nslookup program. type “ set g=mx" (this tells nslookup to
guery the MX records only). Next type in the peer host name i.e. “jade.net” . Press the
enter key. The results will be displayed. In this example the results show that the default
mail server for the peer domainis set to “mail.ima.com” so all mail sent to “jade.net” will
be sent to “mail.ima.com”. This procedure can help you to verify if the mail exchange
records are set properly and whether mail is being sent to the correct remote host, hence
helping in resolving mail routing problems.
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Message Database Corruption®

The SMTPC module uses a Btrieve database for storing the message envelope and mes-
sage status information. In case database corruption occurs, you can use the Message
Database Recovery Tool (DBUPDATE.EXE) to restore the Message Database. The old
database will be backed up and a new database will be created.

To run the DBUPDATE.EXE:

* Shutdown both SMTPC and M QRouter modules.
* RunDBUPDATE.EXE -r from the command prompt where“r” isthe switch for rebuild

Restart Internet Exchange after rebuilding the Message Database, this restarts Btrieve
automatically.

POP3/BATCH SMTP

Batch SMTP Errors
The Batch SMTP (BSMTP) module can encounter four types of errors:

¢ POP3C error
* Encoder error
e Decoder error
* MQ error

These errors, with their explanation are written to the log file.

Encoder error

This error can occur if the BSMTP Encoder finds an error while creating a Batch-SMTP
type of message (for example, it may encounter an out of disk space error while creating
the messagefile).

For filel/O related error, you can check the disk space of your server. Otherwise, if there
isany MQAPI related error, please check to see if the Preprocessor is running properly.

POP3C error
This error may be encountered while connecting and/or fetching messages from a POP3 server.

If the POP3C reports failure to connect to the POP3 server, please make sure that the
POP3 server specified in the configuration is correct and accessible to the POP3 client.
You can achieve this by opening the POP3 client and by checking the configuration set-
tings. The outgoing and incoming server should be pointing to the FQDN of the Internet
Exchange Messaging Server. (See Figure 7-2: POP3 Server Configurations on page 7-4)
You can also check if the password specified is correct. For further assistance contact you
may want to contact the administrator for the remote POP3 server.

3. In case of Btrieve database corruption, the following Btrieve error message will appear in the log file,
"The application encountered an 1/O error".



POP3/Batch SMTP

BSMTP Controls

User Profile
Administration

Login Name:

Password o
BSMTP e —
Configuration Confirm Password: —
FOP3 Server.
nfiguration
~ Part Murmber: 110
Timeout {min} |m—
Mayx. no. of messages per Session: |0
Submit | Reset Help

Figure 7-2: POP3 Server Configurations

Also, please ensure that the POP3 user login information is correctly specified. Otherwise
the POP3C will not be able to access the remote mailbox.

Decoder error

This may occur if the BSMTP Decoder encounters an error while parsing a Batch-SMTP
type message. It may also happen that there are numerous number of malformatted
BSMTP messages. Please check with the BSMTP service provider as these problems
could be due to some configuration errors on the server side.

If there are any other MQAPI related errors, please check if the Preprocessor is running
properly. Make sure that the Preprocessor configuration settings are correct.

MQ Error
Thiserrors can occur if BSMTP failsto call any of the MQ API’s (for example, while con-
necting to the LDAP server or fetching a message from the Message Queue).

If there are any other MQAPI related errors, please check if the Preprocessor is running
properly. Make sure that the Preprocessor configuration settings are correct.

Check if dl of the Internet Exchange modules are running especially the Preprocessor,
Directory Server. For BSMTP Encoder problem, check if there are messages in the
BSMTPOUT queue via the Preprocessors Queue Management web interface. Then, con-
figure the logging level to Diagnostic mode and check the log files for details errors which
may have occurred.

Btrieve Engine Error
If you encounter an error: “Application [Error] failed to open the UIDL database, 20", it
means that the Btrieve engine is not active or running. You must perform the following:

* Bring up the Task Manager and click on Process

Version 2.0/April 2000 Messaging Server - Administrator’s Guide 7 - 5
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* Stop w32mkde.exe

Restart the Internet Exchange Messaging server after this, it will automatically restart the
Btrieve engine.

IMAPD/POP3D SERVER

Available optionsin case a mailbox is corrupted®

In case a mailbox/folder is corrupted or is inaccessible, you can use the Message Store
rebuild utility (REBUILD.EXE) to recover the user mailbox/folder. The REBUILD utility
is command line driven.

Following are the options available for this utility:

Usage: REBUILD [-f] [user [mailbox]]
Options:

-f Rebuild al user/shared mailboxes under M essage Store home directory (e.g. rebuild -f)
user  Rebuild mailbox(es) of the user (e.g. rebuild john@ima.com)
user  mailbox Rebuild specified mailbox of the user (e.g. rebuild john@ima.com inbox)

IMAPD and POP3D module will not start
A problem wherein the IMAPD and POP3D will not start can be due to the fact that the
IMAPD and POP3D ports are being used by another Daemon.

You must check if there is another IMAPD/POP3D server that is running on the machine.
This can happen when another email server software is installed and has not uninstalled
before ingtalling Internet Exchange Messaging Server

To check this make sure that Internet Exchange Messaging Server is not running. Then
using the telnet utility, first telnet to machine in question on port 110 i.e. POP3 and then on
port 143i.e. IMAP4.

Follow the procedure below.

To check the existence of a POP3 server, from the MSDOS command prompt type “telnet
machinename 110”. In case you have another POP3 server running on the your machine it
will respond with a message..

To check the existence of aMAP server, from the MSDOS command prompt type “tel net
machinename 143" . In case you have another IMAP server running on the your machine it

will also respond with a message.

The above mentioned procedure can help in finding out the existence of IMAP/POP3 serv-

4. A mailbox/folder may be corrupted or inaccessible when the network server is down. Another reason can
be corrupt database. Mail messages which are overlapping and redundant can cause the corruption of the
database. If the system administrator has deleted the folder, you may also experience a mailbox/folder
inaccessibility.
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Auto Text Insertion Engine

ers other than Internet Exchange Messaging Server. If you do discover that there is
another IMAP/POP3 server running. Make sure you delete/disable that mail server soft-
ware before starting Internet Exchange Messaging Server.

AUTO TEXT INSERTION ENGINE

Unable to insert AutoText
If the logfileindicates that the auto insertion engine is not able to read the simple plain text
or html text file, check:

If the said files exist and are readable on the system.

If the files are stored in a network share, make sure that the system has the proper read per-
mission to that network share.

DIRECTORY SERVER

Database corruption within the Directory Server
The system administrator can troubleshoot the Directory Server by studying the sequence
of messages or errors written by the LDAP server.

In the case of Database corruption, you can either:

* Useaback-up LDIF file and import the LDIF into the LDAP database using the
LDIF2LDBM toal.

The LDAP Import tool, Idif2ldbm, is located under the installation directory of
Internet Exchange. It will import LDAP entries defined in aLDIF fileto the LDAP
database. It will output the new LDAP database to the existing LDAPDB directory.

Usage:
Idif2ldbm Idif_file conf_file

The first argument is the path of the LDIF file and the second one is the configura:
tion file of LDAP, slapd.conf that comes with Internet Exchange, located under the
Installation directory.

Please be cautious while running the import tool, as it will overwrite your existing
LDAP database, a'ways make a backup of the existing database before running this
tool.

* You may also use the LDBMCAT tool to export the LDAP database to a LDIF file
and then re-import it to LDAP database using the LDIF2LDBM tool.

The LDAP data export tool that comes with Internet Exchange is "ldomcat”. It is
located under the Internet Exchange installation directory. It exports the LDAP
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Directory Server

entries from the LDAP database to a text-based filein LDIF format.

The LDAP database is located in directory LDDPDB under the installation direc-
tory of Internet Exchange.

By default, when the program is run without an argument, it will export the LDAP
database under the default directory. It outputs the LDAP entries to the LDIF under
the LDAPDB directory with file Idif. It will recursively increment the file name
extension if one with the same name already exists, e.g. I1dif.0, Idif.1.

If a database filename is passed as an argument to the program, it will export this
database instead of the default one. There are several LDAP database files under
the LDAPDB directory, the main database that should use to export is
"id2entry.dbb".

Idbmcat c:\ievA\ldapdb\id2entry.dbb

You'll be prompted with the result of the conversion process, which aso indicates
the name of the LDIF file containing the exported data, as shown below.

C:\ied> Idbmcat
LDAP database C\IEALDAPDB\id2entry.dob has been successfully
exported to LDIF file CAIEAALDAPDB\Idif.3

LDAP Open Error

Directory Server errors can be checked using the recent Internet Exchange log files. They
can help diagnose the majority of the errors or problems which transpire. The Internet
Exchange log files are intended to help system administrators diagnose the problem by
analyzing the contents of the most recent transactions which occur. The following log file
indicates that an error occurred while running the Directory Server:

Wed Mar 15 16:20:51 PreProcessor: [Informational] Retrying LDAP server...

Wed Mar 15 16:20:52 LDAP Client API: [Error] Idap_open error

Wed Mar 15 16:20:52 PreProcessor: [Error] Could not connect to LDAP server
negros.ima.com on port 389

Wed Mar 15 16:21:00 PreProcessor: [Informational] Retrying LDAP server...

Wed Mar 15 16:21:01 LDAP Client API: [Error] Idap_open error

Wed Mar 15 16:21:01 PreProcessor: [Error] Could not connect to LDAP server
negros.ima.com on port 389

Wed Mar 15 16:21:01 PreProcessor: [Informational] Retrying LDAP server...

Wed Mar 15 16:21:03 LDAP Client API: [Error] Idap_open error

Wed Mar 15 16:21:03 PreProcessor: [Error] Could not connect to LDAP server
negros.ima.com on port 389

Wed Mar 15 16:21:03 smtpc: [Diagnosis] no pending message...
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Message Sore
Wed Mar 15 16:21:03 LDAP Client AP!I: [Error] Idap_open error

If you encounter such problems as reflected in the logfile, you must restart the LDAP
server and see if the problem still persist. If the problem continuous to persist, follow the
following steps::

Export the LDAP database (Idbmcat)
Cleanup (remove) the Databases (*.dbb, NEXTID) under the LDAPDB directory.

Import back the LDAP database (Idif2ldbm)

MESSAGE STORE

I nconsistent Deletion of Message Store Users with the Directory Server
When a user account is created using the Message Store interface, you will be asked to
supply the following parameters:

e E-mail Address,
* First Name,

e Last Name,

e Password,

And confirm Password with the proper values. When you check the user listing from the
LDAP interface, you will see alocal connector that has the same attribute of the e-mail
address that you have used when adding the user, and a mail attribute which is aso the
same as the definition in the local connector.

When the user is deleted via the Message Store administrative interface, the user account
is deleted in the Message Store list but it still exists in the LDAP database. This time, the
local connector is already deleted and does not exist anymore. To delete the user account
completely, go to the Directory Server and delete the user account (directory entry) in
order to remove al of his account information.

Messages are Not Being Received by the Users

A possible reason why messages sent to an existing account of the Message Store, i.e.
john@ima.com, is being received by another account, i.e. john.doe@ima.com would be a
mail alias defined for the particular Message Store account. The system administrator can
verify the Directory Server if an alias is defined for john@ima.com. Make sure that the
alias defined is unique. .

PREPROCESSOR

Default Local Delivery Channel Error
If you encounter an error when changing the value of the Default Local Delivery Channel
with the following transactions displayed in the log file:

Tue Mar 07 18:39:28 AntiX Web: [Informational] Internet Domains recognized by the PreProcessor:
ccmail.ima.com,notes.ima.com,ima.com,iloilo.ima.com,ccmail .ima.com,notes.ima.com
Tue Mar 07 18:39:28 Anti X Web: [Error] Could not get LDAP option mgapi:MQCredentials
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preprocessor

Tue Mar 07 18:39:28 PreProcessor: [Informational] MQResponder; Closed connection from
"iloilo"/"AntiXcgi", served 0 requests

This means that some configuration options, such as the MQ Server account hame and
password, have not been configured properly. You need to configure these parameters in

order to solve these error messages, either via the Preprocessor's web interface or via the
PreConf.exe.
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