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PREFACE

This is the Internet Exchange Messaging Server (IEMS)version 7 Lotus
Notes Connector Manual that comes with your software. IEMS runs on
Microsoft Windows platforms and most popular Linux distributions. As such,
this Manual has been authored to help you install and run the Lotus Notes
Connector on your Windows machines.

The Internet Exchange Lotus Notes Connector is a plug-in module that con-
nects Notes environments to the Internet. With this module, Notes users can
send and receive messages to and from the Internet, communicate with other
local channels, provide a rich migration path for moving to open Internet mes-
saging standards, and make full use of all the features offered by the Internet
Exchange Messaging Server.

This manual is but one part of the entire IEMS 7 documentation set. lItis
assumed the reader of this manual understands the concepts presented in
the Internet Exchange Messaging Server 7 Principles of Operations and
the Internet Exchange Messaging Server 7 Installation Guide. Instruc-
tions on how to install the Lotus Notes Connector are not found here, but
rather in the Internet Exchange Messaging Server 7 Installation Guide.
This manual provides the necessary information on how to configure the
Lotus Notes environment to interwork with IEMS, and the subsequent admin-
istration of the Notes Connector.

The IEMS 7 documentation set is made up of the following volumes:

* Internet Exchange Messaging Server 7 Principles of Operation
* Internet Exchange Messaging Server 7 Site Planning Guide

* Internet Exchange Messaging Server 7 Installation Guide

* Internet Exchange Messaging Server 7 Administrator’'s Manual
* Internet Exchange Messaging Server 7 cc:Mail Connector

* Internet Exchange Messaging Server 7 Lotus Notes Connector
* Internet Exchange Messaging Server 7 User’s Guide

* Internet Exchange Messaging Server 7 Programmers Manual

All IEMS documentation can be found either on the IEMS 7 CDROM, or
downloaded from the IMA web site (http://www.ima.com/documents/).

This manual is organized into the following chapters:

Chapter 1, Notes Connector Architecture
Chapter 2, Notes Site Preparation
Chapter 3, Configuration

Chapter 4, Migration Tools

INTERNET EXCHANGE MESSAGING SERVER 7 LOTUS NOTES CONNECTOR 1



PREFACE

CONVENTIONS USED IN THIS MANUAL

Conventions  The conventions used in this manual are designed to help you learn IEMS 5
Used In This easily and efficiently.

Manual Directory Path (e.g. c:\IMACert.imc) are printed in italic, arial font.

File names (e.g. Setup.exe) are printed in bold, arial font.

Menu choices (drop-down or pull-down list, links, columns,
parameters, fields) are presented in bold, arial black font

(e.g. Host Table filename).

Button commands (e.g. Add) are presented in bold, italic, arial font.
Screen Page (e.g. User Details page) are put in quote.

Keyboard Keys are presented in this manner: ENTER; DELETE

Anything you are asked to type are presented in courier new font
(e.g. jdoe@ima.com).
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CHAPTER 1

Introduction

System
Architecture

Notes Connector
Architecture

The Internet Exchange Lotus Notes Connector is a plug-in module that con-
nects Lotus Notes environments to the Internet. Using this module, Lotus
Notes users can send and receive messages to and from the Internet, com-
municate with other local channels, and provide a rich migration path for
moving Lotus Notes Mail users to open Internet messaging standards. As a
plug-in module, the Lotus Notes Connector is able to make full use of all the
features offered by the Internet Exchange Messaging Server. These include:

» Anti-virus support

» Anti-spam support

» Batch SMTP tunneling

+ LDAP Directory Service

+ ESMTP support

» TNEF Attachment Decoding

» Calendaring and Scheduling (Microsoft Outlook compatible)

Message Flow

Incoming messages from the Internet are retrieved by either SMTPD or the
BSMTP Decoder, depending on the message type. The messages are then
sent to the Message Switch, which performs a directory lookup using the
Internet Exchange Directory Server. Once the recipients of the messages
are determined, the Message Switch then sends them to the Preprocessor
for further processing, including possible anti-spam, anti-virus, TNEF decod-
ing, etc. The Preprocessor consults with a Channel Action Matrix for each
module to determine which modules should run for a given message. After
all the necessary operations have been performed (i.e. virus scans, etc.),
they are sent to the MTA Shared Message Queue. NOTESIN then retrieves
messages from the Notes Channel for delivery to Lotus Notes users.

For messages originating within the Lotus Notes environment, NOTESOUT
retrieves these messages and delivers them to the Message Switch, which
then forwards them to the Preprocessor. After the necessary operations are
carried out on the messages, they are sent to the MTA Shared Message
Queue for delivery to the other Internet Exchange channels, such as cc:Mail,
the local message store, the distribution lists, or the Internet. Messages
bound for the Internet are delivered via SMTPC.

INTERNET EXCHANGE MESSAGING SERVER 7 LOTUS NOTES CONNECTOR 3
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NOTES CONNECTOR ARCHITECTURE

INCOMING MAIL

Incoming Mail

Internet
Sl BomTP Birectory
Rlessaalnd Decoder Server
Server
A

Message Switch
Channel

Action Preprocessor Unit (anti-virus, anti-spam, etc.)
Matrix

MTA Shared Message Queue

[HVET)
Connector

cc:Mail Migration
Post Office Tools

Figure 1. Migration strategy for cc:Mail users

Lotus Notes Connector Database

When Lotus Notes users send mail to users on the Internet, the messages
are first sent to the Lotus Notes database assigned to to the Notes Connec-
tor. Mail that arrives for the connector are stored temporarily in this database,
which is called SMTP.BOX. The Notes Connector checks SMTP.BOX regu-
larly to guarantee regular pickup of mail that leaves the Lotus Notes domain
for the Internet. Incoming mail is placed in a second temporary store, known
as MAILBOX, which is also on the Lotus Notes server.

Interaction with Lotus Notes

The Internet Exchange Notes Connector communicates with Lotus Notes via
the Lotus Notes API. Two separate programs talk to Lotus Notes, one
imports messages from the Internet and one exports messages from the
Lotus Notes environment bound for the Internet.

NOTESIN

NOTESIN is a single threaded Win32 program that handles inbound mes-
sage conversion and submission to Lotus Notes environment. NOTESIN
runs as a daemon that the master conversion engine runs at every 30 sec-
onds to see if there is a new message available in the local NOTESIN queue.
Any new message is first routed by the MQ router from IEMS MQ into local
NOTESIN queue. The message envelope information is stored in the Mes-
sage database (MESG.BTR) and the message file is physically resides within
the MQ system. The advantage of it is that it can reduce disk space usage
because the message files are shared by different IEMS channel processors.

INTERNET EXCHANGE MESSAGING SERVER 7 LOTUS NOTES CONNECTOR
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OUTGOING MAIL

Outgoing Mail

SMTPD

The SMTPD module is responsible for receiving messages from the Internet
via SMTP/ESMTP protocol. It supports ESMTP service extensions SIZE,
8BITMIME, ETRN and DSN. It features a multithreaded model to achieve
high performance and receive multiple SMTP connections simultaneously.
Once a message is received by the Worker Thread, it would be submitted to
the Internet Exchange MTA Shared Queue. SMTPD also performs several
Anti-Spam Defense checking at the SMTP level before a message entering
the Internet Exchange Shared Message Queue.

NOTE: For a more detailed explanation on the SMTPD Module and other
IEMS channel modules, please refer to the Internet Exchange
Messaging Server 7 Principles of Operation, and Internet
Exchange Messaging Server 7 Administrator’s Manual.

NOTESOUT

NOTESOUT is a single threaded Win32 program that handles outbound
message conversion and submission to IEMS. NOTESOUT runs as a dae-
mon that the master conversion engine runs at every 30 seconds to see if
there is a new message available in the Notes Server SMTP.BOX file.
NOTESOUT converts the message headers, body texts and attachments
into either MIME or normal RFC822 message format based on the system
settings. The converted message is then submitted to the MQ. The pre-pro-
cessor will determine the further message route within IEMS or send it to the
Internet via SMTPC.

SMTPC

The SMTPC module is responsible for delivering messages from the Internet
Exchange MTA to the Internet via the ESMTP protocol. It supports the
ESMTP service extensions SIZE, 8BITMIME, ETRN and DSN. For fast mes-
sage delivery, it features an efficient queuing strategy by supporting two
types of independent queues: the Pending Queue and the Deferred Queue.
It also provides a mechanism for message priority handling based on the cal-
culated message priority weight. To achieve a high scalability and perfor-
mance, SMTPC incorporates a hierarchical architecture of multithreading
model, as shown in Fig. 1. SMTPC Queue Router is responsible for retriev-
ing messages from the Internet Exchange Shared Queue to its internal mes-
sage queue via the MQ Switch, and while SMTPC Master Queue Manager is
responsible for the controlling and synchronization of the Pending Queue
Processors and the Deferred Queue Processors.

NOTE: For a more detailed explanation on the SMTPC Module and other
IEMS channel modules, please refer to the Internet Exchange
Messaging Server 7 Principles of Operation, and Internet
Exchange Messaging Server 7 Administrator’s Manual.
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OUTGOING MAIL
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CHAPTER 2

Preparing the
Lotus Notes
Environment

Lotus Notes
Version 4.6

INTERNET EXCHANGE MESSAGING SERVER 7 LOTUS NOTES CONNECTOR

Notes Site Preparation

Before installing the Notes Connector, you must prepare the local Notes envi-
ronment so it will connect properly to the Internet Exchange Messaging
Server 7 (IEMS). IEMS works with Lotus Notes 4.6, and Domino R5. Site
preparation however differs between Notes 4.X and Domino R5. Please see
the appropriate section below to guide you through the Notes site prepara-
tion.

To prepare the local Notes 4.6 environment, first perform the following:

* Remove the entry SMTPMTA of the ServerTasks option in
NOTES.INI. Doing so will prevent the loading of the Lotus SMTP
MTA by default.

* Delete the SMTP.BOX created by the Lotus SMTP MTA and cre-
ate a new one using the standard mail router mailbox template.

Lotus Notes Server SMTP Settings

The Lotus Notes Server requires configuration to communicate properly with
the IEMS Notes Connector. To do this, follow the steps described below.

Create SMTP Domain

First, install a new SMTP Domain on the Notes Server. This is done in the
Address book (Public Address Book on Lotus Notes) by selecting the Create
Server Option. Select a Domain as shown in the next figure:
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5 Domain
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Figure 1: Create SMTP Domain

In the Domain Menu, configure the Domain type to Foreign SMTP Domain,
which is one of the default domain type keywords. The Internet Domain must
then be configured to identify which domain addresses are to be sent via a
Foreign SMTP Domain (Internet Exchange). Wildcards such as *.* are per-
mitted, which would mean all domains. If *.com is entered, messages from
all domains with the extensions .com (e.g. ima.com) will be sent to the Inter-
net via the IEMS Lotus Notes Connector.

In the option Should be Routed to you, specify a hypothetical Domain Name,
which may be called ijeln (for Internet Exchange Lotus Notes Connector).
This field is used to specify all outgoing SMTP Mail. Choose any name for it.
Once finished, save and exit this menu.
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Figure 2: Configure Domain Type

Modify Server Document

Once the domain is set up, configure the Notes Server options under Add/
Edit Server (see Figure 3 on page 9). The server configures the routing logic
and tasks for messages that will be sent to the Internet via SMTP routing.

(.f Open curent document in Edit mode
) Fle Edt View Create RS0y Window Help
l {}S 5 # ﬁ 2 2 AddAdmin Roles to Access Control List
= Apply Delegation to &l Selected Entries
| A Add Server z Editt  Edit Administration ECL
ddd Server |Tille |Adminisllatm
- jade.net's Address | el R
‘ —a - Delete Server -
3 Groups Add to Cluster E Metwork Bart Simpzond) ade
Q, Locations o Hetwark
Recertify Server
3 People . .
Upgrade Server to Hierarchical
¥ Q Server .
e Set Master Address Book Information
Q, Cerificates
Maove to Folder...
Dol Fiemoye fran Fafder
3, Configurations -
3 Conrections Wiew Dptions 3
3, Dery Accesz Gr - Befieve Entire Document
3 Damaing Presiew In'web Browser
| Q, Licenzes
Q, MaiHn Databazes and
2, Mail Users
Q, Networks
3 Programs
Q, [Servers
Q Setup Profiles
3, V3 Stats and Events LI
| = 7 “[=2[None =N

Figure 3: Modify Server Document
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In the Routing Tasks field, add the additional keyword SMTP Mail Routing.
After configuring the Notes Server Document, save the changes and close
the menu.

. serverl Alade Network - Lotus Notes
DEiIe Edit ‘“iew Create Actions Test “Window Help

CEA B D F s

Basics

Server name: " leerverl Alade Network Server build number: Releaze 4.6 [Int)

Server title: r 2 Administrators: T Bart Simpsond) ade Metwark
=1

Domain name: " jade.net Routing tasks: " Mail Routing, SMTF Mail
Routing =1

Cluster name: Server's phone number(s © 4

Master address book ™
narme:

Server Location Information

Metwork Configuration

Proxy Configuration

Security ;I
Distinguished name of Notes server.

| o] il “[=2 None =5

v v wvw

Figure 4: Modify Server Document - 2

Configure Server Connection

The server connection provides the Lotus Notes environment with informa-
tion on how to route messages by defining the Connection Type as SMTP.
The Source Server and Source Domain are the Notes Server and Domain
from where mail is sent from. The Destination Server and Destination
Domain are the locations where all Source Mail will be routed to.

The Destination Server and Destination Domain can be called anything as
long as they are called by the same name. It will not affect the setting of the
Lotus Notes Connector if the name is changed to anything else.

If you already have this setup from a previous installation, you will most likely
need to simply add additional Routing Task information, which would be
SMTP Mail Routing.

Using the Create/Server/Connection menu, open the Server Connection
(see Figure 5 on page 11). The option Scheduled Connection should be set
to ENABLED, and the routing and replication field to an integer value (e.g. 5).
The routing cost is the measurement used for determining the best server-to-
server route. You may enter any value in this field. If you have a large net-
work, please consult your administrator regarding the best routing cost for
your network. The Source Server must have the same name as the System/
Notes Domain.

10 INTERNET EXCHANGE MESSAGING SERVER 7 LOTUS NOTES CONNECTOR
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Figure 5: Modify Server Connection

Set up the Notes Server for Internet Mail

Notes requires a new database to be configured for Internet Mail, as well as
additional configuration for access controls to that database.

Create a New Database
Using the New Database option under File/Database/New, create a new
database using the dialog box provided (see Figure 6 on page 11)

MNew Database
Server. ILocaI j (n] 4 I
Titl: I Cancel I
File Mame: Ismtp.box [:|| Help

Encryption... | Size Limit... |
™ Create full ket inde for searching Adganced...l
Template Sepver... I Local
[ atabase Library ;I
Dresign Synopsis Template
Discussion - Notes & wWeb [RE.0]
Doc Library - Motes & wieb [RE.0) J
Local Document Cache
i ail Bouter bailbos [5.0]
Mai [F5,0) Jud|
Abaut... | mailbox. ntf
[T Show advanced templates B [mherit fubure design changes

Figure 6: Create New Database
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In most cases, the Notes Server name used is Local, as this will be server
where SMTP mail will be configured to run. The filename for Internet Mail
should be called SMTP.BOX. The template used for this database is Mail
Router Mailbox, which can be selected by scrolling down the template
options.

The Mail Router Mailbox template is a special Lotus Notes template used to
automatically create a database that holds mail in transit to other servers or
users. This database will manage and hold all outgoing Internet messages.
Once this option has been configured, a new workspace icon will appear with
a label such as Smip on Local.

Setup Access Control

Every database includes an access control list (ACL), which the Notes envi-
ronment uses to determine the level of access that users and servers have
to a database. You must now configure the mail database SMTP.BOX, which
was previously created with the correct access permissions, using the
Access Control List screen (see Figure 7 on page 12).

Access Control List

Peaple, Servers, Groups: | Show Al j User type: Perzon j

@ 4 Default- Access Manager j

Basics i Bart Simpeond ade Mebwork, I¥ | Create docurmerits:

& John Doedlade Metwork ikl A

LocalllomainServers et N

DthetD omainGervers v |[Create persanal agents

& I e Ate personelinld ere friemws

zerver] Alade Metwork
EO I¥ | te shianed balders iews:

I |z ate LatusS erptilava agents
I¥ | B e putilic desiments

Rioles

E@ I [fite mublic donumerits
" Roles:
Lag v [MetCreator] -
v [Mettdodifier]
W Add.. Bename... Remove | ¥ [ServerCreator]
v [Servertdodifier] -
Advanced Full narne: Bart Simpson/)ade Netwark
Unsigned ok I Cancel | Help |

Figure 7: Setup Access Control Lists

Although the names of access levels are the same for users and servers,
those assigned to users determine the tasks that these users can perform on
a database. Those assigned to servers determine what information within the
database these servers can replicate. In this example, we use the user John
Smith/Jade Network. This user does not need to have complete access
administrative rights. The basic requirement is that the Access option be set
to Manager and with the permission to Delete documents. This will be the
username that the Lotus Notes Connector will use to control this particular
mail database in his capacity as System Administrator.

Repeat the same steps for the mail database MAIL.BOX and make sure that
you edit the access control of that particular database. The user with access
control in MAIL.BOX should be the same use who has access control in
SMTP.BOX.
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Lotus
Domino
Release 5

After completing these basic installation steps, your Lotus Notes Server is
now ready to send and receive messages through to the Internet via the
Internet Exchange Lotus Notes Connector.

This section provides instructions on how to configure Lotus Domino R5 for
use with the Internet Exchange Messaging Server 7 (IEMS). The Lotus
Notes Server must be setup so that it can communicate properly with IEMS.
The procedures described herein must be followed before attempting to
install IEMS. You should also be familiar with the configuration processes for
the Lotus Notes Server. If you are not familiar with the Notes Server setup
process, please refer to the Lotus Notes Server Administrator’s Manual. If
using previous versions of Domino, the following preliminary steps have to be
taken:

* Remove the entry SMTPMTA in the Server Tasks option from the
NOTES.INI file. This prevents default startup of the Lotus SMTP
MTA.

* Delete the file SMTP.BOX created by the Lotus SMTP MTA and
re-create one using the standard mail router mailbox template
because Internet Exchange does not understand the format of the
one created by the Lotus SMTP MTA.

In order to configure Lotus Domino R5 for use with Internet Exchange, you
must ensure that Domino R5 has been properly installed in your machine and
the NOTES.INI file has been moved to the Microsoft Windows Installation
directory before installing IEMS. You will also need to start the “Lotus Notes
Domino Administrator program”. If you are a first-time user of the Domino R5
Server, an automated tool guides you through the initial server configuration.

To configure Lotus Domino R5, follow the step-by-step procedures provided
herein to complete your configuration successfully. The following steps need
to be completed:

*  Pre-installation

* Create the Foreign SMTP domain document

+ Establish SMTP connection document

* Add SMTP routing task to your Notes server

» Create SMTP.BOX file to hold outbound messages

» Set up the access control for SMTP.BOX and MAIL.BOX

In the process of configuring your Domino server, you will create a MAIL.BOX
file on the Notes Workstation. After the initial procedures are completed, the
Notes connector will be setup.

INTERNET EXCHANGE MESSAGING SERVER 7 LOTUS NOTES CONNECTOR 13
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Sample Installation

In configuring the domain name and domain server for both the Internet and
Notes environments, we have taken the case of an organization called Jade
Network, which uses the fully qualified internet domain name of jade.net and
operates an IEMS system with the fully qualified internet domain name of
iegate.jade.net where iegate is the name of the IEMS system.

We use Jjeln as our example for the Notes domain name mapped for (*.*)
which means that if Lotus Notes receives a message for a domain which is
not recognized as a valid Notes domain as defined in the Public Address
Book (PAB), Notes will send it to ieln. With the help of a foreign SMTP
domain document and SMTP connection document, Internet Exchange will
map ieln to jade.net. The name jeln is actually the virtual domain name for
the Notes domain server1/Jade_Network which holds the SMTP.BOX file
and the public address book. server1/Jade_Network is the example used for
the Notes source server name. It is the standard way of identifying the
source server where "server1" is the name of the Notes source server and
"Jade_Network" is the name of the organization.

Pre-installation

Before installing Internet Exchange, make sure that Domino R5 has been
properly installed and the NOTES.INI file (located under the
C:\LOTUS\DOMINO directory of the Notes Domino server) has been moved
to the Microsoft Windows Installation directory. The default location for Win-
dows NT is C\WINNT. Similarly, if you are installing Internet Exchange on a
R5 Notes Domino Workstation, move the NOTES.INI file from the
C:\LOTUS\NOTES directory of the Notes Domino Workstation to the
Microsoft Windows Installation Directory.

After moving the NOTES.INI file to the Microsoft Windows Installation Direc-
tory, the Domino Server needs to be configured.

Configuring Lotus Notes R5 Domino Server for Internet
Exchange

In configuring the Domino Server, first start the “Lotus Notes Domino Admin-
istrator program”. If you are a first-time user of the Domino R5 Server, an
automated tool guides you through the initial server configuration. From
there, proceed to the Domino Administrator to manage users.

The Domino Administrator has a task-oriented multi-tab interface. A Web
administration interface lets you perform basic tasks from any browser (i.e.,
Netscape, Internet Explorer). After you have started the “Lotus Notes Dom-
ino Administrator program”, you are required to complete the following steps:

*  Create the Foreign SMTP Domain Document

+ Establish An SMTP Connection Document

* Add SMTP Routing Task to the Domino Server

*  Create the SMTP.BOX File to Hold Outbound Messages

14 INTERNET EXCHANGE MESSAGING SERVER 7 LOTUS NOTES CONNECTOR
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Create The Foreign SMTP Domain Document

To allow Notes users to send Internet email messages via Internet
Exchange, a Foreign SMTP domain document needs to be created on the
Domino directory. To do this, select the “Configuration” tab on the Domino
Administrator program. On the left-hand pane, expand the “Messaging”
folder and select the “Domains” entry (see Figure 8 on page 15).

Fg‘Adminisllalion - Domino Administrator
File Edit “iew Create Actions Administration Configuration  Help \gssu Q \@ Q C‘)\ e
Administration administrator
@ People & Groups I Filez I Server I Meszaging I Fieplication I Configuratiorn l
Server: chichifIMaA Use Directary or: IEurrent Server j - Tools
¥ Jj Server F . . G . P
1 Add Domain Edit Damain = Delete Domain @| Certification
v 17 Messaging g %
i) Messaging Settings |Domain |N‘3“l Domain ||: > @ Fiegistration

¥ Foreign SMTP Domain
Connections ==
Configurations
b & Lotus MTA Tables [v1.
g Jj:ﬁ Feplication
g EI:]'] Directary
b i Weh
g @ Statistics & Events
g .ﬂ. Cluster

» [ Miscellaneous

igln

S 4 *|=2| Office e

Figure 8: Foreign SMTP Domain Document Creation

To create a new Foreign SMTP domain document, click on the “Add Domain”
icon, which will show the Domain document. Select “Foreign SMTP Domain”
in the Domain type entry (see Figure 9 on page 16).

After selecting the Foreign SMTP Domain in the Domain type entry, click on
the Routing tab. You need to specify “*.*” for the Internet domain field to tell
the Notes router to route messages with any Internet recipient to the
SMTP.BOX file. Internet Exchange will subsequently poll for messages from
there, after which it will send the messages to the intended Internet recipients
via SMTP. If you want Internet Exchange to handle the outbound traffic for
only a specific Internet Domain, (i.e., company.com) then place com-
pany.com in this field. In the Should be routed to field, enter the name of the
Notes connector (i.e., ieln). This field is used to specify all outgoing SMTP
Mail. You may choose to call it any name you like. (see Figure 10 on page
16).
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Fg‘ Mew Domain - Domino Administrator =1 E3

File Edit View Create Actions Test Help o Y, @
Adriristiation | ] New Domain X| administrator

i 5ave and Close

DOMAIN

Basics l Fiestrictions l Fiouting l Adminiztration

Domain type: T Foreign SMTP Domain =1

|

Enter the names or group names which should hawve edit capabilities for this record.

A 4 *|=2| Difice B

Figure 9: Configuring Foreign SMTP Domain Document

Fg‘ Mew Domain - Domino Administrator =1 E3

File Edit “iew LCreate Actions Test Help \@ Q \@ QC‘)\ G
Administiation | _] Mew Domain X administrator

DOMAIN

g
E” Save and Cloge

Basics l Restrictions l Routing l Administration

Intermet Domain: B8 Diomain name: Tieln
ar.
Internet host: a1

|

Mame of server or hostwhere mail addressed to the specifed domain should be routed.

| A 4 “|=2| Difice [

Figure 10: Configuring Foreign SMTP Domain Document - 2
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Establish An SMTP Connection Document

You must establish an SMTP connection document in order to tell the Notes
router where the outbound Internet mail should be routed to. From the Mes-
saging folder (see Figure 8 on page 15), select the Connections entry and
click the Add Connection link. A screen similar to Figure 11 will appear.

ng Hew Connection - Domino Administrator

File  Edit “iew Create Actions Text Help @ 9 \& Q C‘)\ G
Administration | _] New Connection X administrator
= g
ﬂ Save and Cloze

! SERVER CONNECTION

Basics l Replication/Routing l Schedule l Comments l Adminizstration

Connection type: " Local Area Metwork Usage priority: " Marmal ;=]
B
Source server: T zerver! Al ade_Mebwork Destination server: w1
4
Source domair: g Destination domair: r
Use the port(s): T g Optional network. address: 4
Choose ports |
Ei
Destination computer's name - e.g. Chicago
2| g “| =2 Office =2

Figure 11: Establishing An SMTP Connection Document

The Server connection provides information to Lotus Notes on how to route
Internet Mail by defining the Connection Type as SMTP. The Source Server
and Source domain is the Notes Server and Domain from which mail is sent.
The Destination Server and Destination Domain is the location to which all
Source Mail is routed. In the following example we have given this the name
ieln, the same name that we defined earlier as the domain in the Should Be
Routed To field. This will route the mail to the Internet Exchange Noes con-
nector and send it via the Internet. The Domain Name setting is case sensi-
tive which means you must adhere to exactly the same case syntax that you
have used before. The Source Server must be the name of the system/Notes
Domain, which we named as server1/Jade Network. The Destination
Server, the Destination Domain, the Source Server name can be called any-
thing as long as they are called the same. It will not influence the setting of
Internet Exchange at all if you change the name to anything else. Make sure
it is the same name you used in the Domain settings. If you already have this
set up from a previous installation, you will most likely only need to add an
additional Routing Task, which would be SMTP Mail Routing. Next “Save”
and “Close” the menu.
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File

M| SERVER CONNECTION: servertfJade

ng Hew Connection - Domino Administrator

Edit “iew Create  Actions Text Help @ c} \,& QC‘)‘ e
Administration | _] New Connection X||_J Connection for: server] Alads_Network administrator

g
ii Save and Cloze

Basics l Feplication/Routing l Schedule l Comments ] Adminiztration

Connection type: TEMTP =]

Source server: T zerverl Al ade_Metwork Destination erver: Tigln
A
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SMTP MTA relay host Pla

|

Enterthe destination's network address. e.g. 192.22.664.36
S| *| Using database an chichi/ha *| =3 Office |

Figure 12: Location of The SMTP.BOX File

Under the Basics tab, select SMTP as the connection type. The source
server name is the name of the server where the SMTP.BOX file resides. As
shown in Figure 12, the source server name is server1/Jade_Network. In
case you have multiple Notes servers under the same Notes domain, put the

nam

e of the Notes server where the SMTP.BOX file is located. In the Con-

nection via field, select Direct connection. On the right hand side, enter the

nam

e of the foreign SMTP domain name in the Destination server and Des-

tination domain field entries, which in this case should be ieln as configured

in th

e first step. Next, click the Replication/Routing tab to continue with the

configuration.

File

ng Connection for: serverl Alade_Network - Dom

=10l x|
Edit “iew Create Action: Test Help .I.I..w .

Adminiztration | _] Connection for: server! A)ade_Metwork ﬂ adminfsfm‘ﬂf

ey
ﬂ, Save and Close

SERVER CONNECTION: serverl/Jade

Basics l Replication/Fouting l Schedule l Comments l Administration

Select Keywords

Replication task: ' Kepwards " Mail Routing =]
Replicate databaszes of: T I Mail Routing 7B ) messages pending
. |2400 Mail Routing

R eplication Type: B TR il Bouting Cancel I F,
Files/Directones to 7| |coMail Routing T Push Only =1
Feplicate: -Nane-
Replication Time Limit: I

A 4 “|=2|Office S

Figure 13: Changing the “Routing task” to “SMTP Mail Routing”
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The next step configures mail routing. As shown in Figure 13, go to the Rout-
ing section and change the Routing task field to SMTP Mail Routing. Click
“Save” and “Close” to save the settings. See Figure 14 for results.

_Fg‘ Connection for: serverl Alade_Network - Domino Administrator

File  Edit “iew Create Actions Help @ ? \g V@C‘)\ G

administrator

Adminiztration | J Connection for: server] Alade_Metwork ﬂ

m #~ Edit Connection
- SERVER CONNECTION: servert/Jade
Basics l Replication/Routing l Schedule l Comments l Administration
Replication task: Enabled Routing task: SMTF Mail Routing
Feplicate databazes of: Lows & Medium & High Foute at once if: A meszages pending
pricrity
Replication Tupe: Pull Puzh Routing cost: 1
Files/Directonies to [all if hone specified]
Feplicate:
Feplication Time Limit: minutes
S| 4 “|=2|Office “[EEE

Figure 14: SMTP Mail Routing Settings

Add SMTP Routing Task to The Domino Server

The last modification to be made in the server address book is to add SMTP
mail routing to the server task. To accomplish this, select Server from the left
pane and then select All Server Documents folder in the same pane as
shown in Figure 15.

P‘giAdminislralion - Domino Administrator

File Edit “iew Create Actions Administration  Configuration  Help @ } \4& QC’)\ G
Adrmiristration administrator

People & Groups IFiIes IServer I Messaging IHepIication I Configuration l

By
Server: chichiflMA Use Directory on: ICunent Server j . Tools

/ Jj ijr\:L:nentServerDocument ] e ﬂEditSewer Deletee > Dasiffiatiern
Domain | Server A|Tille 5 @ Fegistation
Configurations ~ jade.net
Connections serverlAade_Network
Programs

External Domaiqﬂ‘etwork Inf
» 7 Messaging
g Jﬁ Feplication
¥ EI:]'] Directory
bR web
» @ Statistics & Events

» Fﬂ, Clugter

» [ Miscellaneaus

| A A “|=2 | Dffice BN

Figure 15: Adding an SMTP Routing Task to The Domino server
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In case there are multiple Domino servers, select the server where the file
SMTP.BOX resides. Double click on the server name, which should present
you with the server configuration page.

The server configuration page (see Figure 16 on page 20) now shows that
the SMTP Mail Routing Task has been added to the server server1/
Jade_Network. Click “Save” and “Close” to save the changes. This com-
pletes the configuration of the server address book.

The next step is to create the SMTP.BOX file on the Notes server to which
Internet Exchange will be connected.

Fji Server: serverl AJade_Metwork - Domino Administrator = [=]

File  Edit “iew Create Actions Section Help @ 9 \,& @C‘)\ e

Adrninistration _) Connection far: serverl... | J Server: server] Alade_Metwork, ﬂ administrator

reand Close &% Web...

SERVER: serveriflade Network

= ey
B & (W

Basicsl Security] Parts l ServerTasksl Internet F'rotoc:olsl MTAs l Miscellaneous | Transactional Logging KD

Server name: " zerverl Al ade_Metwork Server build number: Fielease 5.0.1 (In)
4

Server litle: = Adrinistrators: T Bart
Simpzond)ade_Metwork
=

L Domain hame: riat:le.netJ Routing tasks: T Mail Routing, SMTP

Mail Routing ;=1

Fully qualified Intemet hast  * serverl.jade.net 4 SMTP listener tagk; " Dizabled =]

narme:

Cluster name: Server's phone number(s]l.  © 4

Directony Assistance 54 CPU count: 1

databaze name:

Directary Catalog database 4 Operating system: windows/95 4.10 Intel

niamme on this server: Pentiurm

Optimize HTTP perfarmance ™ &dvanced [Customn Iz this a Sametime server?. T Nog =]

bazed on the following Settings] ;=

primary activity:

Server Location Information v|
This is the protected text area of the form.

| 4 % Mane] 4 *|=2| Office =T

Figure 16: Completed Configuration of The Server Address Book

Create The SMTP.BOX File to Hold Outbound Messages

Bring up the Notes client on the Notes server to which Internet Exchange will
be connected to. Go to the File menu and select Database. Next, select Cre-
ate to create a new database. A dialog box as shown in Figure 17 will appear.

In most cases, the Notes Server is Local as this will be the server where the
SMTP mail is being configured to run. The filename for Internet Mail should
be called SMTP.BOX. The template used for this database is Mail Router
Mailbox which can be selected by scrolling down through the template
options.
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Server |Local j Ok I
Title: I Cancel |
File Mame: |smtp.boz {F Help |
Encryption.. | Size Limit... |
™ Create full test indes for searching Ad!anCEd---l
Template Server... | Local
Local Docurnent Cache N

b ail Router kailbox [5.0]
HMail [R5.0)
Micrazaft Office Library (R5.0] J
Motes Lag

Motes Log Analysiz
Perzonal Address Book LI

About... | mailbox. ntf

[~ Show advanced templates W Inkerit future design changes

Figure 17: Creating SMTP.BOX For Outbound Messages

The Mail Router Mailbox is a special Notes template used to automatically
create a database that holds mail in transit to other servers or users. This
database manages and holds all outgoing Internet mail for IEMS.

Select the Mail Router Mailbox (5.0) template to create the SMTP.BOX file.
Give it a meaningful title (i.e. Internet Mailbox), which suits your system
requirements. Make sure that the database file is named SMTP.BOX and is
created in the Domino server DATA directory. Click "OK" to create the data-
base after having entered all the necessary details.

Note: When upgrading from Domino R4.x with the SMTPMTA running, it
is essential to disable SMTPMTA on the Domino server. To do
this, issue the command “tell smtpmta quit” on the Notes server
console. Next, remove SMTPMTA from SERVERTASKS in the
NOTES.INI file. Later, delete the SMTP.BOX file created by
SMTPMTA and re-create a new SMTP.BOX file as stated above.

Access Control List
People, Servers, Groups: | Show &l j User type: Person ﬂ
@ 4 Default- Aocess: Manager 7|
Basics : Si o o I¥ Greate documents
& John Doedlade Metwark ¥ Delete documents
@ LDCa|DDma!nSE[VE[S ¥ Greate persansllagents
OtherDomainServers I Cieat folderstvi
ﬁ? zerver] Aade Metwork 125ie PErOnS|IONEEAENS
Fales | |l 2tz shiared Ealders iews
I¥ |l ste Latine S it e aa erits
/ ¥ B ead ol desiments
Eﬂ |l e e el e i
Roles:
L v [MetCreator] -
v [Mettdodifier]
W Add.. Bename... Remove | v [ServerCreator]
v [Servertdodifier] -
Advanced Full name: Bart Simpson/Jade Metwork
Unsigned ok I Cancel | Help |

Figure 18: SMTP.BOX and MAIL.BOX Access Control
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Set Up Access Control For SMTP.BOX And MAIL.BOX

Every database includes an Access Control List (ACL) which Domino uses
to determine the level of access that users and servers have to a database.
The mail database SMTP must be configured with correct access permis-
sions. The ACL dialog box is in File/Database/Access Control once you have
selected your new database (SMTP.BOX). Although the names of access
levels are the same for users and servers, those assigned to users determine
the tasks that users can perform on a database while those assigned to serv-
ers determine what information within the database the servers can replicate.
Internet Exchange uses the USER.ID/SERVER.ID file to access SMTP.BOX
and MAIL.BOX files on the Domino Server. It is, therefore, very important to
setup the appropriate access for the owner of the Notes ID file. Internet
Exchange requires Manager level access with the Delete Documents flag
enabled to import/export mail. To configure, bring up the Access control set-
ting dialog box for both SMTP.BOX and MAIL.BOX files on the Notes server.
Add the owner’s name to the Access Control List, whose ID file will be used
by Internet Exchange. (See Figure 18 for details).

In this example, we have entered the user “Bart Simpson/Jade_Network”.
The requirement is that the Access be set to Manager and with the permis-
sion to Delete documents. This step is important as this will be the user that
Internet Exchange uses to control this particular mail database. Repeat the
steps for the mail database MAIL.BOX and make sure that you are editing
the access control of that particular database. The User with access control
in MAIL.BOX should be the same with access control as SMTP.BOX. In this
case, it should be server1/Jade Network. After performing all these basic
installation steps, the Domino server is ready to send mail to the Internet via
Internet Exchange.

Running IEMS On a Domino 5 Workstation

Creating the MAIL.BOX File

When installing Internet Exchange on a Notes Workstation, you will need to
repeat the steps mentioned above in order to create all the necessary set-
tings. In addition, you need to create a MAIL.BOX file on the Notes Worksta-
tion. The usage of MAIL.BOX on a Notes Workstation is for bouncing mail
generated by NOTESOUT (outbound process) directly back to the Notes mail
sender. To create a MAIL.BOX file, select File from the Notes Workstation
Menu (see Figure 19 on page 23). Go to Database and select Create. The
following dialog box will be displayed:
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Figure 19: MAIL.BOX File Creation On Notes Workstation

Select the Mail Router Mailbox (5.0) template to create this database file. The
file name must be MAIL.BOX which should be located in the DATA directory
on the Notes workstation.

Setting up the Notes connector

Make sure that all the steps mentioned above have been completed before
attempting to set up the Notes Connector. Ensure that the Notes Server
where the Internet Exchange will be connected to is up and running. Run
notessetup.exe from the Internet Exchange installation directory (default is
C:\Program Files\Ima\lnternet Exchange). A configuration screen will appear
(see Figure 20 on page 23).

Motes connector setup

Motes mail server Iserver1 Hade Metwark

User # Server D file in use IE:\Lotus\Domino\Data\sewer.id

LCheck I

IBart Simpzondlade_Metwark

Pazeword for the 1D file I

Connector administrator

Local Mates Mail D omain I

SMTP Domain Mame || vl eV e} |
) | Help | LCancel |

Figure 20: Notes Connector Setup

The fields Notes Mail Server, User/Server ID file in use, and Connector
administrator should be set up automatically and coincide with your Lotus
Domino Server or Workstation installation.

However, you will still need to specify values (see the following table) for the
following fields: “Password for the ID file”, “Local Notes Mail Domain”, and
“SMTP Domain Name”. In this case, you may supply the following values for

the said fields:
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CONNECTOR SET UP FIELDS
Notes Mail Server

User/Server ID File in Use
Password for the ID file
Connector Administrator

Local Notes Mail Domain
SMTP Domain Name

VALUES
server1/Jade_Network
bart.id

Bart Simpson/Jade_Network
Corporate

ieln

Once you have entered the password, click on the Check button. Confirma-
tion that the password entered is correct will be shown. Once verified, click
Save to save the settings in the configuration file. After completing the fields,
a screen similar to Figure 21 is shown:

Motes connector setup

MNotes mail zerver

Isenterﬂ.Jade_Nehn\tork

Pazsword for the 1D file

User / Server |D file in use IC:ILDtUS MotesiDatatbart.id

Connector administrator

Local Mates Mail D omain Icorporate

SMTP Domain Mame

|Ear1 Simpson/Jade_Metwork

Iieln - I LLaakn |

LCancel |

Figure 21: Completed Notes Connector Setup

Next, go to the Internet Exchange web administration interface for Notes con-
nector configuration. Select the Notes Connector button on the web admin-
istration interface (see Figure 22 on page 25).
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International Messagi

~ Professional Enterprise Edition

Directory | Server Controls | MTA | SMTP | Distribution List | Message Store | cc:Mail | Notes | License

Notes Connector Configure Notes Domain

fintes Bamait
‘Configuration
Schedule Notes Mail Server: serverl fJade_Network
Options
lapenese Local Mail Darmain: Jade_MNetwark
Language Suppart
Domain Mapping 1D file in use: CiLotus\Notes\Datalbartid
Mime Table
Cenfiguration Fasswaord for the 1D file: —
Peers
Mates o ASSCIL Motes administrator: Bart Simpsons/Jade_Metwark
Farm Mappings
Hotes Items Filter SMTF Domain Name: ieln |~
SMTP Box Monitar
™ Include SMTP Domain Name in addresses
Submit | Reset | Help

Figure 22: Configuring Notes Domain

In this screen, you must specify values for Notes Mail Server. In this example,
it should be server1/Jade_Network. Click on the Submit button to save the
changes. The configuration is now set and you can run the Notes/n and Note-
sOut modules from the Program menu.
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Configuration

The IEMS 7 Lotus Notes Connector is configured through the standard IEMS
web interface. For information on how to bring this up and login, please refer
to the Internet Exchange Messaging Server 7 Administrator’s Manual.
After logging in as the Administrator account, the Lotus Notes Connector set-
tings can be viewed and modified.

On the main configuration screen for the Notes Connector (Figure 23), click
on the Notes domain configurations tab. A screen to configure the Notes
Domain will appear (Figure 24).

M Tniernational Messaging As

Directory | Server Controls | MTa | sMTP | Distribution List | Message Store | cc:Mail | Notes | License

Notes Connector

MNotes Domain
Configuration

Schedule

Notes Connector

Options

Japenese
Language Support

Domain Mapping

Mime Table
configuration

Pears

Nates to ASSCII
Form Mappings

Maotes Items Filter

SMTP Box Manitor

Figure 23: Main Notes Connector Configuration Page

Notes Mail Server
The name of the Notes Server that the Notes Connector attaches itself to.

Local Mail Domain

The local Notes Mail Domain name that the Notes connector will connect to.
The Mail Domain name is created automatically in the server during the first
installation of the Notes Server.

ID file in use

The name of the ID file specified in the entry KeyFileName= of the
NOTES.INIfile. The Notes Connector uses the owner of this ID file to access
SMTP.BOX and MAIL.BOX in the Notes Server. Normally, this file is created
in the data directory of the Lotus Notes Server/Workstation during installation
process. If KeyFileName does not contain any path information, the Notes
Connector appends the data directory specified in Directory= with
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NOTES.INI as the prefix, e.g.

c:\notes\data\user.id for standard Notes Workstation Installation
c:\notes\data\server.id for standard Notes Server Installation

Password for the ID file
The password for the ID file specified above. The password appears as a row
of asterisks (****) for security reasons.

International Messaging Associates Home News Updates Support About Version 7

Directory | Server Controls | MTA | SMTP | Distribution List | Message Store | cc:Mail | Notes | License

Configure Notes Domain

fiotes Domairi
Confiaurationt
Schedule Motes Mail Server: serverl/Jade_Network
Options
Japenese Local Mail Domain: Jade_MNetwork
Language Support
Domain Mapping ID file in use: ChLotusiNotes\Dataibartid
Mime Table
Configuration Password for the 10 file: ——
Peers
Motes to ASSCIT Motes administrator: Bart Simpsons/Jade_Network.
Form Mappings
Hotes Items Filter SMTP Dornain Narme: ieln ¥
SMTP Box Manitar
[T Include SMTP Domain Name in addresses
Submit [ Reset | Help

Figure 24: Notes Domain Configuration

Notes administrator

The user name for the Notes Connector administrator. By default, the Notes
Connector uses the owner of the ID file specified above as the name of the
administrator. This is also the alias for the Internet Postmaster. All Internet
sites are required to support the Postmaster alias. When the Notes Connec-
tor (NOTESIN) receives a message addressed to Postmaster, it is sent to this
Notes user.

SMTP Domain Name

This is the domain name defined in the Foreign SMTP Domain document of
the Notes Public Address Book. Select the domain name to which the con-
nector is attached. This allows multiple SMTP servers to run on the same
Notes environment.

Include SMTP Domain Name in addresses
When this option is enabled, the selected SMTP domain name is appended
to the inbound message Internet addresses. This allows replies to be sent by
the Notes Connector if the Notes system contains more than one SMTP
domain, e.g.

user@company.com@ieln

when this option is enabled, and
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user@company.com
when this option is disabled.

Schedules

The Notes connector checks with the Notes server at regular intervals for
new messages to send from or deliver to the Notes network. These inter-vals
can be scheduled per the requirements of the site. To configure the Notes
scheduling, click on the Schedules link on the Notes Connector screen (see
Figure 7 on page 11). The Notes Connector Running Interval screen will
appear (see Figure 9 on page 13).

International ing Associates

pirectory | Server Controls | MTa | sMTp | Distribution List | Message Store | cc:mail | Notes | License

Notes Connector

fiotes Domairt
Coanfiguration

Notes connector running interval

NOTESIN interval
(minutes)
NOTESOUT interval
(minutes)

Reset || Help

F
E

Schedule
Options

Japenese
Language Support

Domain Mapping

Mime Table
Configuration

Peers

MNotes to ASSCID
Form Mappings

Notes Items Filter

SMTP Box Manitor

Figure 25: Notes Connector Running Interval

NoteslIn Interval

Defines the interval in minutes for the Notesln module to check the Notes
queue for messages waiting to be imported to the MAIL.BOX on the Notes
server.

NotesOut Interval

Defines the interval in minutes for the NotesOut module to check the
SMTP.BOX on the Notes server for messages waiting for delivery to the
Internet.

Many options can be configured for the Notes connector. To configure these,
click on the Options button on the main web configuration screen for the
Notes Connector. A new page for setting the desired options will appear (see
Figure 26 and Figure 27)
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Enable RFC1522 support =2
Encading Method QP ~

Apple Support

Figure 26: Configuring Notes Connector Options (1)

General Options

Default MIME encoding

When encoding Lotus Notes messages, NOTESOUT uses the MIME encod-
ing information configured into Internet Exchange (see “MIME Table Config-
uration” on page 37 for details). When a non-Macintosh file with an unknown
or non-existent extension is encountered, it is encoded using the default
binary encoding. For talking to MIME capable sites, base64 is preferable,
while other sites might be able to handle uuencoded files more efficiently.

30

Directory | Server Controls | MTa | sMTP | Distribution List | Message Store | cc:mail | Notes | License
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Figure 27: Configuring Notes Connector Options (2)
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Address separator
When no match is found in the Directory Server, NOTESOUT constructs a
default address by converting any spaces in the Lotus Notes address to this
separator. The allowed entries are the dot (.) and underscore (_), e.g. the
Lotus Notes address

Bill Smith/Sales
becomes either

Bill_Smith/Sales
or

Bill. Smith/Sales

If an existing separator is found in the name to be translated, this will be dou-
bled, e.g.

Bill_Smith
becomes
Bill__Smith

if the separator used is the underscore.

Return receipt header

This parameter specifies the value of the Internet “Return Receipt” header.
Using the default value of “Return-Receipt-To:”, this allows compatibility with
older versions of the UNIX Sendmail program and the Lotus SMTPLINK
product. However, there are problems involved with this approach. Sendmail
uses the header to request notification of message delivery at the transport
level, while Lotus SMTPLINK uses it to signify that the message has been
opened (and possibly read) by the recipient.

Choosing a different value will not only solve this problem but will also ensure
that the return receipt function is portable only between the Internet
Exchange Notes Connector that settled upon the same value to use.

Uuencode tag

By default, Internet Exchange generates MIME uuencode messages with x-
uue in the Content-transfer-encoding header. However, it is reported that
some email agents require x-uuencode in the header instead. Use this entry
to change the name of the uuencode header.

MIME preambile file

MIME messages contain an optional MIME preamble area, where a short
message useful to non-MIME gateways and user agents can be stored. This
section resides between the RFC-822 headers and the first MIME body part.
If this option is set to point to an existing file, the contents of this file will be
used as the MIME preamble in outgoing messages. If this option is disabled
or set to a nonexistent file, no preamble is used.
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Bounce sender

When a message is bounced (sent back to the message originator), the user
defined in this field receives a bounced notification generated by the MTA to
warn of undeliverable mail; a copy of the message is included in the notifica-
tion. The default of Postmaster is highly recommended.

RFC822 Header placement
Specifies where to place the RFC-822 headers in the Notes mail body.
Applies only if the option Include RFC822 Headers is enabled.

Tab expansion

The number of spaces used to replace a single tab. For example, if this
parameter is configured to 8, eight spaces will be used instead of a tab for all
incoming text messages. A value of zero indicates no tab expansion.

Inbound Apple Files
Keep as AppleSingle — inbound Macintosh file attachments will be kept as
AppleSingle format after decoding.

Extract data fork — only the data fork of the Macintosh file attachment will be
used after decoding.

Convert to MacBinary — the decoded MAC MIME file attachment will be con-
verted to MacBinary Il format before it is exported to the Notes server.

Enable RFC1522 support

When this option is enabled, NOTESOUT encodes any message headers
containing non-ASCII text as defined by RFC 1522 (MIME part Il, Message
Header Extensions for Non-ASCII Text).

Encoding method

This option allows the administrator to choose between Quoted-printable or
Base 64 for encoding non-ASCII characters in headers. It is suggested to use
Quoted-printable if the gateway is to handle European characters, while
Base 64 should be used on Japanese or any double-byte character set envi-
ronments.

Miscellaneous

Warning if empty message
This option is for the cc:Mail Connector only.

Try reverse separator

This option allows both address separators (dot/underscore) to be tried with
incoming addresses during default address translation. This is useful if the
local site changes its preferred separator and still wishes addresses with the
old separator to be valid.

Note: The default address translation is performed when there is no

entry for the given Notes user in the IEMS Directory, and an unlim-
ited Notes Connector license is installed.
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Include RFC822 headers

In normal operation, Internet Exchange discards RFC-822 headers after they
have been processed. This option allows such headers to be added to incom-
ing messages as pop-up text in the Notes mail body.

Include MIME headers

In normal operation, Internet Exchange discards MIME bodypart headers
after they have been processed. All MIME headers can be included by acti-
vating this option. This is not normally required, but it can be useful if the
incoming message type cannot be identified. A pop-up text will be added for
each MIME bodypart in the Notes mail body.

Use Reply-to headers

This option makes use of the Reply-to: field by copying it to the From: field on
all incoming mail. Otherwise this information is lost, as Notes has no concept
of Reply-to: fields. The use of this option will result in the loss of the original
From: field, if this field is different from the Reply-to: field.

Use Resent-from headers

In earlier versions of Internet Exchange, if an Internet Resent-From: header
was present on the incoming message, its value was used for the Lotus
Notes From: field instead of the one in the Internet message From: header.
This option supports this function, allowing messages forwarded through
some UNIX mailers like Pine to be turned on or off as needed. The use of this
option will result in the loss of the original From: field, if this field is different
from the Resent-from: field.

Use host name in addresses
Setting this option configures outgoing mail to the form

user@host.domain

where 'host' is the local Internet host name, and 'domain’ is the local Internet
domain name of the gateway. Some sites however prefer to hide the local
host name, sending all mail out with the address form

user@domain

If this is required, this option should be turned off. In addition, the local
domain should be added to the alternate host name/domain list. This ensures
that incoming mail of this form is recognized as local. All MX records for this
domain should be forwarded to Internet Exchange.

Include certifier name

If there no address mapping for outbound Notes addresses is found in the
Directory Server, default mapping will be used. If the certifier name is not
required for the Internet address, this option should be turned off, e.g.

certifier name included : John_Smith/Sales/Jade@)jade.net
certifier name not included: John_Smith@jade.net

Include Notes mail names in addresses
Enabling this option includes Lotus Notes names in the comment part of out-
going Internet addresses, e.g.
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Jonathan_Smith@yjade.net (Jonathan Smith)

Permit users to send by default

If send permission is not enabled for a user in the Alias Database and Direc-
tory Database, this option determines whether the user can send messages
to the Internet.

Note: This option is available only if an unlimited Notes Connector
license is installed.

Permit users to receive by default
If receive permission is not set for a user in the alias database, this option
determines whether that user can receive messages from the Internet.

Note: This option is available only if an unlimited Notes Connector
license is installed.

Copy bounces to postmaster

By enabling this option, copies of all bounced messages are automatically
sent to the local postmaster. This is useful in monitoring the connector for
problems.

Japanese To configure the options for Japanese language support, click on the Japa-
Language nese Language Support button on the main web configuration screen for the
Support Notes Connector. The following screen will appear:

International Messaging Associates Home News Updates Support About Version 7

rver 7
Professional Enterprise Edition

Directory | Server Controls | MTa | SMTP | Distribution List | Message Store | cc:Mail | Notes | License

Japanese Language Support

fltes tommain

‘Confiqurations Disable Shift)IS to JIS conversion in message headers 7
Schedule Scanning JIS characters in mail bady -

Repair damaged JIS characters in mail body -

Repair damaged JIS characters in mail headers r

Japenase Replace non-Shift-JIS ar half width Katakana with:
Language Support

Options

Domain Mapping

Mime Table Submit | Reset | Help

Configuration

Peers

MNotes ta ASSCIT
Form Mappings

Notes [tems Filter

SMTP Box Monitor

Figure 28: Configuring Japanese Language Support

Disable Shift-JIS to JIS conversion in message headers

The conversion between Shift-JIS and 1SO-2022-JP also affects message
headers. Should this cause problems, it is possible to disable the bidirec-
tional conversion between 8-bit JIS and 7-bit JIS character sets in message
headers by activating this option. The conversion then takes place by default.
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Scanning JIS characters in mail body

Enabling this option prompts the message text to be converted from 7-bit JIS
to Shift-JIS before being exported to Notes. The default is Enabled if the local
character set is ISO-2022-JP, and Disabled for other character sets.

Repair damaged JIS characters in mail body

If this option is enabled, the connector (NOTESIN) attempts to recover JIS
messages without Escape characters (ESC, ASCII code 27 — some mail
transport agents filter them out). This feature uses heuristic criteria, and
might produce incorrect results in certain cases. The default is Enabled if the
local character set is ISO-2022-JP.

Repair damaged JIS characters in mail headers

If the escape characters in a message have been removed by other mail rout-
ers or MTA's, Notes Connector (NOTESIN) can attempt a recovery of JIS
characters without ESC characters. By default, the automatic recovery of
ISO-2022-JP escape sequences that lacks the escape character will not be
attempted.

Replace non-Shift-JIS or half width Katakana

This parameter defines a string (e.g. invalid character mark) with which to
replace any non Shift-JIS or half-width Katakana characters that the Notes
Connector fails to identify during outbound message conversions. If the field
is left empty, the gateway copies the original message content to the out-
bound message.

The database (LNPOD.BTR) stores mappings between Lotus Notes Hierar-
chical certifier names and Internet subdomains. The use of such mappings
allows cleaner Internet addresses.

To configure the options for domain mapping, click on the Domain mapping
button on the main web configuration screen for the Notes Connector. The
following screen will appear:
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Figure 29: Configuring Notes Domain Mapping

Creating new domain mappings

To create a new domain mapping, click on the New button. A new screen for
creating new domain mappings will appear (see Figure 30).

Enter the hierarchical certifier name (e.g. ima) and the Internet domain name
(e.g. cuenca.ima.com) in the fields provided. Then click on the Add button to
save the new mapping.

The mappings are displayed in a table form. Each row contains the name of
the certifier and the corresponding Internet domain name. At the end of each
row, two buttons namely Edit and Delete are displayed (see Figure 29). In the
beginning of each row, the number order shows the position of each record
in the database. It is possible that two certifiers are mapped to the same Inter-
net domain name. If this is the case, the Notes connector uses the first entry
(a smaller order number) for address mapping.

Tniemational Messaging Associates Flome News Updates SUppOTt ADOUT Version 7
—InternetExel erver

Professional Enterprise Edition ;

Directory | Server Controls | MTA | SMTP | Distribution List | Message Store | cc:Mail | Notes | License
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Figure 30: Creating New Domain Mapping
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Swapping domain mappings

You can change the ordering by putting the two order numbers in Begin and
End box respectively. After that, you need to click the Swap button. The new
order will then be updated and showed on the screen. Internet Exchange
automatically uses the first mapping on the list in case two Notes certifiers
are mapped to a single Internet domain.

With this feature, the machine running IEMS can be known by several
FQDNSs. All messages addressed to users at hosts included in the mappings
table are considered local when received by the Notes Connector and are
immediately sent to the Notes environment.

Editing domain mapping
To edit an existing record, click the Edit button for that particular domain map-

ping (see Figure 29). A Web-based interface for changing domain mapping
properties will then appear.

Deleting domain mappings

To remove an existing record, click the Delete button for that particular
domain mapping (see Figure 29). It will then be removed from the database.

When Notes users send messages containing attachments to recipients on
the Internet, it is necessary to encode the message and attachments accord-
ing to the MIME standard. The MIME standard provides a framework for both
the encapsulations of attachments within a single message, as well as the
encoding of these attachments.

The Notes Connectors gives the system administrator full control over how
file attachments are encoded for messages originating within Notes. An inter-
nal database (MAGIC.BTR) is used to provide the mapping between DOS file
extensions and MIME content type/subtype and encoding methods. Informa-
tion is also maintained for communicating with Macintosh computers.

To configure the MIME options, click on the MIME table configurations button
on the main web configuration screen for the Notes Connector. The following
screen will appear:
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Figure 31: Configuring MIME Table

The MIME configuration screen allows the administrator to modify the man-
ner in which the connector handles specific file types and extends its abilities
by adding new file types. Internet Exchange comes with the standard set of
MIME types and subtypes as defined by the Internet Assigned Numbers
Authority (IANA) pursuant to RFC-1590 (Media Type Registration Proce-
dure). This set, which is periodically updated, is available at:

ftp.//ftp.isi.edu/in-notes/iana/assignments/media-types/media-types

The front end of the MIME table configuration shows a list of available file
extensions that are stored in the database file. You can select any one of the
entry and click the Show button to display the associated attributes including
the content type and sub-type, content descriptions, and encoding methods
(see Figure 32). For Macintosh’s users, you can also define the MAC Finder
(Type and Creator) values there. Notice that the Type and Creator values are
case sensitive. If you see “--—--“ in Type and/or Creator field, it means that
these two values are not used.
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Figure 32: Configuring MIME Table - 2
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To create a new mapping, click on the New button on the MIME Table Con-
figuration Page. The same configuration screen as Figure 32 but with blank
fields will be displayed. To modify an existing record, select the file extension
and click the Edit button. You can then change all the attributes except the
file extension. Select an entry and click Delete to remove that mapping from
the database.

Please see the “Peer Domain Configuration” section in the Preprocessor
chapter of the Internet Exchange Messaging Server 7 Administrator’s
Manual for details on how to configure Peer Domains.

All Notes mail documents are composed of two parts: the FORM note and
the DATA note. The FORM note contains the definition of each field in the
mail document. These fields can be static text, images, or binary attach-
ments. However, all of these fields are stored as binary information under the
Lotus Notes environment. As a result, the Notes connector requires the form
templates so that the NOTESOUT can export the information to the right
fields in a pre-defined format in the Internet email message.

The database (FORMS.BTR) resides under the FORMS subdirectory of
Internet Exchange Installation stores the mappings of the Notes Form tem-
plate name and the corresponding ASCII form file (with extension .FRM). The
following screen allows configuration of this database.

International Messaging Assos

 Server
—Professional Enterprise Edition

Directory | Server Controls | MTA | SMTP | Distribution List | Message Store | cc:Mail | Notes | License

Notes mail form templates

iNotes Domairy
Confiquration Delivery Report &
Schedule tema
MNondelivery Report
Options Phone Message
Reply
Reply with History x|

Japenese
Language Support

Domain Mapping Show M‘ﬂl Delete | Help

Mime Table
configuration

Peers

Motes to ASSCIT
Farm Mappings

Maotes Items Filter

SMTP Box Manitor

Figure 33: Notes Mail Form Template

On the screen, a list of available Notes mail form name stored in the database
is shown. You can click the Show button to display the corresponding ASCII
form name. Press the new button New to create a new record or select a
Notes form name from the list and click Edit to modify the settings (Figure
33).To remove an existing entry, highlight that particular entry and click on the
Delete button to remove that form template from the database.
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Figure 34: Notes Mail Form Template

When there is no mapping of a Notes form to any ASCII form templates avail-
able in the system, NOTESOUT uses the generic field export functions to
convert the outbound mail body. A database (ITEMS.BTR) residing under the
FORMS subdirectory of the connector installation is used. The screen below
allows configuration of this database file.

International Messaging Associales Home News Updates Support About Version 7
= TV

Directory | Server Controls | MTa | sMTP | Distribution List | Message Store | cc:Mail | Notes | License
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Japenese
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Form Mappings

Motes Items Filter

SMTP Box Monitor

Figure 35: Notes ltems Filter

The screen displays all the Notes item names that NOTESOUT should not
export in outbound messages. To create a new entry, click on the New button
and a screen configuring which Notes fields should not be exported will
appear (see Figure 36). To remove an existing record from the database,
select the name of that entry in the list box and click on the Delete button.
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Figure 36: Notes Items Filter

Messages sent by Notes users are stored in the SMTP.BOX queue before
being picked up by Internet Exchange. To check the status of this queue,
select the Internet PO Queue Status button on the left menu frame. This
brings up the SMTP.BOX Queue Monitor screen (see Figure 37 on page 41).

International Messaging Associales

erver — .
~ Professional Enterprise Edition ;

Directory | Server Controls | MTA | SMTP | Distribution List | Message Store | cc:Mail | Notes | License

Notes Connector

Fiotes Domairt
Configuration

SMTP.BOX queue monitor
on lavender/Jade_Network

Sehedle Nurber of pending mail(s): 1
Options |me |Date |S|ze \F\'Empwent(s)
Japenese

r |Ram\ru Belialba/Jade_Network |Apr 08 02:20 |544 ‘Ean Simpsons@ima.com
Language Support

'To bounce, select only one message, input the bounce reason and click "Bounce"

'To delete, select one or multiple messages and click "Delete”
Bounce Delete

Domain Mapping

Mime Table
configuration

Bounce reason

Peers

Hel|
Motes ko ASSCIT il

Form Mappings
Motes Ikems Filter

SMTP Boxz Monitar

Figure 37: SMTP.BOX Queue Monitor

This screen displays the messages present in the Notes SMTP.BOX awaiting
delivery to the Internet. The message sender, time of submission, message
size, and recipient addresses are displayed for each message.

For each message in the queue, the administrator has the added option of
bouncing or deleting the message. The act of “bouncing” a message effec-
tively sends the message back to the message sender and terminates any
further routing of the message. This can be useful in situations where the
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administrator detects a message in the queue that was accidentally sent, or
otherwise should not be present.

To bounce a message or messages, simply select the appropriate mes-
sage(s), enter an optional reason for the bounce (text that will be sent back
to the sender), and then click the Bounce button. To delete messages from
the queue, select the appropriate message(s) for deletion, and then click the
Delete button.
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The ever-decreasing gap between corporate Intranets and the global Internet
has opened the door to seamless electronic communication. Using open,
Internet-based standards, corporate users can now exploit the richness of
the Internet to communicate with other users within their company as well as
customers, partners, and suppliers all over the world. These standards
enable the formation of a rich set of messaging, directory, and collaboration
services that work inside and outside the company. To seize this growing
business opportunity, companies need to move from legacy messaging sys-
tems to systems based on such standards. Among these are:

»  Simple Mail Transfer Protocol (SMTP)

*  Multipurpose Internet Mail Extensions (MIME)

* Internet Message Access Protocol version 4 (IMAP4)
+ Batch SMTP (BSMTP)

» Lightweight Directory Access Protocol (LDAP)

» Post Office Protocol version 3 (POP3)

Moving from legacy systems to open, Internet-based systems means migrat-
ing a variety of information, which includes the following:

* Messages

* Attachments

* Folders and folder hierarchy
« Distribution lists

* Private address books

* Archives and bulletin boards
* Address book / directory

During the migration period users typically need to access information in both
the legacy systems as well as the new open systems. To make migration as
simple as possible IMA has incorporated several migration tools into the
Internet Exchange Messaging Server 7 (IEMS). These tools assist IT man-
agers in migrating existing Lotus Notes customers to the IEMS open messag-
ing environment. Two main migration tools are employed: the Notes Address
Book Converter and the Notes Mailbox Converter.

NOTE: Before running the Notes Mailbox Converter, run the Notes
Address Book Converter first to ensure proper mailbox conver-
sion.
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The Notes Address Book Converter converts the address book information
from the Notes environment to a format supported by the IEMS Directory
Server. For Notes environments that have thousands of users, defining each
user in the IEMS Directory creates a big administrative burden. The Notes
Address Book Converter provides the system administrator with a means for
defining Notes users in the Directory Server without the hassles commonly
associated with such a task. It is designed to perform the following functions:

+ Map Notes mail user addresses to Internet-style email addresses.
* Register and create new local mailbox users
* Assign an initial password for each local mailbox user

The Notes Address Book Converter allows migration of Notes users to the
Internet Exchange mailbox. A user interface enables the system administra-
tor select one or all users in the Notes mail server and create corresponding
entries for these users in the IEMS Directory and local mailbox simulta-
neously. The system administrator can then run the Notes Mailbox Converter
to replicate messages intended for Notes users in the local mailbox. These
users can access the local mailbox via IMAP4- or POP3-capable mail clients.

Aside from providing system administrators with a tool for moving address
book information to the IEMS Directory and migrating Notes users to the
Internet Exchange mailbox, the Notes Address Book Converter also enables
existing Internet Exchange 3.x users to reuse the User Alias Database (SMT-
PADR.BTR) and Domain Database (SMTPPOD.BTR). Once the entries in
these database are stored successfully in the Directory Server, all address
mappings are carried out using the user’s record as seen in the IEMS Direc-

tory.

System Requirements

To run the Notes Address Book Converter, the following IEMS 7 modules
must first be installed:

* Internet Exchange Directory Server
* Internet Exchange Message Store
* Lotus Notes Server and Public Address Book (PAB)

For the proper installation and setup of the above modules, refer to the Inter-
net Exchange Messaging Server 7 Installation Guide, and the Internet
Exchange Messaging Server 7 Administrator’s Manual.

Running the Notes Address Book Converter

To run the Notes Address Book Converter, go to the Internet Exchange 7
start-up programs menu and place your pointer over the Notes Connector
icon. The icons for the various Notes Connector components will appear.
Click on the Notes Users Migration icon to view the following screen:
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Welcome

Wwelcome to the Lotus Motes address book converter.

The Lotus Notes Address Book Converter enables the
syztemn administrator to convert Notes addresses into
Internet-style email addreszes via zimple user
interfaces bazed on prezelected options.

To continue with the migration process, click on the
Mext button below.

Cancel I Help

Figure 38: Welcome Page

Click on the Next button. A new screen for entering information required by
the Internet Exchange Directory Server, Message Store Server, and Mail
Delivery Agent Server will appear (see Figure 39).

Checking...

— Internet Exchange Directory Server

Host name Ilavender.testlab.net

Port number IBBS

User name  |roat

Pazzword I"

— Internet Exchange Message Store Server

Host name Ilocalhost

Port number |4DD1

— Intermet Exchange Mail Delivery Agent Server

Host name ILocaIH ost

Paort number |4DDD

Cancel | Help |

Figure 39: IEMS Directory and Message Store Servers
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Internet Exchange Directory Server

The following parameters are required by the Notes Address Book Converter
to ensure successful address conversion:

Host Name

The TCP/IP host name of the machine that runs the Internet Exchange Direc-
tory Server. If the Directory Server and the Notes Address Book Converter
are running on the same machine, you may specify “LocalHost” in this field.

Port Number

By default, LDAP uses TCP/IP port 389 to listen for incoming connection
requests. For security purposes, some sites may want to change this value.
Enter the desired port number in this field.

User Name
The name of the user who wants to log in to the Internet Exchange Directory
Server.

Password
The password to be provided by the user who wants to log in to the Internet
Exchange Directory Server.

Internet Exchange Message Store Server

The following parameters are required by the Notes Address Book Converter
to ensure successful address conversion:

Host Name

The host name of the machine that runs the Internet Exchange Message
Store. If the Message Store Server and the Notes Address Book Converter
are running on the same machine, you may specify “LocalHost” in this field.

Port Number
The TCP/IP port that the Message Store Server listens on. By default, the
value for this field is 8000.

Root Directory
The directory where all local user mailboxes are created and stored.

After you have entered all information needed by the Notes Address Con-
verter to connect to the Internet Exchange Directory Server and Message
Store, click on the Next button. A new screen that will enable the Notes
Address Book Converter to access the Lotus Notes PAB will appear (see Fig-
ure 40).
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Lotus Notes settings

Llzer name: IElan SimpsoniJade_Metwork

Password: I ””””””” 1

Default Internet Domain Name

Thiz Internet domain name is wsed by
default when constructing Intermet address
for each Motes mail user

jadenet

< Back I Mext » I Cancel | Help

Figure 40: Lotus Notes Settings

Lotus Notes Settings

The following Notes environment parameters are required by the Notes
Address Book Converter to ensure successful address conversion:

User name
The name of the user specified in the KeyFileName entry in the NOTES.INI
file.

Password
The password needed to access the PAB in the Lotus Notes Server.

Default Internet Domain Name

This is the domain name that will be used by the new Internet-style email
address after the conversion process. The Notes Address Book Converter
converts the Notes user name to the local part of the Internet email address
(RFC-822 format). Thus, it needs to assign an Internet domain name to the
new address. For example, if you enter ima.com in this field for a user named
Jim Morisson whose email address in the Notes PAB is Jim Morisson/
Sales@Sales, his email address after conversion will become
Jim_morisson@ima.com.

After you have entered all information needed by the Notes Address Con-
verter to connect to the PAB, click on the Next button. A new screen for
selecting Notes users to be migrated will appear (see Figure 41 on page 48).
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People list
| Lzer name | b ail address |
¥ Cool papadltA Cool papa/IMAdEtestlab. net
# o Jen Mates/IMA Jen Motes/IMAGtestlab.net
® o MioJen/la Mio JensMaisitestlab. net
¥ Mio Motes/IMa Mio M otes/IMAGestab. net
Ramiro Belialba/Iba Rarmiro BelialbastMAEtestiab. net
fico punoslbda Tico punod| MAGEestab. net
sharon stone/IMA sharon stone/IMAtestlab.net
Select all Un-zelect all

< Back I Mext » I Cancel | Help |

Figure 41: Lotus Notes Users’ List

Notes Users’ List

To convert all entries in the Notes PAB to Internet-style email addresses,
click on the Select all button. To select individual entries, move the mouse
pointer at the beginning of each name that you want to convert. Then click
the left button to select/unselect the entry. After selecting the entries to be
converted, click on the Next button to go to the next screen (see Figure 42 on

page 48).
Address conversion rules [ X]
(R Firsthlame: L astN ame

Separator IUnderScore v vl

— Domain part mapping
Hierarchical certifier | Internet domair
il | B
Add Dekte |

< Back I Mext > I Cancel | Help

Figure 42: Addressing Rules Definitions
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Address Conversion Rules

This screen provides the system administrator with a tool for implementing
address conversion rules for the Notes users to be migrated.

Local part
This refers to the string before the “@” sign used in Internet email addresses.
If the address is jim_morisson@ima.com, the local part is jim_morisson.

The Notes Address Book Converter converts the Notes user name based on
the rules defined by the system administrator in this field. There are nine for-
mats for the system administrator to choose from:

* FirstName LastName

e FirstName MI LastName
 Fl LastName

* FI Ml LastName

* LastName FirstName

* LastName FirstName Ml
* LastName FI

e LastName FI MI

e FirstName LI

Separator

The separator is used to replace any space in the Notes user name. This is
required because the space character (ASCII code 32) is an invalid character
in Internet email addresses. There are three options to choose from: Dot,
UnderScore or No Separator.

Domain part

This field is for defining the hierarchical certifier-to-Internet subdomain map-
ping. The subdomain mapping is used to construct the domain part of Inter-
net email addresses. When no mapping is found for a particular Notes server,
the default Internet domain name will be used. To add a new hierarchical cer-
tifier-to-Internet subdomain mapping, click on the Add button. A dialog box for
creating a new mapping will appear (see Figure 43). Enter the hierarchical
certifier and the Internet domain in the textboxes provided then click on the
OK button to save the new mapping.

After selecting the address conversion rules desired, click on the Next button
to go to the next screen (see Figure 44 on page 50).

Ao nowmopping |

Hierarchical certifier I"'IE ngr/Bart

Iterriet Diarmnain Iengr.iade.net

Cancel |

Figure 43: Pop-up Box for Creating New Mappings

INTERNET EXCHANGE MESSAGING SERVER 7 LOTUS NOTES CONNECTOR 49



CHAPTER 4

MIGRATION TooOLS

NoTES ADDRESS BOOK CONVERTER

50

Upgrade from Internet Exchange 3.x

If you are upgrading from Intemet Exchange version 3.2, the
comversion tool can reuse the Birieve databases for address
conversion. The rules you have setin the last page will be applied
when there iz no mapping can be found from the Blrieve

— Blrieve database
¥ se pliaz database [ SMTPADR.BTR |

Locatian: Ic::\ienotes\queue\smtpadr.btr

¥ lse Domain databaze [ SMTPPOD.ETR )

Location: IC:\ienotes\queue\smtppod.btr

Mest » I Canicel | Help

Figure 44: Reusing Btrieve Databases

Upgrade from Internet Exchange 3.x

The Notes Address Book Converter is programmed to detect of you have
Internet Exchange 3.x installed on your machine. If Internet Exchange 3.x is
detected, the converter checks for the alias database and domain database
files and displays the names and locations of these files. If you do not want
to reuse any of those databases in IEMS 7, uncheck the appropriate boxes.
Then click on the Next button to view the results of the conversion process
(see Figure 45).

Result

Mame | Motes addiess | Intemet address | |
Cool papa Cool papa/lMa@tes..  cool_papal@testlab.net [
Jen Motes Jen Motes/IMAGes..  jen_notesi@testlab.net |
MioJen Mia Jen/Ik. tla... mio_jeni@testlab.net !
Mio Motes Mio Motes/AMAGEes...  mio_notes@testiab.net
Ramiro Beliglba Ramiro BelialbadMa...  mio@chichi testlab.net
fico puno fico punoslMaEtestl..  rico_punol@testlab.net

sharon stone sharon stone/MAdt..  sharon_stonel@testlab. net

< | ol
V¥ Create local mailboxes Pazzword length Ig Yiew [og |

Click the Mext' button to upload the addresses to the directony server.
Mote: You need to use the Directony WEB interface to modify the user addresses
aftenyard.

< Back Cancel I Help |

Figure 45: Address Book conversion result
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Address Book Conversion Result

The next screen displays the names of the users whose Notes addresses
have been successfully converted. It also displays their respective Notes and
Internet-style email addresses. The interface also provides the system
administrator with options to create local mailboxes and specify the password
length for the users.

Create local mailboxes

If you check this option, the Address Book Converter will create local mail-
boxes for the selected users in the local mailbox server. Otherwise, the users
will only be registered in the Directory Server.

Password length

This box allows the system administrator to specify the length of the pass-
word that will be used by the users to access the local mailbox system. By
default, a random password based on the Notes user name is created auto-
matically when registering a Notes user in the local mailbox system. The
password length can vary from one to 16 characters.

Click on the Next button. A dialog box asking for confirmation to upload the
selected user and related information to the Internet Exchange Directory
Server will appear (see Figure 46). Click on the Yes button to upload the
information to the Directory Server.

Motes Address book convertor

Are pou sure to upload the data to the Directory server?

No | Cancel |

Figure 46: Upload Selected Users Confirmation

After clicking on the Yes button, a new dialog box will appear (see Figure 47
on page 52), which provides the system administrator with the option to read
the log file. Click on the Yes button to view the log file (see Figure 48 on page
52). Clicking on the NO button will invoke another screen for completing/can-
celing the conversion process. To complete the conversion, click on the Fin-
ish button. This screen also provides the system administrator to view the
address book conversion log file.
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M ame | Motes addiezz | Intermet addrezs | |
Cool papa Cool papa/lMAd@ites..  cool_papal@testlab.net [
Jen Motes Jen Motes/IMAGes..  jen_notes@testlab.net

MioJen Mic Jen/l. Hla...  mio_jenistestlab.net

Mio Motes Mio Motes/AMAEes..  mio_notes@testiab.net

Ramiro Belialba  Ramiro BelialbaAMa...  mio@chichi testlab.net

fico puno fico puno/lMAEtest..  rico_punol@testlab.net

sharon stone  sharon stone/IMAE...  sharon stone{@testlab.net !

Lotus Motes address book convertor E

The entriez had been updated to the Directorny server

1 | Do you wart ta read the log file? _’I
No Jiewlog |

v LCreate |

Click the Mext' button to upload the addresses to the directory server.
Mote; You need to use the Directony WEB interface to modify the user addresses
aftensard.

Finizh I Cancel I Help |

Figure 47: Pop-up Box for Viewing Log File

E addrbkin_log - Hotepad [_ (O] %]
File Edit Search Help
Mon Feb B4 17:23:37 =]
Hon Feb 8% 17:23:37 Notes address book conversion started
Hon Feb 84 17:23:39 Added Cool papa [Cool papa/IMARtestlab.net]
[cool_papa@testlab.net] [Password=751D99A1] to the Directory server
Hon Feb B4 17:23:48 Added Jen Hotes [Jen Hotes/IMARtestlab.net]
[jen_notes@testlab.net] [Password=817EA2FD] to the Directory server
Hon Feb 84 17:23:1 Added Mio Jen [Mio Jen/IMARtestlab.net]
[mio_jen@testlab.net] [Password=3A318D093] to the Directory server
Hon Feb 84 17:23:1 Added Mio Notes [Mio Hotes/IMARtestlab.net]
[mio_notes@testlab.net] [Password=F4191925] to the Directory server
HMon Feb 84 17:23:43 Added Ramiro Belialba [Ramiro Belialba/IMAGtestlab.net]
[mioRchichi.testlab.net] [Password=ECD?3526] to the Directory server
Hon Feb B4 17:23:44 Added rico puno [rico puno/IHABtestlab.net]
[rico_puno@testlab.net] [Password=CC4A4T7A5] to the Directory server
Hon Feb B4 17:23:44 Added sharon stone [sharon stone/IMARtestlab.net]
[sharon_stone@testlab.net] [Password=37841B65] to the Directory server
Mon Feb B4 17:23:4%4 Notes address book conversion finished
Hon Feb 8% 17:23:4%

H

Figure 48: Address Conversion Log File

Address Book Conversion Log File

If there were any errors encountered during the conversion process, these
errors will be indicated in log file. It is important to save this log file in a secure
location if you have enabled the Create local mailboxes option since it con-
tains user passwords for logging to the Message Store via IMAP4- and/or
POP3-capable clients. The system administrator will provide each user with
the password for his/her local mailbox.
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Notes
Mailbox
Converter

The Internet Exchange Notes Mailbox Converter is a tool for migrating Lotus
Notes users to the Internet Exchange local mailbox system. It is designed to
move existing mailboxes and folders (as well as the messages they contain)
from the Notes local environment to the Internet Exchange Message Store.

System Requirements

To run the Notes Address Book Converter, the following IEMS 7 modules/
software must first be installed:

* Internet Exchange Directory Server

* Internet Exchange Message Store

* Internet Exchange Message Delivery Agent Server
* Notes Address Book Converter

* Notes users’ mailbox file

* Notes C++ API Interface 2.0

For the proper installation and setup of the above modules, refer to the Inter-
net Exchange Messaging Server 7 Installation Guide and the Internet
Exchange Messaging Server 7 Administrator’s Manual.

NOTE: It is extremely important to run the Notes Address Book Converter
first before running the Notes Mailbox Converter. Otherwise, there
will be no address mapping stored in the Directory Server and the
Mailbox Converter will only apply default address mapping on the
Notes address during mailbox conversion.

Running the Notes Mailbox Converter

To run the Notes Mailbox Converter, go to the Internet Exchange 7 start-up
programs menu and place your pointer over the Notes Connector icon. The
icons for the various Notes Connector components will appear. Click on the
Notes Mailboxes Migration icon to view the following screen:
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Welcome to the Lotus Maotes mailbox converter.

The Lotus Notes mailbox Corverter enables the
systemn administrator ko move Lotus Motes

mailboxes folders to the Internet Exchange 4 Meszage
Store via simple uzer interfaces bazed on preselected

Ta continue with the migration process, click on the
Mext button below.

< Back Cancel | Help

Figure 49: Welcome Page

Click on the Next button. A new screen for entering information required by
the Internet Exchange Directory Server, Message Store Server, and Mail
Delivery Agent Server will appear.

Internet Exchange Directory Server

The following parameters are required by the Notes Mailbox Converter to
ensure successful address conversion (see Figure 50 on page 55).

Host Name

The TCP/IP host name of the machine that runs the Internet Exchange Direc-
tory Server. If the Directory Server and the Notes Mailbox Converter are run-
ning on the same machine, you may specify “LocalHost” in this field.

Port Number

By default, LDAP uses TCP/IP port 389 to listen for incoming connection
requests. For security purposes, some sites may want to change this value.
Enter the desired port number in this field.

User Name
The name of the user who will log in to the Internet Exchange Directory
Server.

Password

The password to be provided by the user who will log in to the Internet
Exchange Directory Server.
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Checking. ..

|
| — Internet Exchange Directory Server

Host name IIavender.testIab.net

Port number |389

User name  [root

Pazaward

1

— Intermet Exchange Message Store Server

Host name Ilocalhost

Port number {4001

:

— Intermet Exchange Mail Delivery Agent Server

Host name ILDcaIH ost

Port number {4000

:

< Back Cancel | Help |

Figure 50: IEMS Directory, Message Store and Mail Delivery Agent Servers

Internet Exchange Message Store Server

The following parameters are required by the Notes Mailbox Converter to
ensure successful address conversion (see Figure 50):

Host Name

The host name of the machine that runs the Internet Exchange Message
Store. If the Message Store Server and the Notes Mailbox Converter are run-
ning on the same machine, you may specify “LocalHost” in this field.

Port Number
The TCP/IP port that the Message Store Server listens on. By default, the
value for this field is 8000.

Root Directory
The directory where all local user mailboxes are created and stored.

Internet Exchange Mail Delivery Agent Server

The following parameters are required by the Notes Mailbox Converter to
ensure successful address conversion (see Figure 50):

Host name

The TCP/IP host name of the machine that runs the Internet Exchange Mail
Delivery Agent Server. If the Mail Delivery Agent Server resides on the same
machine, you can specify “LocalHost” in this field.
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Port Number
The TCP port number that the Internet Exchange Mail Delivery Agent Server
listens to. By default, the port number is 4000.

After you have entered all information needed by the Notes Mailbox Con-
verter to connect to the Internet Exchange Directory Server, Message Store
Server, and Mail Delivery Agent Server, click on the Next button. A new
screen for specifying the location of NOTES.INI file will appear.

Hotes_INI location

|
‘ By default, the migration tool uses the Maotes. IMNI file in

the WINDOWS directary. You can specify the new
location of the Motes.INI file below. This Motes. IMI file
will be uzed throughout the migration process.

IE:\WINN Thnates.ini

Cancel | Help |

Figure 51: Notes.INI File Path Specification

If you plan to run the Notes Mailbox Converter on a user workstation, it is pos-
sible that machine is being shared by several Notes users. In this case, each
user has his/her own copy of the NOTES.INI file.

The Notes.INI location screen (see Figure 51 on page 56) enables the sys-
tem administrator specify the location of NOTES.INI file for a certain user, in
case that the initialization file for that user contains special settings. By
default, the NOTES.INI file under the Windows directory is used. Click on the
Next button to continue.
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Select migration mode

" Batch mode

Batch file

< Back I Hext » I Cancel | Help |

Figure 52: Mailbox Migration Mode Selection

Select Migration Mode

The system administrator is provided with two options for migrating Notes
users’ mailboxes/folders to the Message Store (see Figure 52 on page 57).
These are the single user and multiuser modes.

Single user mode migration
In the single user mode, the Notes Mailbox Converter converts a single Notes
user mailbox at a time.

Batch file migration

If this conversion mode is selected, the Notes Mailbox Converter converts
several Notes user mailboxes simultaneously using a batch file that contains
the appropriate conversion commands.

NOTE: /t is recommended that you familiarize yourself first with the func-
tions of the Notes Mailbox Converter by using the single user
mode. When your are already familiar with the converter’s opera-
tions, you may switch to the batch file mode.

After selecting the conversion mode desired, click on the Next button.

Single User Mode

If you opted to use the single user mode, a new page for entering a user’s
Notes mailbox and local mailbox attributes will appear (see Figure 53 on
page 58).
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Single user mode
— Laotus Nate:
User name IElart Simpson/dade_Metwark
1D File IC:ILDtus\Note sDatatbartid
Ersad I xxxxxxxx
Domain |jade.net
Mail server Iserver1 IJade_Netwark

Mailho file |maimaan.nsf

— Local mailbo

User name |Elar1 Simpsonilade_MNetwork

Email address I hart_simpsong@iade.net

Lookup |

< Back Cancel I Help |

Figure 53: Connecting to The Notes Mailbox

Lotus Notes Parameters

The following parameters are required by the Notes Mailbox Converter to
continue with the conversion process.

User name
The name of the user whose mailbox will be converted as it is entered in the
Notes PAB.

ID File
This is needed by the Notes Mailbox Converter to access the mailbox file.

Password
The password for the user name. This also needed by the converter to
access the mailbox file.

Mail server
The name of the Notes mail server that holds the mailbox file to be accessed
by the converter.

Mailbox file
The Notes mailbox file that contains the mailboxes/folders to be migrated by
the converter to the Message Store.

Local mailbox

The following local mailbox parameters are required by the Notes Mailbox
Converter to continue with the conversion process:

INTERNET EXCHANGE MESSAGING SERVER 7 LOTUS NOTES CONNECTOR



MIGRATION TooLS CHAPTER 4

NoTES MAILBOX CONVERTER

User name
The name of the user whose mailbox will be converted as it is entered in the
Internet Exchange Message Store by the Notes Address Book Converter.

Email address

The email address of the user whose mailbox will be converted as it is
entered in the Internet Exchange Message Store by the Notes Address Book
Converter.

NOTE: Click the Lookup button on the screen to verify if there is already
a valid mailbox in the Message Store for the user. This will also
prompt the Mailbox Converter to look for the user’s email address
as it is entered in the Message Store.

After entering all the information required in this screen, click on the Next but-
ton to go to the next screen and proceed with the conversion.

V¥ Ewpot Inbox
¥ Export all folders
W Bemove exported mail

™ Re-export all corvented messages

Cancel | Help

Figure 54: Selecting Migration Options

Migration Option
The screen above (see Figure 54) allows the system administrator with to
choose the option(s) for converting the user’s mailboxes/folders.

Export Inbox
This option tells the Notes Mailbox Converter to export all the messages in
the Notes user’s INBOX to the local Message Store.

Export all folders

This option tells the converter to export the messages found in all the folders
in the mailbox file. Typically, these are the Trash, Drafts, and Message Log
folders. The Mailbox Converter preserves the folder structure when the mes-
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sages are submitted to the Message Store. If these folders do not exist in the
user’s home directory in the Message Store, the Mail Delivery Agent will cre-
ate them.

Remove exported mail

When this option is enabled, the converter deletes the messages in the
user’s Notes mailbox that have been exported successfully to the Message
Store.

After selecting the options desired, click on the Next button to continue.

Summary

Summary of configurations

Mode: Single user

User narme: Bart Sirmpsonflade ketwark
Mailbo file: mailbart.nsf

Mail server: serverlidade_ hetwork
Motes user id: CLotusiMotesiDatatbart.id

Read INBOX: YES
Read all folders: YES
Delete exported rmail: YES

Press the "MNest" button ta begin mailbox conversion
process

< Back Cancel | Help |

Figure 55: Conversion Summary

Mailbox Conversion Summary

The screen above (see Figure 55) displays the conversion options that the
system administrator selected in the previous screens. Click on the Next but-
ton to proceed with the conversion. A new screen that displays a status bar
indicating the progress of conversion will appear (see Figure 56 on page 61).
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‘ Fleaze wait while conversion iz in progress

ANNREEE

rrisn | [ Help

Figure 56: Conversion Status

After the conversion has been completed, a dialog box will appear (see Fig-
ure 57), giving the system administrator the option to view the conversion log
file (see Figure 58 on page 62). To view the log file, click on the Yes button.
If you click on the No button, a new screen will appear asking you to close
the Notes Mailbox Converter and complete the conversion process by click-
ing on the Finish button. In this screen, the system administrator is again
given the option to view the log file.

The conversion process is finished. Do you want bo wiew the conversion log file?

e |

Figure 57: Pop-up Box For Viewing Log File

Mailbox Conversion Log File

The log file (see Figure 58) displays information recorded during the conver-
sion, such as the name of the user mailbox, the UID, sender, subject line, and
date of each message, the password used to login to the Notes server, and
the time the Mailbox Converter was started. The log file also indicates if the
any problems were encountered during the conversion.
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E migrin_log - Notepad [_ O] %]
File Edt Seach Help

lMon Feb 04 17:29:16 Initializing address mapping cache... -
Mon Feb 64 17:2%:18 Done...

Mon Feb @4 17:29:18 Attempt to start converting mailbox for user: Mio Jen/IHA Server:
chichi/IMA Mailbox: mailsmjen.nsf

Hon Feb 04 17:20:27 Processing folder: Group Calendars

Mon Feb B4 17:29:27 8 mail({s) exported.

Hon Feb 84 17:29:27 Processing folder: {Rules)

Mon Feb B4 17:29:27 8 mail({s) exported.

Hon Feb B4 17:20:28 Processing folder: ($Alarms)

Mon Feb B4 17:29:28 8 mail({s) exported.

Hon Feb B4 17:20:28 Processing folder: ($Inbox)

Hon Feb B4 17:29:28 Read message UID: 17191258b8b7248bcc82Ffb2ef4b5F2660dB2a68

Mon Feb B84 17:20:28 Sender: postmaster@lavender.testlab.net

Mon Feb B4 17:29:29 Subject: Received Logfile
C:\PROGRA™1AIMAYINTERN™1 . B8\Log\15Jan868.1o0g

Hon Feb B4 17:29:29 Date: Tue, 15 Jan 2882 21:25:46 +086808

Mon Feb 84 17:20:31 Exported.

Hon Feb B4 17:29:31 Read message UID: b95983ak422f77e61c14aB17aB304c21e6bbddic

Mon Feb B4 17:29:31 Sender: postmaster@lavender.testlab.net

Mon Feb 84 17:29:34 Subject: Received Logfile

G :\PROGRA™1\IHANINTERN™1 . B\Log\15JanBéd . 1og

Hon Feb B4 17:29:31 Date: Tue, 15 Jan 20082 21:33:04 +0800

Mon Feb B4 17:29:32 Exported.

Hon Feb 04 17:20:32 Read message UID: 84d5aSdSfB63285des16d5ecd297ac?bb80%a6+9

Mon Feb B4 17:29:32 Sender: postmaster@lavender.testlab.net

Mon Feb 84 17:29:32 Subject: Received Logfile
C:\PROGRA™1\IHAYINTERN™1 . 0%\Log\15Jan882.1og

Hon Feb B84 17:20:32 Date: Tue, 15 Jan 2882 21:38:32 +086808

Mon Feb B4 17:29:33 Exported.

Mon Feb 6% 17:20:33 Read message UID: 33321b58abbacd7a253bebf34bd28265c2aa4988

Mon Feb B4 17:29:33 Sender: postmaster@lavender.testlab.net

Mon Feb 84 17:29:33 Subject: Received Logfile =

Figure 58: Mailbox Conversion Log File

Batch File Migration

If you are already familiar with the Notes Mailbox Converter, you may find it
handy to write a batch file for converting multiple mailboxes stored in different
Notes servers simultaneously. A batch file is a simple ASCII text file. Each
line contains a conversion command and is terminated by a CRLF pair. In
each line, you can define the user name, post office path, password, and con-
version option. Following is a list of batch file options and their descriptions.

IN=<User Name>
This refers to the name of the Notes user whose mailbox(es) will be con-
verted (e.g. /N=Jerry Garcia/IMA).

/I=<NOTES INI file>
This is the path for the Notes.INI file (e.g. /I=C:\windows\notes.ini).

/M=<Mail domain>
This is the domain name of the owner of the mailbox to be exported (e.g./
M=MAIL).

/D=<ID file name>
This refers to the ID file that must be used for that mailbox file (e.g.
C:\notes\data\user.id).

/P=<password>

This is the password for the ID file specified in the command line (e.g. /
P=password1).
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/S=<Notes server>

This refers to the Notes server where the mailbox to be migrated resides. If
this parameter is not found, the Notes Mailbox Converter assumes that the
mailbox resides on the local machine (e.g. /S=central.ima.com\IMA).

IF=<mailbox file>
This is the name of the mailbox to be migrated (e.g. /F=mail\jerrygarcia.nsf).

/INBOX=Y/N

This parameter tells the Notes Mailbox Converter whether to read all mes-
sages in the INBOX or not. If the value is set to “Y”, the converter will read all
messages in the INBOX. If this parameter is missing, the converter exports
the entire INBOX by default.

/ALLFOLDERS=Y/N

This parameter tells the Notes Mailbox Converter whether to read the mes-
sages in all of the Notes user’s mailbox or not. If the value is set to “Y”, the
converter will read the messages in all mailbox folders. If this parameter is
missing, the converter exports all folders by default.

Select migration mode

€ Single user mode

% Batch mode

Batch file |c:my documentstbatch.bat

< Back Cancel | Help |

Figure 59: Running Batch File Migration Mode

IDELETE=Y/N

This parameter tells the Notes Mailbox Converter whether to delete con-
verted messages in the Notes mailbox/folders or not after those messages
have been exported successfully to the Message Store. If the value is set to
“Y”, the converter will delete all exported messages. If this parameter is miss-
ing, the converter will not delete exported messages by default.
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Following is an example of a batch file:

/N=Jim Brown/IMA /M=IMA /D=c:\notes\data\jimbrown.id /I=c:\winnt\notes.ini /
P=1234567 /S=central.ima.com/IMA /F=mail\jimbrown.nsf /INBOX=Y /ALL-
FOLDERS=N /DELETE=N

After you have created a batch file, you are now ready to export mailboxes/
folders to the IEMS 7 Message Store via batch file processing. To do this,
enable the Use batch file option in the multi-user mode migration screen (see
Figure 59 on page 63). Then enter the path for the batch file in the text box
provided. Click on the Next button to begin the migration process.
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